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ABSTRACT 

Despite the overwhelming positive functions of Fiber Optics as a potent means of revolutionizing human 

communication processes, this paper argues that it enhances excessive speed, anonymity and promotes structural 

complexity of the cyberspace. It hampers the control of information superhighway, and specifically enables the 

emergence of cybercrime. In ascertaining how new internet technologies breeds cybercrimes in Calabar 

Metropolis of Nigeria; two objectives were accomplished: investigating if there is a difference between 

cybercrime awareness and becoming a victim of cybercrime, and determining the level of youth’s involvement 

in cybercrimes activities. This paper used survey research design, to elicit relevant information from 384 

respondents from six areas using accidental and purposive sampling techniques respectively. Two hypotheses 

were tested with the use of population t-test and factorial analysis of variance. The study revealed that, those 

who are aware of cybercrime and still become victims have higher mean value (N = 238; M = 26.74; SD = 2.81) 

than those not aware of cybercrime and become victims (N = 51; M = 27.45; SD = 2.87).  Also the level of 

youths involvement in cybercrimes is significantly high, because the sample mean of 26.97 is greater than the 

reference/population mean of 25.00 at p <.05; df = 383.  Some of the recommendations made are as follows, 

that Cyber Security Studies should be introduced as a general course in secondary and tertiary education 

curriculum to educate the populace, as everybody is a potential victim of cybercrime; Social security policy for 

the poor youths should be adopted by Federal, State and Local governments of Nigeria in order to cordon off 

youths from fraudulent means of survival through cybercrime. 

Key words: Cybercrime, Cyber-criminology, Fibre optics, Cyber-fraud, Cyber-victims 

 

1. INTRODUCTION 
            Optics Fibre are tiny strands of cables in the mould of human hair that transmit digital information at a 

speed of approximately 185,000 miles per second, over a long distance, and Internet on the other hand, is a 

world network of signalled computers and other electronic devices that permits individuals to carry out various 

transactions, as well as disseminate information through different channels. While Information and 

communication technology (ICT) refers to information super-highway that involves sending, modifying and 

receiving of digital information through inter-connected computers, phones and other communication gadgets. 
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Therefore, ICT is the coming together of telephones and computer networks covering a variety of activities 

which include data processing, internet connectivity and other diverse modes of communication.  ICT also 

extend to other new technologies such as Optics Fiber that functions effectively in audio-visual 

communications. These cyberspace technologies have been compromised by fraudsters in carrying out nefarious 

acts known as cybercrimes. 

           Although, cybercrime is being perpetrated all across the world, Nigeria has become a fertile ground for 

such nefarious activities.  According to a report by Internet Crime Complain Centre (2010), Nigeria ranked third 

among the top 10 countries of the world in cybercrime perpetration.  The global view of Nigeria as a country has 

been dampened by the activities of these "yahoo boys".  This situation is associated with the tenets of 

globalization which involves the use of Fibre Optics for business transactions even with persons from the 

remotest parts of the world.  Instead of using the internet positively to improve on their lives conditions, 

Nigerian youths have turned the cyberspace into a veritable ground for defrauding unsuspecting persons 

(Ogwezzy, 2012). 

 Cybercrime has taken us aback in Nigeria and the world over (Ayoku, 2005). The cyberspace is now a 

hiding platform for criminals to execute their dastardly acts, (Akinola, 2006). Through this platform, fraudsters 

have been given a tool that facilitates their contact with potential victims and makes it harder to trail, unlike the 

crude methods of crimes (Longe & Chiemeke, 2008). The degree of vagueness which the internet provides for 

users has influenced cyber criminal operations in Nigeria (Wang, 2007).  Nigerian youths have embraced these 

ICT inventions in their usual mobile telephony and global telecasts such as Facebook, Skype, Twitter, 2go, 

Whatsapp and Blackberry pinging etc.  These varieties of applications are a clear indication to affirm the 

subversive nature of Fibre Optics technology, (Adomi & Igun, 2008).  ICT has metamorphosed our cultures, 

patterns of socialization and our social institutions.  As the internet continues to expand and become 

indispensible in our economic and social life, the inevitable inference will be that, our society is going to be 

increasingly dependent on fragile and insecure information structure (Adeniran, 2006). 

 Obviously, the initial intent for advancing Internet for man on planet earth was not to perpetuate 

crimes, but wiring the world together through ICT has automatically merged the GARDEN and the 

WILDERNESS. The activities of cybercriminals on the internet are casting a dark shadow on the comfort, 

convenience and reliability of Fibre Optics technology infrastructure. For Sylvester (2001), cybercrimes thrives 

on the Web because the Internet mechanism does not allow a user to selectively reject messages. Thus, making 

him or her susceptible to malicious and unwanted messages capable of causing havoc.  Therefore, the internet is 

free for all, no identity, no boundary, and its breeds cybercrime (Agboola, 2006). The above background is the 

foundation upon which this study and its essence are rested.   

 

1.1 Statement of the problem 

The spate of cyber criminality has become a disturbing phenomenon in Calabar Metropolis as 

individuals report cases of scam text messages about winning 'promos' and scam emails on tempting and 

attractive business proposals (State CID, 2012)  A typical example of such scam text message sent to a non-

academic staff of the Department of Sociology, University of Calabar, Calabar on the 2nd of October, 2012 read 

as follows, "Your cell number has been awarded $315,000 in the ongoing Nokia UK promo, for claims send 

your name, account number and country to claimsukpro2012@hotmail.com”.  Many may have fallen victims to 

such scams. The frequent occurrence of these cases and how people fall victims instigated the quest to find out 

if becoming a victim of cybercrime or not depends on the level of awareness on cybercrime activities. 

  Aghatise (2006), Adalemo (1999), Adomi and Igun (2008) and Adeniyi (1999) were all of the opinion 

that youths are the 'base fabric' for future growth and sustainable development of a nation, they represent the 

foot soldiers for social change, economic development and technological innovations.  Hence, the ineptitude of 

leaders in Nigeria to promote positive values for youths is often translated into social incongruence (Adeniyi, 

1999). This implies that youths who are not well taken care of get involved in the perpetration of criminality, 

which includes cyber criminality. As true as these assertions may sound, they could not establish a link between 

youth and cyber criminality, and did not also ascertain whether youths are the major perpetrators of cybercrimes 

in Nigeria, or Calabar in particular. Adeniran (2006) also opines that the proliferation of youth’s online 

fraudulent practices is strongly connected to societal emphasis on materialism and wealth accumulation. But he 
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did not provide supportive or comparative data linking youth to these crimes.  This study therefore finds out the 

level of youths involvement in cybercrime activities. 

 

1.2 Objectives of the study 

 The general objective of this study is to examine the effect of Fibre Optics technology on cybercrimes 

in Calabar Metropolis.  Specifically, the following objectives were developed in the course of 

investigation; 

i. To investigate if there is a difference between cybercrime awareness and becoming a victim of 

cybercrime. 

ii. To determine the level of youths involvement in cybercrimes activities. 

 

1.3 Methodology 

    This research work is focused on Calabar Metropolis. This study was designed to investigate how 

Fibre Optics technology breeds cybercrimes in Calabar Metropolis of Nigeria. A sample of three hundred and 

eighty four (384) respondents from six areas of bulk ICT usage was selected for the study. Accidental and 

purposive sampling techniques were used to select respondents and areas of high ICT usage respectively. These 

sampling techniques may not give a true representation of the study population and may raise serious bias in 

research, but they were used because they gave the researcher the opportunity to elicit first-hand information 

from respondents who uses ICT gadgets. The study was quantitative and questionnaire was the only instrument 

used for data collection. 

 

 

2. LITERATURE REVIEW: 

 2.1 Youths and Cybercrimes in Nigeria  

 There are different opinions about what should constitute a youthful population in Nigeria, and the age 

bracket to be considered as being youthful. Though, the Social Development Policy for Nigeria in 1980 asserts 

that a youthful population should fall between 12 to 30 years of age.  For this study, a youthful population is 

considered as young Nigerians who fall between the age bracket of 18 and 40years. 

 However, this contention in definition or determining who is a youth and who is not, does not extend to 

the attributes or characteristics possessed by Nigerian youths. Nigerian youths are daring, adventurous, 

industrious, diligent and hardworking, (Adalemo, 1999).  In fact, if properly gingered or spurred up, Nigeria 

youths are capable of working tirelessly for the development of their immediate society, (Mabogunje, 1999).  

For Adeniyi (1999), youths are the foot soldiers for the improvement and development of any given society. He 

sees youths as the front burner of any form of societal change, technological innovation and development. 

Therefore, the ineptitude of leadership and government in Nigeria to cultivate good moral standards and 

necessary societal values amongst youths has made them to imbibe moral decadence and negative values such 

as cyber criminality. Youths in Nigeria are being pushed to the wall with the bane of corruption, unemployment 

and poverty making them to find succour in crime. 

 Every society has a dominant set goal that every citizen strife to achieve. In the case of Nigeria, this 

dominant goal is perhaps massive wealth accumulation. Hence, Merton (1938), when the institutionalized means 

of achieving these societal set goals is open to just a few, others device different modes of adaptation which 

result to crime situation. It therefore follows constructively, that youths in Nigeria whose opportunities of 

accumulating material wealth are blocked by the bourgeoning Nigeria class have resorted to cyber criminality to 

make ends meet. Also in Nigeria, questions are not usually asked about individual's sudden wealth, let alone 

public officials giving account of their stewardship. Therefore, youths in the face of this moral decadence and 

corruption have decided to eschew good morals and embraced cyber criminality. 

          According to Ninalowo (2004), great inequalities exist in Nigeria. The gap between the rich and the poor 

is widening every day. Even the ill-gotten bourgeois have unflinching societal affluence and the society does not 

react to how their wealth was gotten. He posits that, in this kind of society, the poor youths will reject rules and 

norms governing the society to embrace criminality which include cybercrimes. This is evident in the activities 
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of the yahoo boys sub-culture. Their scam activities have given Nigeria a bleak image across the globe, and 

millions of naira have been lost to cyber criminals. Young Nigerians have been caught with huge amount of 

monies in their bank accounts, (www.efccnigeria.org). This ill-gotten wealth is nothing but a poison to the 

Nigerian economy. The Nigerian youths are at a cross road, and if nothing is done to stem the tide of cyber 

criminality, then Nigeria could be sitting on a time bomb, and it may detonate in the form of a revolution as 

predicted by some world super powers and book markers. 

 

2.2 Modus operandi of cybercriminals: Some Empirical Review 

 What makes cyber criminals in Nigeria look mystical to people within and around the world is the 

innovative approach engaged in their operations.  They devise numerous ways to beat the imagination of the 

victims and as security agents discover one of their antics, another one is invented over and over, again and 

again. Researchers have shown that many operations are professionally organized in Nigeria (Ogwezzy, 2012). 

In most occasions, when potential victims makes attempt to carry out a thorough background check on the 

proposed business from scammers, they often found out that everything is appealing to common sense. This 

makes them to believe that the business is genuine. Thus, wealthy foreign investors, medium and even small 

scale businesses including private individuals are duped millions and billions of dollars and other currencies. 

Only in few instances that such background checks would yield positive result for them to discover that the 

proposed business is a scam and withdraws from the communication link immediately. This success is usually 

achievable when the fraudsters are in a less organised gang, because a well organised gang always fix every 

piece together.  

 For Ani (2011), the ICT-induced tactics employed by cyber criminals include but not limited to the 

following; the use of fake cheques, Western Union/Money Gram Wire Transfer, Anonymous Communication, 

web based email, bad English, email hijacking/friend scam, Short Message Service (SMS), fake websites, 

invitation to visit a country, purchasing goods and services, vehicle matching service scams, cheque cashing, 

lottery scam, charity scam, fraud recovery scam, bona vacantia, fake job offers, rental scams, etc. 

 According to Ige (2008) and Adomi (2008), wire transfer via Western Union and Money Gram is often 

used by cyber criminals because the transaction between the perpetrator and the victim is not traceable and 

cannot be reversed. The composition in Western Union is that, once the money is sent, both the source and the 

destination are concealed against a third party and can never be cancelled. Other means of transferring cash 

without revealing the sender and the receiver are postal money orders and cashier's checks. Since these routes of 

wire transfer hide the true identity of internet fraudsters, it is often used to wreck havoc on their targets or 

victims.  The following options have been identified by Adebusuyi and Adeniran (2008) as tactics widely used 

by cyber criminals. 

 One of the modus operandi of cyber criminals operation is the use of ''Bad English''. Scammers 

deliberately fill the content of their communication with faulty grammar and wrong spellings. This gimmick 

enables the potential victim (who may be very educated and fluent in English) to think that he or she cannot be 

fooled by an illiterate person. Most times, even when they know that the message or information is a scam, they 

still go ahead to respond and follow up the deals with a false thought of superiority over the scammer, until they 

are ripped of valuables, money and personal belongings. 

 Web based e-mails is another method of communication used by cyber criminals because it does not 

allow for valid identification of information sent to a particular victim. In fact, some of these mails services 

conceals the sender's IP address very well, making it possible for a cyber criminal to hide his or her identity up 

to the country of origin.  Agboola (2006) discovered that, because of the diversity of the internet, a cyber 

criminal can have numerous e-mails account at a particular point in time, and apart from that, they can engage in 

email hijacking and friend scam involving the hijacking of people's e-mails, and use them to obtain by false 

pretence.  This is usually done by phishing, key logger or computer viruses in order to have login access to 

people's emails accounts.  A transaction may have been initiated using a yahoo software but could be completed 

using a fax machine, whenever their victim request for physical documents.  Also, in making sure that they are 

not traceable at all, cyber criminals use prepaid mobile phones linked to a personal mobile or public fax 

machine. 
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 For Basil (2007), cybercrimes are not executed using the methods enhanced by e-mails alone. Most of 

them diversify their acts with the use of ''charm websites''.  Charm is an African metaphysical power used to act 

against a sane point of reasoning on the part of victims. These charm websites are created as sham or a decoy in 

semblance of a true website, for instance, smart gov.cr.ng, Central Bank of Nigeria, Unical.edu.ng, etc. Some 

are created to look like non-existing organisations or parastatals in order to give the fraudster creditability. In the 

work of Ayoku (2005), there is a different method involve, where actual or legitimate activities of a company 

are captured to make it look real in order to build confidence and trust from potential victims, and eventually 

dupe them. 

 Furthermore, following an advanced stage of cyber criminality, some victims are lured to a town, state 

or any location to meet a perpetrator who has professed good intentions during the process of communication, 

then they are kidnapped for a ransom or sometimes killed like the famous story of Cynthia Osokogu who was 

killed by her Facebook assailant on July 2012 in Lagos State.  The criminals usually provide Visa or transport as 

the case may be. 

 A cyber criminal having successfully duped a victim, recognizes that, the same victim may fall fast in 

another scam than a potential or a new one, (Akinola, 2006). This is done by reaching out to the victim who has 

just been duped pretending to be a police officer. Informing the victim that some fraudsters are in the police net, 

and having heard about his predicament, everything that was stolen from him or her has been recovered. At this 

point, the success of scamming the victim again is guaranteed because he or she sees the police officer as a third 

party yet knows much about what was stolen. It is this false thought that will guarantee the release of more 

money when asked to pay for the retrieval of his or her lost items. Only to discover that it is a follow up scam 

when these items are never released. 

 Others use telephone calls or Short Message Service (SMS) to random victims, sometimes call their 

names and create familiarity.  This method of operation is common in Calabar Metropolis.  Victims are usually 

given attractive business proposals such as the supply of Solar Panels or winning promo alerts etc.  In 

September, 2011, an SMS was revolving around Calabar Metropolis and other parts of the country, advising 

loved ones not to pick calls from a certain number (010911), else they will die.  This was just a scam SMS to 

make millions of naira from GSM subscribers.  The scammer buys bulk SMS from any of the service providers 

(MTN, GLO, AIRTEL or ETISALAT) and open a domiciliary account so that all charges on the messages drops 

into the account.  Nigeria has a population of approximately 167million (National Population Commission, 

2011), assuming 15million people circulate this SMS at the cost of N5 per message, you can imagine the 

millions.  Meanwhile, the scammer had just used a date of 1st September, 2011 (010911) to exonerate himself 

from legal implications. 

 In 2009, youths in Calabar Metropolis went haywire looking for old pendulum clocks.  Cyber criminals 

offered N500, 000.00 for mercury usually found in the clock. It was speculated that this mercury malfunctions 

the Automated Teller Machine (ATM).  This situation provided a real scare as youths could do anything 

humanly possible to have this money, until the State Government had to put a stop to the search of these 

"Abrahamic Clocks". Computers and GSM phone dealers buy viruses online, and circulate same to infect these 

equipments.  This is to make money from the sales of anti-viruses.  Some of the viruses we have in circulation in 

Calabar Metropolis are Comb Warrior and Caribea (Phonesolution, 2005).  According to Microsoft Company 

(2011), most newly acquired computers in Calabar and other parts of Nigeria are usually installed with pirated 

Windows.  This can be affirmed as we see Laptops, notebooks and desktops owners pay meager amount to 

dealers for installation of their systems ignoring getting the original version direct from Microsoft online. 

 Also, cyber prostitution and child pornography has become the order of the day in Calabar Metropolis 

and Nigeria as a whole, through social networks such as facebook, 2go, Skype, Whatsapp and blackberry 

pinging. The young generation has seized the opportunity of these social networks to corrupt the moral fabric of 

our society in terms of prostitution, pornography, cyber theft, cyber stalking and scamming. The activities of 

cybercriminals are having a tremendous effect on our society as a whole. 

            Cybercrimes has cost the whole world a fortune, (Oludayo & Ibrahim, 2011). It is actually difficult to 

state clearly or categorically, how much has been lost to cybercrimes, because most of these crimes are insiders' 

jobs and are left unreported.  According to Ultrascan Advanced Global Investigation (2007), Nigeria is losing 

about $80million yearly to cybercrimes.  Also, the American National Fraud Information Center in 2012 

reported that Nigeria money scam has grown up to about ninety percent of perpetration. The center also 



IJournals: International Journal of Social Relevance & Concern 

  ISSN-2347-9698 

Volume 4 Issue 4 April 2016 

 
© 2016, IJournals All Rights Reserved                                                                      www.ijournals.in 
 

Page 6 

predicted that Nigeria cybercrimes are skyrocketing to a worst height in the nearest decade.  For Katyal (2003), 

cybercrime is a canker worm that is eating deep and retrogressing the economy of nations, because in every 

year, millions and billions of dollars are being lost to cybercrimes across the world. Following Katyal 

perception, the world's population is estimated at 7billion people, assuming a paltry 3billion people are ICT 

compliance, doing businesses, exchanging ideas and innovation on the internet, you can imagine how much will 

be lost if cyber criminals preys on them. According to Tunji Ogunleye, a member of Nigeria Cybercrime 

Working Group (NCWG), the negative uses of the internet by fraudsters in Nigeria outweigh the positive usage. 

He expresses shock that out of the 60th countries that embraced ICT, Nigeria is the 56th country, yet ranked 

third among the top ten countries of the world in cybercrime perpetration. Ogwezzy (2012), also noted that, the 

damage cause by cybercrimes to the Nigerian economy is escalating day and night. He further predicted that 

cybercrimes if not curb, will have severe economic and financial impact on the Nigerian society. For Abubaker 

(2009), because of cybercrimes, Nigeria financial documents such as bank cheques and drafts are now being 

viewed with suspicion in other countries of the world. This means that our financial documents are no longer 

viable and reliable pieces for international transactions. Also, Nigeria e-mails no matter how legitimate are now 

being blacklisted by the international community. Even internet communication waves from Nigeria are being 

blocked by other countries internet gateways. Nigerians are now being generally discriminated upon in the 

world because of the ''yahoo boys'' syndrome. According to Chawki (2009), International Banks now do proper 

findings and protracted researches on Nigeria financial transactions before clearance often causing delay. For 

this reason, foreign investors are scared of ploughing their huge capital into Nigerian economy by way of 

investing.  

 

 

2.3 Theoretical Framework: 

 There are different theoretical explanations to criminal behaviour, but Edwin H. Sutherland’s 1939 

Differential Association Theory which is based on the premise that criminal or deviant behaviour is a learned 

phenomenon (Adler et al, 1995) is adopted in this paper.  The theory, posits that exposure to criminal 

association and definitions favourable to criminal tendencies motivates a person to learn criminal traits, 

depending on the process of communication patterns, and frequency, duration, priority and intensity of learning.  

It further asserts that a person comes to adopt criminal or deviant behaviour as against non-criminal behaviour 

patterns when he or she learns to violate laws, and when the values conducive to putting that knowledge into 

practice are stronger than the person's anti-criminal sentiments.  In Nigeria, most youths who engage themselves 

in "Yahoo-Yahoo" or internet fraud usually learn this pattern of crime from their affiliates through social 

interaction.  And the environment is conducive for putting such dubious knowledge into practice.  Nigeria lacks 

cyber security, appropriate cyber legislation and above all, there is no state-of-the-art modern security apparatus 

to combat cybercrime. 

 For Sutherland, cyber criminals may not have been born criminals, they apparently learn how to carry 

out these nefarious acts through constant contacts and interaction with other existing criminals.  Like other 

forms of human conduct, criminal activity is acquired in a process of social interaction.  Thus, the social 

influences people encounter in a social setting are inharmonious and inconsistent, therefore, some people 

become involved in contact with those who adhere to criminal norms and become criminals as a consequent, 

while others may not have such contacts (Iwarimie-Jaja, 2012).  This perhaps explains why some Nigerians are 

involved in cyber criminality and other forms of conventional crimes; while a greater others are not.  

 Although Sutherland’s theory has its criticisms; but for the purpose of this study, differential 

association theory is most suitable for the cybercrime explanation.  The theory is not just appealing to common 

sense, but is especially unique.  Its formulation gives a logical systematic chain of interrelation that makes crime 

reasonable and understandable as normal learned behaviour without resorting to assumption of biological or 

psychological deviance.  It is peculiarly a "sociological theory" in that it focuses attention on social relations 

(i.e. process) the frequency, intensity and meaningfulness of association rather than on the individual's qualities 

or traits or on the external world of concrete and visible events (Vold 1979 in Igbo, 2008 pp. 190). 

 The main strength of differential association theory to this study is that it showed that crime 

(cybercrime) is not just a product of poverty, blocked opportunity or choice but could occur in routine setting of 
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learning.  Cybercrime may occur in the remotest slum or generative city centres in as much as there is 

availability of Fibre Optics technology (Internet). 

 

3. DATA PRESENTATION AND ANALYSIS 
 Filled questionnaires were collated and coded into Statistical Package for Social Scientists (SPSS) 

version 18. The choice of each statistical tool used is dependent on how the hypothesis was stated.  

 

HO:1  There is no difference between cybercrime awareness and respondents status (becoming victim/not 

victim of cybercrime) 

Independent variable: Awareness (categorized into 2 groups: Aware/Not aware); Respondents status 

(categorized into 2 groups: Victims/Not victims)  

Dependent variable: Cybercrime   

Statistical tool: Factorial Analysis Of Variance (ANOVA) 

 

HO:2  Youths involvement in cybercrime activities is not high. 

One variable: cybercrime  

Statistical tool: Population t-test 

 

The main variables of the study were identified, their mean and standard deviation calculated. The Statistical 

Package for Social Scientists (SPSS) Version 18 was used to perform frequency count, percentages, mean, 

standard deviation, paired t-test and 2 x 2 factorial ANOVA.  . The summary data for all the main variables in 

the study are presented in Table 1 below 

 

TABLE 1 

Socio-demographic characteristics of respondents 

Variables/categories   Categories  Frequency  Percentage  

Age  41 years and above 37 9.6 

 31 - 40 years 136 35.4 

 21 - 30 years 124 32.3 

 Below 20 years 87 22.7 

 Total             384           100.0 

Gender  Female 139 36.2 

 Male 245 63.8 

 Total  384 100.0 

Marital status  Widow/widower 3 .8 

 Divorce 8 2.1 

 Married 173 45.1 

 Single 200 52.1 

 Total  384 100.0 
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Profession /occupation  Unemployed 52 13.5 

 Self-employed 18 4.7 

 Private sector 70 18.2 

 Public servant 89 23.2 

 Student 155 40.4 

 Total 384 100.0 

Educational qualification  Post-graduate 30 7.8 

 Degree/HND 183 47.7 

 ND/NCE 53 13.8 

 SSCE 114 29.7 

 FSLC 4 1.0 

 Total  384 100.0 

                SOURCE: Fieldwork, 2014 

Table1 present the responses of respondents based on their demographic variables. Majority of the respondents 

35..4 percent (N = 136) were between the ages of 31 – 40 years, next in the list were those between the ages of 

21 – 30years representing 32.3 percent, 22.7 percent (N = 87) were 20 years and below, while the least group 

were those between 41 years and above representing 9.6 percent (N = 37).  

The compartmentalization of respondents in terms of gender shows that majority of the respondents 63.8 percent 

(N = 245) were males, while 36.2 percent (N = 139) were females. This is likely associated with the fact that, in 

Nigeria males seems to be more interested in cyber activities than their female counterparts. 

The spread of respondents based on marital status was in favour of the single, 52.1 percent (N = 200) were 

single, 45.1 percent (N = 173) were married, while 2.1 percent (N = 8) were divorced and only 0.8 percent (N = 

3) were widow/widower. 

The occupation spread of respondents is broadly grouped into five categories: majority of the respondents 40.4 

percent (N = 155) were students, public servants 23.2 percent (N = 89), 18.2 percent (N = 70) were in the 

private sector, 13.5 percent (N = 52) were unemployed, while 4.7 percent (N = 18) were self-employed. 

The compartmentalization of respondents in terms of educational qualification revealed that, majority of the 

respondents 47.7 percent (N = 183) had degrees or its equivalent, 29.7 percent (N = 114) had SSCE, 13.8 

percent (N = 53) had ND/NCE, 7.8 percent (N = 30) had post graduate degrees, while only 1.0 percent (N = 4) 

had FSLC. 
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TABLE 2 

Respondents status 

Statement   Frequency  Percentage  

have you been a victim of 

cybercrime 

No  95 24.7 

 Yes  289 75.3 

 Total 384 100.0 

Are you aware of cybercrime  No  72 18.8 

 Yes 312 81.3 

 Total 384 100.0 

SOURCE: Fieldwork, 2014 

Table 2 presents respondents’ status to cybercrime and awareness. Majority of the respondents 75.3 percent (N 

= 289) have been victims of cybercrime, while only 24.7 percent (N = 95) have not been victims of cybercrime. 

In response to if respondents are aware of cybercrime, 81.3 percent (N = 312) are aware of cybercrime, while 

only 18.8 percent (N = 72) are not awareness of  cybercrime. 

 

 

 

TABLE 3 

Cyber activities 

 

SOURCE: Fieldwork, 2014 

s/n Statement  SA A D SD 

1 Youth are perpetrators of cybercrime 34 (8.9) 255(66.4) 86 (22.4) 9 (2.3) 

2 Downloading of nude pictures is not illegal 39(10.2) 200(52.1) 140(36.5) 5 (1.3) 

3 Downloading of protected e-books is not a crime 18 (4.7) 233(60.7) 123(32.0) 10 (2.6) 

4 Access to corporate website despite the security is 

easy 

58(15.1) 187(48.7) 134(34.9) 5 (1.3) 

5 Uploading of false information on social media is 

legal 

2 (0.5) 159(41.4) 210(54.7) 13 (3.4) 

6 If given opportunity, you can receive or send scam e-

mails or text messages 

31 (8.1) 290(75.5) 63 (16.4) 0 (0.0) 

7 Playing on others intelligence online to get wealth is 

not bad  

14 (3.6) 229(59.6) 134(34.9) 7 (1.8) 

8 Being smart on the internet is not a crime  11 (2.9) 247(64.3) 118(30.7) 8 (2.1) 

9 Can you hide your identity while sending messages 2 (0.5) 216(56.3) 158(41.1) 8 (2.1) 

10 online transactions are better for security purpose  13 (3.4) 283(73.7) 87 (22.7) 1 (0.3) 
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*The number of responses to each item are as indicted while percentages are written in parenthesis. 

 

Table 3 shows the responses of respondents to cyber activities with four points Likert Scale of either “Strongly 

Agree, Agree, Disagree or Strongly Disagree”. As revealed in the table, majority of the respondents indicated 

that they either strongly agreed or agreed to the statements that, Youth are perpetrators of cybercrime; 

Downloading of nude pictures is not illegal; Downloading of protected e-books is not a crime; Access to 

corporate website despite the security is easy; If given opportunity, you can receive or send scam e-mails or text 

messages; Playing on others' intelligence online to get wealth is not bad; Being smart on internet is not a crime; 

Can you hide your identity while sending messages, and online transactions are better for security purpose. 

However, majority of the respondents either disagreed or strongly disagreed that ''uploading of false information 

on social media is legal''. 

Hypothesis one 

There is no significant difference between cybercrime awareness and becoming a victim of cybercrime. 

The independent variables in this hypothesis are cybercrime awareness (Aware/Not aware groups) and 

respondents status (Victims/Not victims groups), while the dependent variable is cybercrime. To test this 

hypothesis, 2 x 2 factorial ANOVA was used at .05. The result is presented in table 4 below. 

TABLE 4 

                                                     2 x 2 Factorial ANOVA 

Variable Variable         

  Awareness   Being 

victim  

Mean  SD N      

Not aware of 

cybercrime 

No  27.95 1.80 21     

 Yes 26.74 2.87 51     

Aware of 

cybercrime  

No  27.27 3.44 74     

 Yes  26.87 2.81 238     

Source 

 

Type 

III 

Sum 

of 

Squa

res Df 

Mean 

Square F 

Sig. 

Partial 

Eta 

Square

d 

 

Intercept Hypoth

esis 

1404

68.7

02 

1 14046

8.702 

17130.

260 

.005 1.000  

 Error 8.20

0 

1 8.200
a
 

   
 

Awareness Hypoth

esis 

29.1

81 

1 29.181 87.593 .068 .989  

 Error .333 1 .333
b
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a. MS (been victim)  b. MS (awareness*been victim)   c. Ms (Error) 

SOURCE: Fieldwork, 2014 

Table 4 shows the 2 x 2 factorial ANOVA of cybercrime awareness and respondents status. There is no 

difference between cybercrime awareness and respondents status (being a victim/not being a victim) F (1, 380) 

= .039; p > .05; partial Eta Squared = .000. The partial Eta squared which is a measure of effect size reveal that 

cybercrime awareness and respondents status accounted for 0 percent variance in the dependent variable. The 

mean values of the variables when compared reveal that, those who are aware of cybercrime and still fall 

victims have higher mean value (N = 238; M = 26.74; SD = 2.81) than those not aware of cybercrime and fell 

victim (N = 51; M = 27.45; SD = 2.87). Therefore, the null hypothesis which states that, there is no difference 

between cybercrime awareness and respondents status (being/not being a victim of cybercrime) is retained 

because there is no significant difference, while the alternate is rejected. This means that, both those who are 

aware of cybercrimes and those not aware are all potential victims.  

 

Hypothesis two 

Youth’s involvement in cybercrimes activities is not high. This is a one variable hypothesis, therefore, 

population t-test was employed to test this hypothesis at p <.05, the result is presented in table 5 

                                                    TABLE 5 

                     Population t-test on youth’s involvement in cybercrimes 

Variable  N Df Mean SD t-value Sig. 

Sample mean  384 383 26.97 2.92  

180.918 

 

.000 

Population mean    25.00    

Reference mean or population mean is calculated thus (4+3+2+1) x 10 / 4 = 25.00 

SOURCE: Fieldwork, 2014 

The result presented in Table 5 was an assessment of youth’s involvement in cybercrime. The sample 

mean of 26.97 is greater than the reference/population mean of 25.00 at p <.05; df = 383. By this result 

the null hypothesis which states that, youth’s involvement in cybercrimes activities is not high is 

rejected while the alternate hypothesis is upheld. This is because youth’s involvement in cybercrimes 

activities is significantly high. Therefore, it can be inferred that young people are the major perpetrators 

of cybercrimes. 

 

4. DISCUSSION OF FINDINGS 
Hypothesis one stated that, ''there is no difference between cybercrime awareness and becoming a victim of 

cybercrime''. The findings of this study revealed that, there is actually no significant difference, because those 

who are aware of cybercrime and still fell victims have higher mean value (N = 238; M = 26.74; SD = 2.81) 

than those not aware of cybercrime and fell victim (N = 51; M = 27.45; SD = 2.87). This is an indication that, to 

Been victim Hypoth

esis 

8.20

0 

1 8.200 24.614 .127 .961  

 Error .333 1 .333
b
     

Awareness * 

respondents 

status 

Hypoth

esis 

.333 1 .333 .039 .843 .000  

 Error  3223

.967 

380 8.484
c
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be a victim of cybercrime does not depend on individual's level of awareness. Thus, it can be inferred that both 

those who are aware of cybercrimes and those not aware of the menace, all have the propensity to fall victims. 

This therefore shows that man has become entrapped by his own techno-knowledge dynamics. This finding 

corroborates that of Wang (2007), who found that the anonymity and privacy that the internet provides to 

potential users has excessively enhanced the degree of fluidity and structural complexity of cyber criminal 

operations in Nigeria. Cybercrime is spares no one, no matter the age, sex or nationality.  If one is not 

perpetrating it, one is becoming a victim; if one is not becoming a victim, one is a relation or a friend to a victim 

or a perpetrator.  

 Hypothesis two which stated that, ''Youths involvement in cybercrimes activities is not high'' The result 

of this study shows that, the level of youths involvement in cybercrimes is significantly high, because the 

sample mean of 26.97 is greater than the reference/population mean of 25.00 at p <.05; df = 383, which is a 

revelation that youths are highly involved in cybercrime activities in Calabar metropolis. This may be owing to 

the fact that, technological revolution emerged in their generation so filled with moral decadence. This finding is 

in unison with Mead's typology of pre-figurative culture in which youths are totally in control (Charles, 2005). 

This type of culture is associated with rebellion because the young people do not have models to guide them. 

Hence, they dissociate themselves from such models and rebels against them. This type of culture is encouraged 

by rapid technological change which makes the break from the past so swift and the youths becomes more and 

more independent of any guide. Conditions that propel this speedy change include information technology 

which has made the world a global village, united by shared knowledge of the good, the bad and the ugly. This 

era is termed, the runaway age, the jet age, an age of signs and wonders of technology, an age of great 

uncertainties and change (Charles, 2005). 

 

5. SUMMARY AND CONCLUSION 
The study revealed that, to be a victim of cybercrime does not depend on individual's level of awareness. This is 

to say that, both those who are aware of cybercrimes and those who are not aware, are all prospective victims of 

cyber criminality.  

         It was also found that, young people are the major perpetrators of cybercrimes as technological revolution 

emerged in their generation, so filled with moral decadence. This is in corroboration with Olaide and Adewole 

(2004), who observed that a sizeable number of cyber criminals in Nigeria fall within the youthful age. The 

youths in Calabar Metropolis have discovered different ways of using Fibre Optics (internet) in carrying out 

cybercrime activities.  

         Societal emphasis on wealth accumulation has hit the ground rolling for corruption and erosion of moral 

values. Youths who are under pressure to succeed economically despite harsh economic conditions such as 

unemployment and poverty amongst others, devise survival strategies by indulging in cybercrime. Even youths 

with competent ICT skills have not been committed into useful and gainful economic endeavours by both State 

and Federal governments. They wallow in frustration and as such, commit their skills into cybercrime activities. 

On this note, the following recommendations are made in order to curb cyber criminality in our society. 

 

 

5.1 Recommendations 

1. Cyber Security Studies should be introduced as a general course in secondary and tertiary institutions 

in Nigeria to educate the populace, as everybody is a potential victim of cybercrime 

2. Social security policy for the poor youths should be adopted by Federal, State and Local governments 

of Nigeria in order to cordon off youths from fraudulent means of survival through cybercrime. 

3. Government should design programmes that will help to rehabilitate, re-orientate and streamline the 

training needs and facilities of our law enforcement agents on ICT skills and e-policing 
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