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ABSTRACT 
This paper will take a brief look at the usage of 
genetic algorithms in cryptography. Cryptography 
is a technique for securing information. Data 
encryption is widely used today to guarantee 
security of the data. Genetic algorithms (GAs) are 
a class of optimization algorithms. In this paper, 
symmetric key cryptosystem for encryption and 
decryption is done using Genetic algorithm and 
random number generator to encrypt and decrypt 
the data stream. Overall, the standard fitness 
equation genetic algorithm approach, and the 
scoreboard variant thereof, are not worth the 
extra effort involved. Traditional cryptanalysis 
methods are more successful, and easier to 
implement. While a traditional method takes more 
time, a faster unsuccessful attack is worthless. 
The failure of the genetic algorithm approach 
indicates that supplementary research into 
traditional cryptanalysis methods may be more 
useful and valuable than additional modification 
of GA-based approaches. 
 
Keywords: mutation, selection, crossover, key 
generations, evolutionary algorithms. 
 

1.  INTRODUCTION 
1.1 Cryptography 
Cryptography is the practice and study of 
techniques for secure communication in the 
presence of third parties (called adversaries).More 
generally, it is about constructing and analyzing 
protocols that overcome the influence of 
adversaries and which are related to various aspects 
in information security such as data confidentiality, 
data integrity, and authentication. Modern 
cryptography intersects the disciplines of 
mathematics, computer science, and electrical 

engineering. Applications of cryptography include 
ATM cards, computer passwords, and electronic 
commerce. Various terms involved in 
Cryptography are: 

 Encryption: The process of converting ordinary 
information (called plaintext) into unintelligible 
gibberish (called cipher text). 

 Decryption: The reverse process, in other words, 
moving from the unintelligible cipher text back 
to plaintext. 

 Cipher (or cypher): A pair of algorithms that 
create the encryption and the reversing 
decryption. 
The detailed operation of a cipher is controlled 
both by the algorithm and in each instance by a 
"key". 

 Key: This is a secret parameter (ideally known 
only to the communicants) for a specific message 
exchangeocontext.  

 Symmetric Key: Common key used for both 
encryption as well as decryption.                               
Note-We have used a symmetric key approach in 
the project. 

 Asymmetric Key: Different key used for 
encryption0and0decryption. 
 

1.2 Genetic Algorithm 
 In the computer science field of artificial intelligence, a 
genetic algorithm (GA) is a search heuristic that mimics 
the process of natural evolution. This heuristic is 
routinely used to generate useful solutions to 
optimization and search problems. Genetic algorithms 
belong to the larger class of evolutionary algorithms 
(EA), which generate solutions to optimization 
problems using techniques inspired by natural 
evolution, such as inheritance, mutation, selection, 
and0crossover.In a genetic algorithm, a population of 
strings (called chromosomes or the genotype of the 
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genome), which encode candidate solutions (called 
individuals, creatures, or phenotypes) to an 
optimization problem, evolves toward better solutions. 
Traditionally, solutions are represented in binary as 
strings of 0s and 1s, but other encodings are also 
possible. The evolution usually starts from a population 
of randomly generated individuals and happens in 
generations. In each generation, the fitness of every 
individual in the population is evaluated, multiple 
individuals are stochastically selected from the current 
population (based on their fitness), and modified 
(recombined and possibly randomly mutated) to form a 
new population. The new population is then used in the 
next iteration of the algorithm. Commonly, the 
algorithm terminates when either a maximum number 
of generation has been produced, or a satisfactory 
fitness level has been reached for the population. If the 
algorithm has terminated due to a maximum number of 
generations, a satisfactory solution may or  
may not have been reached. 
 

1.30Different0processes0of0GA  
Initialization: Initially many individual solutions are 
(usually) randomly generated to form an initial 
population. The population size depends on the nature 
of the problem. 
Selection:  During each successive generation, a 
proportion of the existing population is selected to 
breed a new generation. Individual solutions are 
selected through a fitness-based process, where fitter 
solutions (as measured by a fitness function) are 
typically more likely to be selected. Certain selection 
methods rate the fitness of each solution and 
preferentially select the best solutions. Other methods 
rate only a random sample of the population, as the 
latter process may be very time-consuming. 
Reproduction: The next step is to generate a second 
generation population of solutions from those selected 
through genetic operators: crossover (also called 
recombination), and/or mutation. 
For each new solution to be produced, a pair of "parent" 
solutions is selected for breeding from the pool selected 
previously. By producing a "child" solution using the 
above methods of crossover and mutation, a new 
solution is created which typically shares many of the 
characteristics of its "parents". New parents are selected 
for each new child, and the process continues until a 
new population of solutions of appropriate size is 
generated. These processes ultimately result in the next 
generation population of chromosomes that is different 
from the initial generation. 

Termination: This generational process is repeated 
until a termination condition has been reached. 
Common terminating conditions are: 
  1. A solution is found that satisfies minimum        
criteria. 
  2. Fixed number of generations reached. 

  3. Allocated budget (computation time/money) reached.  
4. The highest ranking solution's fitness is reaching   

or has reached a plateau such that successive 
iterations no longer produce better results. 

5. Manual inspection. 
6. Combinations of the above. 

 

2. PROBLEM  ANALYSIS & SOLUTION 
In this paper the main objective is to preserve the 
content of the original message sent by the sender. 

 Problem definition:- 
 At Sender’s site:- 

The sender enters the message and a key. This 
key is a 32-bit key which is used to create a 
final key using Genetic algorithm. 
The problem is to perform GA processes over 
the entered key and then perform encryption 
algorithm with the newly generated key to 
produce the final cipher message. 

 Solution:- 
 The sender enters the message as string which 

is converted to binary form and saved as an 
array of 32 bit words. 

 Same is done for the key. The 32-bit key is 
divided into 8-bit words which act as parents 
in the GA processes. Example- if key entered 
is: Aa1$, then this is converted to four 8-bit 
binary words viz.  
 

 
 Crossover is performed between first two 

parents and also between last two parents. 
Crossover points are randomly generated by 
the program. The resultant key is as follows: 

 
       Crossover between A & a 

01  000001                           01100001 
  
 
01  100001   01000001 

       Crossover between 1 & $ 
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001100  01   00110000 
  
 
001001  00   00100101 

 

 As illustrated in the examples, the data 
strings are inter-changed in the crossover 
process. This is biologically referred to as 
exchange of traits. 

 Finally generated key after cross over is: 
 

 
 

 After cross over mutation is performed. In 
mutation one bit is randomly 
complemented. The position of the bit to 
be complemented is chosen randomly by 
the program. 

 
In the used example: 
01000001 -> 01001001 

 

01100001 -> 01000001 
 
00110000 -> 00111000 
 
00100101 -> 00100001 
 

So the finally generated key after mutation 
is:- 
 

 
This is equivalent to IA8! 

  Conversion into Cipher:- 
After getting the key after mutation, the key is 
XOR-ed with the original message to get the 
cipher message. 
For example: 
If the original text was suppose: HI 
And key entered by the user: 28jj 
After mutation, key changes to: 1*bn 
So the final operation between key and original 
message is the XOR operation. 
HI- 01001000 01001001 00000000 00000000 
(bit padding) 
28jj- 00110010 00111000 01101010 01101010 
1*bn- 00110001 00101010 01100010 01101110 
(after mutation) 
XOR operation:- 

      01001000 01001001 00000000 00000000 

      00110001 00101010 01100010 01101110 

     01111001 01100011 01100010 01101110 (ycbn) 

    Thus the final cipher produced is ycbn 

   Problem definition:- 
 At Receiver’s site:- 

The receiver receives an un-intelligent 
data as message. The problem there is to 
convert the message into original plain 
text. 

  Solution:- 
 The decryption process is comparatively 

easier than the encryption process. Since 
the key used is symmetric, therefore the 
key is already known to the receiver. 

 Receiver enters the key and then the key is 
converted to binary form and XOR-ed 
with the received cipher message to get 
the original message. 

 In the network, the whole message is 
saved in session and as soon as the 
link/button for sending new message is 
clicked/ pressed the session is reset to 
store the new value. 

3. DATA AUTHENTICATION: 
The project also takes into account various data 
validation factors listed below :- 

 If message is not entered by the sender, 
error message is generated. 

 If key is not entered by the user, error 
message0is0generated. Key legth is 
restricted to 4. In case it is not 4 error 
message is generated. 
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Encryption Window: 
 

 
 
 
 
 
 
 

Decryption Window: 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
Binary_Operation: 
RE 

ENHANCEMENT 
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4. FUTURE ENHANCEMENT 
Apart from the present functionalities, some of the 
scope of future enhancement are listed below :- 

A. Presently the project deals with symmetric 
key algorithm. One scope for 
improvement is if it can be upgraded to 
asymmetric0keyoalgorithm. 

B. Also the project operates with 32-bit key. 
The length of the key can be increased in 
order to increase the security level. 

C. More operations like bit wise operations 
can be included in the conversion 
algorithm. 
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