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Abstract—The cryptography is a much important domain among 
the data security and privacy management. Basically in this 
proposed technique the mathematical models are used to 
manipulate data from the human readable format to 
unrecognizable formats. There are a number of techniques are 
recently used for improving the security and the performance of 
the traditional approaches. These mathematical models can be 
fluctuated on the basis of the data and their formats because the 
organization of the different formats of data can be different 
from each other. Therefore the entire investigation of the 
proposed techniques study is focused on image based 
cryptographic techniques. In order to find an optimum technique 
for image encryption there are various techniques are studied 
and the more promising technique as given in [1] is investigated 
in detail. After investigation that is found that the technique is 
complex in terms of resource consumption and the less complex 
is security. Therefore the given model is extended to obtain high 
degree of security in less amount of resource consumption. The 
implementations of both the studied techniques are performed 
with the help of JAVA technology and their performance in 
terms of time and space complexity is measured. The obtained 
results demonstrate the high complex outcome generation due to 
share based approach of encryption and less resource 
consumption is found during results analysis. Therefore the 
proposed technique is much adoptable in terms of the security 
and their computational complexity. 

Keywords—Cryptography, image cryptography, visual 
cryptography, performance improvement, implementation 

I. INTRODUCTION 

After discovery of computer, the data becomes much 
sensitive and essential in our daily life. A number of users 
continuously generate the data for different purposes. Some of 
the data among this is much sensitive and confidential 
therefore the security is a primary aspect of the computer data 
security.  

The art of preserving information by transforming it into an 
unreadable format called cipher text. Only those who possess 
a secret key can decipher the message into plain text. 
Encrypted messages sometimes broken by cryptanalysis or 
brute force, although modern cryptography techniques are 
virtually unbreakable. As the Internet and other 
communication techniques become more established, security 
is becoming more important. We are proposing a new 
cryptosystem to protect e-mail messages, credit card 
information, and other sensitive image data [2].  

On the other hand now in these days, most of the 
applications are becomes online. Online applications help to 
provide various services at door steps, due to this, demands of 
these applications are rapidly growing. In this context, the 
data and private information travelling in secure environment 
to an untrusted environment. In addition of that, the attackers 
become more equipped and technologically sound. Therefore 
the traditional approaches of information security become not 
much effective. Thus a new kind of mathematical model is 
required by which the traditional data security schemes are 
improved [3]. 

The proposed work is intended to design and implement a 
new security algorithm for visual cryptography approach. That 
is based on a traditional technique described in [1] where the 
image color model is manipulated to achieve the encrypted 
image therefore the confusion matrix is utilized. This 
technique generate single image as outcome of the encryption 
in addition of that the given technique is computationally cost 
effective therefore a new technique desired to develop. 

In this section the work overview is presented and in 
further section the implementation methodology and their 
results evaluation is presented. 

II. PROPOSED WORK 

The given section provides the understanding about the 
proposed image based security. In addition of that, for 
obtaining the efficient solution a new technique is also 
formulated and described in detail. The entire process of 
visual cryptography [5] is provided in two major modules first 
the encryption process and the second is decryption process 
the encryption process of the proposed system is described in 
figure 1. 

The given encryption technique is demonstrate the 
proposed methodology of visual cryptography. That is 
developed with a modular approach for image encryption. The 
different participating components of the proposed technique 
are given as: 
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Figure 1 proposed encryption technique 

1. Input target image: In order to encrypt the image 
and convert to share that is the primary image which 
is required to provide first to the system. 

2. Key image: That is the secondary image which is 
working as key for encrypting the target image is 
produced to the system in this phase. 

3. Extract pixels: In this phase both the images pixel 
values are extracted. In the color image a single unit 
of image is presented using the three components of 
color combination in terms of [R, G, B]. These are 
some numerical values found between 0-255 
[4].These extracted pixel values are further converted 
into the relevant binary digits which is further 
utilized to combine them using XOR operation. 

4. Perform XOR: This phase accepts the previous 
phase binary converted image pixel values as input 
and perform the XOR operation between the 
obtained 24 bit pixel values. The XOR outcomes of 
this process are further provided to the next phase.  

5. XOR image representation: The XOR outcome of 
the images are converted into an image through the 
XOR values obtained in previous phase. 

6. Black image creation: The similar size of XOR 
image is required to operate with similar size of 
additional key. Therefore a similar size of black 
image is constructed dynamically in this phase.  

7. Compute pixel positions: Now there are two image 
first XOR outcomes and the generated similar size 
black image is processed in this phase. Therefore 
from the target image’s X and Y coordinates are 

utilized to compute the pixel positions for exchange 
them to create a new image share. 

8. Pixel exchange: That is a replacement operation 
performed on both the images for generating the 
image shares. Therefore the previously estimated 
pixels to replace is considered using the given 
formula 

𝑝𝑖𝑥𝑒𝑙 𝑝𝑜𝑠𝑖𝑡𝑖𝑜𝑛 =  𝑥 + 𝑦 %3 

The selected pixel of the XOR image is then changed 
with the black image therefore some of the color 
components are passes to the black image and some 
of the black image components are transferred to the 
XOR image. 

9. Generate image shares: After interchanging the 
image pixels from one image to another the two 
different images as visual cryptographic shares are 
generated in this phase.  

This section describes the proposed methodology of visual 
cryptography, further for demonstration the simulation 
architecture of the proposed work is described. 

In order to reflect the effectiveness of the proposed technique 
over the traditional technique available in [1] a simulation 
setup is prepared. The simulation architecture of the entire 
system is simulated using figure 2.  

 

Figure 2 simulation architecture 

The different components of the proposed study are given as: 

1. Proposed technique: The implementation of the 
proposed technique’s encryption and decryption is 

provided in this module.  

2. Traditional technique: In the similar ways the 
implementation of the traditional approach of image 
encryption technique is given in this module. 
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3. Method selection: In the simulation system a 
provision is made to select the appropriate the 
method for demonstrating their performance and 
working processes. 

4. Input image: After selection of the appropriate 
method for image encryption the required images for 
encryption is required to produce to the system. This 
phase provide as provision to select the target image 
and key image for encryption of the images and share 
generation.  

5. Process execute: The input images are processed 
using the selected algorithm and after execution of 
algorithm through the images the system generate the 
encrypted images for demonstration. 

6. Performance study: After completing the processes 
of the system the performance of the selected 
algorithm is computed in terms of time consumption 
and their space complexity. 

III. RESULTS ANALYSIS 

The proposed technique of visual cryptographic encryption 

that, Accepts two images as input first the target image and 

second the key image after the processing of the proposed 

algorithm with input data system generates two share of the 

encrypted image. These shares are required when the recovery 

of original image is required. Therefore the figure provides the 

decryption technique of the proposed algorithm that accepts 

the cryptographic shares for encrypted image and produces 

two original input images as output. 

 

                              Authentication Window 

 

        Proposed Encryption Technique with Bi-Share Output 

 

 

Proposed Decryption Technique with Recovery of Original 

Image  

 

After successfully implementation of the desired technique for 
visual cryptography, the performance of the proposed 
technique and traditional technique is evaluated and compared 
in this section. The performance comparison of the designed 
system and traditional system is given using the below given 
performance parameters. 

A. Encryption time 

The amount of time required to encrypt using the selected 
algorithm using input data is known as the encryption time. 
The comparative encryption time of both algorithms for visual 
cryptography is given using figure 3. In this diagram the X 
axis shows the number of experiments with increasing size of 
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image and the Y axis shows the amount of time consumed for 
encryption in terms of seconds. 

 

Figure 3Time consumption in encryption 

According to the obtained performance the traditional 
algorithm (represented using red line) consumes large time as 
compared to the proposed technique (given using blue line). 
Additionally with increasing size of data the time 
consumption of the traditional technique is increase more 
rapidly as compared to proposed method. 

B. Decryption time 

In the similar manner the amount of time required to 
recover the original image from the encrypted image is termed 
as decryption time. The comparative time consumption of 
both the technique is represented using figure 4. 

 

Figure 4 Time consumed in decryption 

In this diagram the performance of proposed technique is 
given using the blue line and the red line shows the 
performance of traditional algorithm. For demonstration of the 
performance X axis contains the number of experiments and 
Y axis shows the time in terms of seconds. The evaluated 
performance of the technique demonstrate the proposed 
algorithm is much efficient than the traditional method of 
visual cryptography in terms of time complexity. Therefore 
the proposed technique is much adoptable as compared to the 
technique described in [1]. 

C. Encryption space complexity 

 

Figure 5 Memory usages during encryption 

The amount of main memory required to execute the 
implemented encryption algorithms is termed as encryption 
time. The figure 5 shows the comparative performance of the 
both algorithms. For results demonstration the X axis shows 
the different experiments performed with the system and the 
Y axis shows the memory consumption during encryption in 
terms of kilobytes. 

In order to show the performance of proposed algorithm the 
blue line is used and the red line shows the performance of 
traditional algorithm. According to the given results most of 
the time the memory consumption in both the algorithms are 
much similar but sometimes that is increases unexpectedly. 
Therefore the proposed algorithm is much adoptable due to 
constant memory consumption. 

D. Decryption space complexity 

The memory consumed during the decryption or recovery of 
original algorithm is termed here as the decryption time space 
complexity.The comparative outcomes of the space 
complexity are given using figure 6. In this diagram the 
amount of memory used is given in terms of kilobytes using Y 
axis and the X axis shows the different experiments performed 
with the system. The performance of the proposed algorithm 
is given here using blue line and the traditional system is 
represented using the red line. According to the given results 
the proposed cryptographic technique consumes less memory 
and in consistent manner as compared to the traditional 
algorithm. Thus proposed technique is much adoptable as 
compared to traditional technique. 
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Figure 6 Memory usages during decryption 

IV. CONCLUSIONS 

The computer technology is increasing in rapid manner and 
the new computational needs are also increases in similar 
manner. Due to the technological advancement the 
applications are becomes online and service users are 
requesting for service any time in 24X7. On the other hand for 
sservices sometimes network carries some essential, private 
and sensitive data. Therefore securities in these applications 
are required. In this proposed work the data security using 
cryptographic technique is the key area of investigation. 
Therefore the visual cryptographic domain is selected for 
investigation. 

During study of literature there are number of new and 
traditional techniques are observed. Among them a promising 
approach is obtained and the some key issues are addressed. 
During their evaluation that is found that the available 
technique is computational much complex and provides less 
order of security. Therefore improvement on resource 
consumption and there security is required. Therefore a new 
technique with additional modifications are proposed which 
produces two different shares of encrypted image and 
recovery of original data is only possible when both the shares 
are combined to each other through the proposed system. 

The implementation of the proposed system is provided 
using the JAVA technology and their performance in terms of 
time and space complexity is evaluated. The obtained results 
demonstrate the effectiveness of the proposed approach over 
the traditional algorithm of image cryptography. Additionally 
the encrypted image is much secure during the hit and trail 
technique and brute force kinds of attack. According to the 
obtained results and the performance summary the proposed 
algorithm is much efficient and effective as compared to the 
traditional approach of image cryptography therefore the 
proposed technique is much adoptable as compared to the 
traditional one. 

The implementation of the proposed approach of secure 
image cryptography is successfully completed and their 
performance is adoptable as compared to traditional 
techniques. In near future the given technique is implemented 
with the real world scenarios and their effectiveness is 
measured. Additionally the cryptographic techniques are 
much time variant therefore the technique is required to 
change according to the time. 
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