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Abstract—Recently,
wireless
networking
for
emerging cyber-physical systems, in particular the
smart grid, has been drawing increasing attention
and hence risk of secure transmission of information
or message has increased. In wireless sensor
network, due to nature of broadcast communication
there is possibility of eavesdropping, interception
and alteration or modification of message. Thus,
protecting this communication channel from
malicious attacks is an important yet challenging
security issue in mobile networks. With energy
constraints for both the defender and the attacker,
the interactive decision making process of when to
send benevolent data signals and when to attack
through fraudulent jamming signals has to be
understood. In this paper, the objective is to consider
the most reputable communication path in wireless
networks from the game-theoretic viewpoint and
therefore provide the optimal strategies to constitute
Nash equilibrium and hence improve the network
throughput greatly. Also, we analyze mixed strategy
channel selection algorithm to maximize the utility of
each player.

them to perform various dynamic spectrum access
techniques including spectrum sensing, seamless
handoff, spectrum management, and spectrum sharing
[1]. INTERNET of Things (IoT) has been emerging as
the next big thing in Internet. It is envisioned that
billions of physical things or objects will be outfitted
with different kinds of sensors and actuators and
connected to the Internet via heterogeneous access
networks enabled by technologies such as embedded
sensing and actuating, radio frequency identification
(RFID), wireless sensor networks, real-time and
semantic web services, etc. IoT is actually cyberphysical systems or a network of networks. With the
huge number of things/objects and sensors/actuators
connected to the Internet, a massive and in some cases
real-time data flow will be automatically produced by
connected things and sensors. It is important to collect
correct raw data in an efficient way; but more important
is to analyze and mine the raw data to abstract more
valuable information such as correlations among things
and services to provide web of things or Internet of
services.

Keywords: Cyber-Physical Systems, game theory,
Nash Equilibrium, security
I. INTRODUCTION
THE advancement of today’s wireless technologies
(e.g., 3G/4G and WiFi) has already brought significant
change and benefit to people’s life, such as ubiquitous
wireless Internet access, mobile messaging and gaming.
On the other hand, it also enables a new line of
applications for emerging cyber-physical systems (See
Fig.1), in particular for the smart grid where wireless
networks have been proposed for efficient message
delivery in electric power infrastructures to facilitate a
variety of intelligent mechanisms, such as dynamic
energy management, relay protection and demand
response. The cognitive network (CN) users are
equipped with cognitive radio devices, which enable
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Fig.1: Architecture of Cyber-Physical Systems
Security is a broadly used term encircling the features of
authentication, non repudiation, privacy, integrity and
anti-playback. An important, yet open research question
is how to model and detect jamming attacks in wireless
system, such as cellular and WiFi networks [2]-[5].
Different detection strategies have to be studied to find
the probability of false alarm and the probability of
missed detection. Based on an information-theoretic
formulation of the problem, in which two legitimates
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partners communicate over a quasi-static fading channel
and an eavesdropper observes their transmissions
through a second independent quasi-static fading
channel, the important role of fading is characterized in
terms of average secure communication rates and
outage probability.
Wireless networking for emerging cyber-physical
systems also has broad applications for time-critical
message delivery among electronic devices on physical
infrastructures. However, the shared nature of wireless
channels unavoidably exposes the messages in transit to
jamming attacks, which broadcast radio interference to
affect the network availability of electronic equipments.
In time critical wireless communication system (e.g.,
messages in power substations have latency constraints
ranging from 3 ms to 500 ms), the delivery of messages
is expected to be followed by a sequence of actions on
physical infrastructures [6], [7]. Over-due message
delivery may lead to instability of system operations,
and even cascading failures. For instance, in the smart
grid, a binary result of fault detection on a power feeder
can trigger subsequent operations of circuit breakers. If
the message containing such a result is missed, or does
not arrive on time, the actions on circuit breakers will be
delayed, which can cause fault propagation along
physical infrastructures and potential damages to power
equipments. Under laid device-to-device (D2D) users
communicate directly by utilizing the cellular spectrum
but their decisions are not governed by any centralized
controller [8]. Selfish D2D users that compete for
access to the resources form a distributed system where
the transmission performance depends on channel
availability and quality. This information, however, is
difficult to acquire. Moreover, the adverse effects of
D2D users on cellular transmissions should be
minimized A recipient of a message needs to be
guaranteed that the message came from its specified
source and a message should only be accepted if it was
not modified during communication. This can help to
prevent attacks where an adversary listens, modify and
rebroadcasts messages. All communications need to be
kept private so that eavesdroppers or adversary cannot
intercept study and captures the content of messages.
Eavesdropper receive all network packets before
reaching base station and generate or reprograms nodes
with fake information about routes. Packet loss over
wireless network incurs a great challenge over the
system stability as well as its control performance in
WSN-based cyber-physical systems [9]-[11]. A sensor
node communicates with a remote estimator through a
wireless channel which may be jammed by an external
attacker and hence protecting this communication
channel from malicious attacks is an important yet
challenging security issue in mobile networks.
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The rest of the paper is structured as follows: In Section
II we define the basis for game theory modeling. In
Section III we present the related work regarding
different cyber security issues in wireless systems.
Section IV presents the results of our game model.
Section V presents the conclusions of our work.
II. GAME THEORY MODELLING
Cyber security risk management in wireless networks
has been a challenging problem for both practitioners
and the research community. Their proprietary nature
along with the complexity of those systems renders
traditional approaches rather insufficient and creating
the need for the adoption of a holistic point of view.
Tools like Viable System Model and Game Theory are
employed to present a novel systemic approach towards
cyber security management in this field, taking into
account the complex inter-dependencies and providing
cost-efficient defense solutions. Game Theory is a
mathematical tool that is used in situations (games)
where participants (players) have conflicting interests.
Every player can adopt a method of action (strategy)
and for every possible combination of adopted strategies
there is a reward/utility that occurs for each of them
[12]. Game theoretic implementations can “solve” a
game by detecting the most effective strategy that each
player should adopt in order to maximize their personal
reward/utility (assumption of rationality of players).
Although there are many kinds of games and many
different concepts for defining a “solution” for a game,
in this work we only construct two-player games where
every player loses exactly as much as the other wins
(zero-sum game). By solving the game we mean
finding, before the game starts (static game), a strategy
for each player such that none of them would be
tempted to unilaterally deviate by because that would
lead to a worse individual reward (the concept of Nash
Equilibrium) [13], [14]. For the purposes of our research
we have constructed a game where the defender aims at
protecting a cyber component using cost efficient
strategies while the attacker tries to find the attack
scenario that causes maximum possible damage.
The aim is to consider the faithful communication
channel in wireless networks from the game-theoretic
viewpoint and therefore provide the optimal strategies
for both attacker and defender to constitute Nash
equilibrium. One fundamental challenge for security
design in mobile networks is the absence of any
preexisting infrastructure support. Perhaps the most
significant source of risks in wireless networks is that
the technology’s underlying communications medium,
the airwave, is open to intruders, making it the logical
equivalent of an Ethernet port in the parking lot [15][17]. The loss of confidentiality and integrity and the
threat of denial of service (DoS) attacks are risks
www.ijournals.in
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typically associated with wireless communications.
Unauthorized users may gain access to agency systems
and information, corrupt the agency’s data, consume
network bandwidth, degrade network performance, and
launch attacks that prevent authorized users from
accessing the network, or use agency resources to
launch attacks on other networks.
Differing evidently from conventional communication
system, where throughput is one of the most important
performance metrics to indicate how much data can be
delivered during a time period, wireless networking for
cyber-physical systems aims at offering reliable and
timely message delivery between physical devices [18].
Hence the objective is to assist managers in making
such decisions by providing them with a basic
understanding of the nature of the various threats
associated with wireless networking and available
countermeasures. All the vulnerabilities that exist in a
conventional wired network apply to wireless
technologies.

III. RELATED WORK
Game theoretic framework could be designed to
highlight issues of cooperation and competition among
multiple radios and multiple channels Game theory not
only provides game models for efficient self-enforcing
distributed design, but also derives well-defined
equilibrium criteria to study the optimality of game
outcomes for various game scenarios. Game theory
explicitly recognizes the interdependence across radios;
it can be used as a synthesis tool to provide distributed
algorithms for adaptive resource allocation [19]. And
the concept of equilibrium in a game provides a useful
analysis tool. We can also say that detecting the
activities of Pus (primary users) might be wrong, and
when it comes to a collision, SUs (secondary users) can
distinguish the collision which is happened with PUs or
SUs. To resolve contention among cognitive radios, we
can use CSMA (Carrier Sense Multiple Access) to
randomly allocate channel times among competing
cognitive radios based on a reservation system. Hence
we can introduce an approach towards the cyber
security risk management in wireless networks, utilizing
principles from the Viable System Model (VSM) and
Game Theory (GT), two widely known methods for
organizational management and strategic decisionmaking respectively.
We can also analyze several non-cooperative games for
joint transmitter and receiver optimization, and aimed at
maximizing utility functions strictly related to the
signal-to-interference plus noise ratio (SINR). For such
games we analytically prove the existence of Nash
equilibrium. We propose a non-cooperative joint
transceiver optimization and transmit power control
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game aimed at maximization of the energy efficiency of
each active user [20]-[23]. Energy efficiency, measured
in bit/Joule, represents the number of bits that are
successfully delivered at the receiver for each energy
unit taken from the battery and used for transmission.
Unfortunately, for such a game the existence of an NE
is shown only through numerical evidence, since we
were not able to obtain an analytical proof.
The resource utility and network throughput are both the
key challenges in wireless multi-hop network. By
introducing the idea of cross-layer design and its
cooperative
mechanism,
a
multi
constrained
optimization scheme could be used [24]-[26]. The
proposed scheme combines the energy threshold in the
physical layer and the channel capacity in the link layer
and integrates the advantage of tight coupling and loose
coupling methods. The bargaining game theory is
applied to analyze the bargaining behavior of nodes in
the network. This optimization scheme can efficiently
improve the fairness and utility of the resource in the
network.
Another approach is to use Bio-inspired Trust and
Reputation Model (BTRM-WSN). BTRM-WSN carries
out the selection of the most trustworthy node through
the most reputable path offering a certain service. It is
based on a bio-inspired algorithm called Ant Colony
System (ACS), where ants build paths in order to fulfill
certain conditions graphically [27]-[30]. These ants
leave some pheromone traces that help next ants to find
and follow those routes. These pheromone values will
help ants find the optimal route solutions since the
optimal path will have the largest amount of pheromone
value. When we apply this ACS algorithm onto trust
and reputation system, we use "pheromone value" to
represent the trustworthiness of sensors. In this BTRMWSN, each sensor contains pheromone traces for its
neighbors (𝜏 Є [0,1]), which determines probability for
an ant to select a path as well as the senor the path
leading to as a solution. In other word, τ can be
considered as the trust that a sensor gives another.
Literature survey also motivates a newly deployed
solution that uses the placement of multiple base
stations to improve the probability of packets from the
SNs (sensor nodes) reaching at least one base station in
the network, thus ensuring high packet delivery success
[31]. Assumptions given that in a WSN a base station is
a desktop or laptop class device, by considering such
base stations the idea of deploying multiple BSs is
inexpensive.
Another technique called SPREAD (Secure Protocol for
Reliable Data Delivery) divides multiple shares by
using the secret sharing technique and then transmits
data shares to the destination through one or more
independent paths. Here alternative of using the single
shortest path to route data from one node to the other is
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dropped. The SPREAD technique was shown to be
effective in improving security. It is more resistant to
collusion attacks of up to a certain number of
compromised nodes. As per concern security, slight or
no redundancy should be added to the information
transmitted. The amount of information redundancy
required makes security and reliability seemingly
contradicting objectives for schemes based on multipath
routing.
Another scheme called REWARD is based on routing
algorithm to detect team malicious attacks in wireless
sensor networks [32], [33]. In this technique, a packet
transmission by transmitting sensor node performs
power control to more than one sensor node in the
direction of the BS (base station). If an SN that is on the
route does not forward a packet, then its next hop
neighbor on the forwarding route will identify this event
happening and report the SN as a black hole. This is
implemented in literature where routing technique is
suitable for network nodes that can tune their transmit
power. REWARD forwards packets using geographic
routing. This algorithm employs two types of broadcast
messages to unify a scattered data base for detected
black hole attacks, namely MISS and SAMBA.
Identification of malicious node working in the ID space
can be done with the help of MISS. Location of the
detected malicious node attack is provided by another
message SAMBA which is related to the physical space.
In this scenario, if a malicious node performances on
behalf of another node then SAMBA messages will
decline its efficiency. Certainly, additional energy is
drawn from the batteries due to security overheads in
WSNs. REWARD allows striking the balance between
security capability and lifetime performance. This
scheme is very expensive for a network with n
malicious nodes, for each original message, it requires
O(n) extra messages.

IV. SYSTEM MODEL
Game theory is the study of mathematical models of
conflict and cooperation between intelligent rational
decision-makers, i.e., the interactive decision theory. At
the beginning, game theory was widely used in
economics, political science, as well as psychology.
Today, has found a growing number of application
including communication, control and network protocol
design.
Due to the energy limitation, suppose that within a time
horizon T, the sensor can send the data packet at most M
≤ T times to the remote estimator while the attacker can
launch jamming attack at most N ≤ T times.
Denote 𝜃𝑠 ≜ {𝛾1 , 𝛾2, …,𝛾𝑇 } as the sensor’s data-sending
strategy, where 𝛾𝑘 = 1 means the sensor sends data
© 2015, IJournals All Rights Reserved

packet at time k, otherwise 𝛾𝑘 = 0. Consequently we
have:
𝑘=𝑇

𝛾𝑘 ≤ 𝑀 .
𝑘=1

Similarly we denote 𝜃𝐴 ≜ {𝜆1 , 𝜆2, …,𝜆 𝑇 } as the
attacker’s attack strategy, where 𝜆𝑘 = 1 means the
attacker launch jamming attack at time k, otherwise 𝜆𝑘
= 0. Similarly we also have:
𝑘=𝑇
𝑘=1 𝜆𝜅 ≤ 𝑁 .
Finally the estimation will be perfectly if and only if
𝛾𝑘 (1−𝜆𝑘 ) = 1.
In our work, for the case with energy constraint for both
sides, i.e., M < T and N < T, which is much general
situation in practice, the tools provided in existing
literature cannot be used. Since both sides have many
different strategies and have to take the opponent’s
strategy into consideration, we will investigate the
problem from a game-theoretic point of view.
To utilize the mature tools from the game theory, we
need some basic and necessary assumptions:
Assumption 4.1: Both the senor and the attacker are
intelligent rational decision makers, pursuing the
maximization of their utilities, i.e., their payoff function
(objective function) (25) and (24), respectively.
Remark 4.2: This “rational maximizing behavior” is a
basic assumption in game theory, while it does not
necessarily mean that people always make “100%
perfect decisions”, due to that people may be limited by
the amount of information they have.
Definition 4.3: The common knowledge p in a group of
players G is that all the players in G know p, they all
know that they know p, they all know that they all know
that they know p, and so on and so forth.
Assumption 4.4: The decision maker at each side acts
simultaneously or, at least, without knowing the actions
of the other. But they know the objective function and
the possible actions set of each other, which is common
knowledge among them.
Definition 4.5: A game consists of a set of players, a set
of strategies available to those players, and a
specification of payoffs for each player on the condition
of each combination of strategies.
Definition 4.6: A player’s strategy refers to one of all
the options he can choose in the game, which will
determine all the actions to take at any stage of the
game.
A pure strategy provides a complete definition of how a
player will play a game.
A player’s strategy set is the set of all the pure strategies
available to that player.
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A mixed strategy is an assignment of probability to each
pure strategy in the strategy set, which allows the player
to randomly select a pure strategy.
A strategy profile (strategy combination) is a set of
strategies for each player which fully specifies all
actions in a game.
Remark 3.7: We can regard the pure strategy as a
degenerate case of the mixed strategy, where the
particular pure strategy is selected with probability 1
and every other strategy with probability 0.
If in the game, each player has chosen a strategy and no
player can benefit by changing his own strategy while
the other players keep their unchanged, then the current
strategy profile, i.e., the current set of strategy choices
constitute a Nash equilibrium. We can express the
definition in an analytical way.
𝑝𝑢𝑟𝑒
Now here we denote pure strategies as 𝜃𝑠 (1),
𝑝𝑢𝑟𝑒
𝑝𝑢𝑟𝑒
𝜃𝑠
2 , … , 𝜃𝑠 (𝐾).Though the number of the pure
strategy is finite; there are infinitely many mixed
strategies for each side. Thus the mixed strategy for the
sensor can be written as:
𝜃𝑠𝑚𝑖𝑥𝑒𝑑 𝜋1, 𝜋2, 𝜋3, … . , 𝜋𝐾,
𝑝𝑢𝑟𝑒
= {𝜃𝑠
𝐾 𝑤𝑖𝑡ℎ 𝑝𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝜋𝐾 },
𝑘 = 1, 2, . . . , 𝐾,
Where
𝑘=𝐾
𝑘=1

𝜋𝐾 = 1 , 𝜋𝐾 Є [0,1].

Note that different combinations of {𝜋𝐾 } constitute
different mixed strategies.
For the attacker, we have similar notations as:
𝜃𝐴𝑚𝑖𝑥𝑒𝑑 µ1, µ2, µ3, … . . , µ𝐾
𝑝𝑢𝑟𝑒
= {𝜃𝐴
𝐾 𝑤𝑖𝑡ℎ 𝑝𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 µ𝐾 },
𝑘 = 1, 2, . . . , 𝐿,
Where
𝑘=𝐾
𝑘=1

µ𝐾, = 1 , µ𝐾 Є [0,1].

The optimal solution so-called “pure strategy” is indeed
a special form of our general mixed strategy and there
exists at least one Nash equilibrium point in the game.
We provide an example to show how to obtain the
optimal strategies for both sides. We consider a simple
scenario where the time-horizon is 5 and both sides are
limited to only one chance to send data or launch attack,
i.e., T = 5, M = 1, N = 1. We investigate the average
cost, namely, α = 1.
𝑝𝑢𝑟𝑒
The attacker has five pure strategies: 𝜃𝐴
1 =
𝑝𝑢𝑟𝑒
𝑝𝑢𝑟𝑒
{1,0,0,0,0},
𝜃𝐴
2 =
{0,1,0,0,0}, 𝜃𝐴
3 =
𝑝𝑢𝑟𝑒
𝑝𝑢𝑟𝑒
{0,0,1,0,0}, 𝜃𝐴
4 =
{0,0,0,1,0},
𝜃𝐴
5 =
{0,0,0,0,1}.
𝑝𝑢𝑟𝑒
Similarly, for the sensor, we have 𝜃𝑆
1 =
𝑝𝑢𝑟𝑒
𝑝𝑢𝑟𝑒
{1,0,0,0,0},
𝜃𝑆
2 =
{0,1,0,0,0},
𝜃𝑆
3 =
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𝑝𝑢𝑟𝑒

𝑝𝑢𝑟𝑒

{0,0,1,0,0}, 𝜃𝑆
4 =
{0,0,0,1,0},
𝜃𝑆
5 =
{0,0,0,0,1}.
Thus, with the help of Lagrange multiplier we can say
that the optimal strategy for the sensor will be
1 1 1 1 1
{ , , , , } , i.e., randomly choose pure strategies
5 5 5 5 5
{1,0,0,0,0}, {0,1,0,0,0}, {0,0,1,0,0}, {0,0,0,1,0},
{0,0,0,0,1} with same probability 0.2. For the attacker
we have similar conclusion.
According to the analysis model discussed above, we
first investigate the performance of two players’ i.e. the
attacker and the defender. Here we have considered the
case where the players have two channels of the same
quality, hence they can achieve identical throughput.
Now another case could be where each player has two
interfaces, i.e. two channels 𝐶𝐻ℎ𝑖𝑔ℎ and 𝐶𝐻𝑙𝑜𝑤 . One
channel is working with a high data rate and the other is
working with a changing data rate. The player 1 chooses
channel 1 with the probability 𝜸, and the player 2
chooses channel 2 with the probability 𝜃. So the mixed
strategy Nash Equilibrium using Lagrange’s method of
partial derivatives is p*= {(𝜸, 1- 𝜸), (𝜃, 1- 𝜃)}, which
can achieve the maximum utility and the fairness of
each player simultaneously. Here we can propose a
mixed strategy channel selection algorithm to maximize
the utility of each player. According to this algorithm
we first calculate the probability of choosing 𝐶𝐻ℎ𝑖𝑔ℎ
and 𝐶𝐻𝑙𝑜𝑤 by using the Lagrange’s method of partial
derivatives. Now if probability of choosing 𝐶𝐻ℎ𝑖𝑔ℎ is
greater than 1, then choose 𝐶𝐻ℎ𝑖𝑔ℎ else generate a
random number RN uniformly distributed from 0 to 1
and if probability of choosing 𝐶𝐻ℎ𝑖𝑔ℎ is greater than
random number RN, then choose 𝐶𝐻ℎ𝑖𝑔ℎ else
choose 𝐶𝐻𝑙𝑜𝑤 .
Here we can consider four situations for these
asymmetrical channels: 1) mixed strategy channel
selection algorithm (MS); 2) random channel selection
(RS); 3) both players share the high rate channel (SH);
4) both players share the low rate channel (SL).
Analyzing the throughput of four different strategies, we
can say that mixed strategy can get the best performance
in any situation. When the discrepancy of two channels
is significant, MS can choose 𝐶𝐻ℎ𝑖𝑔ℎ with higher
probability, whereas RS chooses both channels
randomly leading to a degradation of network
performance. With the discrepancy of two channels
decreasing, the probability of choosing 𝐶𝐻ℎ𝑖𝑔ℎ in MS
approaches to 0.5, and the throughput of RS is close to
the one of MS. The throughput of SH is worse than MS,
because it cannot make full use of other orthogonal
channel to avoid the collision. The performance of SL is
worst due to the lower rate and competition.
With the number of players increasing, MS always
achieves the better performance than other schemes. SH
www.ijournals.in

Page 28

IJournals: International Journal of Software & Hardware Research in Engineering
ISSN-2347-4890
Volume 3 Issue 6 June, 2015
gets the higher throughput than RS, when the number of
player is less. That is because the advantage of high rate
channel is enough to accommodate these players. But
when there are too many players, the competition on the
higher rate channel is serious, so RS is better than SH.
SL still gets the worst performance.

V. CONCLUSION
The motivation lies in the faithful transmission of
confidential data over wireless channel and hence to
provide a secure, reliable communication network.
There are energy constraints for both the defender and
the attacker, so the interactive decision making process
between the sensor node and the attacker is investigated.
A game-theoretical framework is formulated to prove
that the optimal strategies for both sides constitute Nash
equilibrium and hence improve the network throughput
greatly. Also, the asymmetric multi-channel selection
problem in a mobile network is comprehended using
game theory and we analyzed that mixed strategy
channel selection algorithm is a promising approach to
achieve higher throughput in any situation. A sensor
node communicates through a wireless channel which
may be jammed by an external attacker, hence
protecting this communication channel from malicious
attacks in order to provide a reputable communication
path is a challenging security issue in wireless networks.
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