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ABSTRACT 

Overwriting of digital data can be defined as 

obliteration of evidence in digital world. Most 

computer users today are familiar with the risk of 

their files being recovered even after deletion and 

hence many often use concept of overwriting their 

files instead of deleting them in order to prevent the 

unwanted recovery of those files. Although there 

are specialized tools available for the successful 

retrieval of unconventionally deleted data but they 

are highly costly and require experienced technical 

efficiency. In order to deal with the variations of 

digital evidences in eccentric situations it is 

necessary to have a variety of tools and not to rely 

on any single technology or methodology.This 

paper presents a review on forensic analysis of 

open source tools for recovery deleted data. 

Keywords: Unconventional Deleted Data, 
Overwriting, Data Recovery 

INTRODUCTION 

Investigating digital devices typically includes 

securely collecting digital data, examining the 

suspect data to determine details such as origin and 

content, presenting digital based information to 

courts, and applying laws to digital practice. Digital 

forensics investigates stored or transmitted data 

from any digital devices. 

Casey (2004)[2]defined digital evidence as any data 

stored or transmitted using a digital device that 

support or disprove a theory of how an offense 

occurred or that address critical element of the 

offense such as intent or alibi. 

Nelson et al. (2004)[14] explains that digital forensic 

involves scientifically examining and analyzing 

data from digital device storage media so that the 

data can be used as evidence in court.  

According to the cardinal rules of digital forensic, 

the three primary steps in any computer forensic 

investigation can be stated as follows:- 

 Acquiring Data 

 Authenticating Data 

 Analyzing Data 

Carrier (2002)[1]and Dan et al. (2007)[4]in their 

specific works have raised an argument whether 

digital forensics investigation using open source 

tools would be better. 

Organizations for forensics may seek out an 

alternative option, namely, the use of open-source 
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tools. According to the Daubert Standards, the 

techniques and methods used to derive evidence 

must be empirically tested and peer-reviewed. But 

open-source tools are less likely to have been 

evaluated in an organized and widespread way. 

There are many arguments in favour as well as 

against for both open source software and 

commercial software regarding the 

dependability.But regardless of this hurdles we 

must remain focused to our sole aim which is 

extraction of data from digital evidences in much 

more efficient way saving our time as well as our 

money. Hence, the present research has been aimed 

to study in depth the effectiveness of open source 

softwares for the recovery of unconventional 

deleted data. In this study, unconventional method 

of deletion of data implies overwriting of data 

several times to prevent the successful recovery of 

data. Moreover along with it the effectiveness of 

open source recovery tools the claims, of open 

source wiping softwares, to completely delete the 

data, making it almost impossible for the forensic 

professionals to retrieve the deleted data, will also 

be evaluated. 

REVIEW OF LITERATURE 

Overwriting of digital data can be defined as 

obliteration of evidence in digital world. In order to 

deal with the variations of digital evidences in 

eccentric situations it is necessary to have a variety 

of tools and not to rely on any single technology or 

methodology. 

Kenneally (2001)[11]presents an argument for using 

open source software as a mechanism to assess 

reliability of digital evidence by pointing out the 

dangers imposed by proprietary forensic software 

on the validity of such evidence. 

Carrier (2002)[1]as a pioneer of open source 

forensic software development supports 

Kenneally’s argument by assessing open source 

forensic tools with Daubert guidelines. 

Carrier (2002)[1] also argues that since forensic 

tools used for the purpose of digital evidence 

examination can dramatically affect people’s lives 

by demonstrating innocence or guilt, they should 

be subject to a more stringent process of review 

than is available if the code of such systems is not 

published. Instead he promotes an open-source 

approach whereby the processes and procedures 

used are clearly defined and subjected to systematic 

review and debate. 

Kuepper (2002)[12] in his research claims that 

wiping software may fail to erase the file 

associated with slack space and an investigator 

could use it to find evidence. 

Garfinkel et al. (2003)[8]at the Massachusetts 

Institute of Technology purchased 158 hard drives 

on the secondary market, from computer stores, 

small businesses, and the eBay online auction 

service. They found a frightening majority of these 

drives to contain credit card numbers, medical 

records, financial records, and other personal 

information. This information was available on the 

drives due to lack of proper sanitation and wiping 

prior to their release into the market. 

Nelson et al. (2004)[14]observed that deletion and 

overwriting would be incomplete and data 

potentially could be retrieved from earlier writes in 

ways that would be more forbidding with 

comparable technology today. 

Geiger (2005)[9]in his research have found out that 

Data wiping software, like any other software, isn’t 

perfect. It’s possible for the programs to leave 

some data behind which was meant to be 
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overwritten. These tools leave behind distinctive 

features (like digital fingerprints). 

Waring & Maddocks (2005)[21]stated that open 

source softwares can be made more secure and 

reliable compared to proprietary based software 

with the availability of the source code to other 

programmers who can identify problems and put 

forward solutions. In support of his view, he further 

cited the example of five research cases of UK 

public sectors adopting OSS and this indicated that 

consistency and reliability on open source 

softwares is a benefit to every organization. 

United States Defense Security Service (2006)[19], 

the Department of Defence (DoD) and the National 

Security Agency (NSA) indicate that overwriting 

the entire hard drive seven times using a 

combination of passes with ones, zeros, and 

random data will effectively wipe out any 

information that may be present.  

Guttmann P. (2006)[10]in his research claims that 

the Guttmann method uses three different 

algorithms to overwrite files with 35 passes of the 

hard disk, making it impossible to be retrieved back 

by any data recovery software.  

Farrell (2009)[6]suggests tools that perform 

specific functions are constantly being developed 

and distributed in the academic and open source 

communities and these new functions are 

ultimately integrated into larger analysis suites. 

These suites can be large Graphical user interface 

based programs that allow an analyst to explore 

and search the data on a hard drive. 

Garfinkel (2010)[7]in his paper has stated that in 

present scenario digital forensics is facing a crisis 

and the tools used eventually have gradually 

become obsolete. Consequently, the digital 

forensics professionals are facing intimate 

challenges, especially in the process of data 

collection. 

In Open Source Digital Forensic Conference 

(2010)[15]discussions for the need to develop a 

platform that would allow a user to perform an end-

to-end investigation using open source tools was 

primarily in highlight. According to surveys, 

presented during the conference, it was quite clear 

that people were tired of using the several stand-

alone tools with different input requirements and 

report formats to perform an investigation. This 

discussion clearly paved path for the development 

of a tool like autopsy. 

Medlin (2011)[13]suggested that, many of the hard 

drives built after 2001 have a built-in program for 

securely erasing data, entitled Secure Erase. The 

program can be accessed through a series of 

commands embedded in the hard drive. 

Additionally, this program works by overwriting 

every track on the hard drive. Most areas not 

touched by a simple deletion include bad blocks, 

directory structure, tracks not touched by the 

operating system, and unformatted sections of the 

disk, all of which can be touched by this embedded 

hard disk utility. 

Sindhu et al. (2012)[18]in his research has clearly 

stated that digital information is highly fragile and 

can be easily modified and destroyed by database 

tampering. He explained that such possible 

tampering can be detected by using open source 

tools like Win-Hex. 

Sansurooah et al. (2013)[17]claims simply deleting 

the data in question or formatting the storage 

device is not enough to ensure that the data cannot 

be recovered. In his studies he has successfully 

drawn a line of comparison between erasing 

softwares both commercial and open source and 
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made an opinion that open source erasing softwares 

are very efficient in deleting the data on USB 

drives through repetitive overwriting. 

Panchal (2013)[16]emphasized that overwriting 

might be caused by a variety of user activities, such 

as adding a new program or creating new 

documents that happen to be written to the space 

where the "deleted" files exist. It is only when the 

data is overwritten by new data that part or all of 

the files are no longer retrievable through forensic 

techniques. 

CONCLUSION 

On the basis of present study it can be concluded 

that open source tools can be effectively used as a 

preliminary examination tool at the lower level of 

investigation as it successfully reveals the existence 

of file through their header file along with date of 

their creation and their modification. The best 

advantage of implementing such tools in digital 

forensic for the purpose of investigation is that it 

will decrease the stress and pendency’s of cases at 

higher level. Moreover the cost required in 

implementing such tools is also an added advantage 

since these tools are freely available on the market. 

Hence it can be considered as an effective option 

for legal consideration. On the basis of such 

indication, it can be said that open source tools can 

be used in compliance with legally accepted tools 

to enhance the effectiveness of legally accepted 

tools. 
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