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ABSTRACT 

Nowadays, wealth of electronic data is exchanging 

over the public communication channel and private 

data are being hacked by attackers through malicious 

activities. Information hiding is one of the fundamental 

techniques which can guarantee the information 

security. In recent year, steganography became the 

most attractive information hiding technique since it 

can protect the presence of the secret data by covering 

it within other innocuous carriers (text, image, audio, 

and video). The proposed system is developed by the 

combination of symmetric cryptography and video 

steganography in order to hide both the content and 

existence of data while in transit as well as in storage. 

Firstly, the image frames are extracted from the cover 

video and the random pixel blocks are chosen from the 

cover image using the proposed random pixel block 

selection algorithm. Before embedding process, the 

ciphertext is created from the secret message using 

Tiny Encryption Algorithm. After that, the ciphertext is 

embedded in a cover image by using proposed image 

steganographic method and generate a stego video. 

According to the analytical results based on the MSE, 

PSNR, AD and histogram analysis, the proposed 

method can provide good stego image quality. 

Keywords: Proposed Embedding Algorithm, 

Random Pixel Block Selection Algorithm, Tiny 

Encryption Algorithm, Video Steganography 
 

1. INTRODUCTION 

With the fast development of technologies, more data 

are generated and transmitted in the medical, 

commercial, and military fields, which may include 

some sensitive information. Therefore, more and more 

information has been transmitted over the internet. So, 

security is essential to transfer the important 

information securely over the communication 

channels. Lack of security makes many problems in 

security awareness applications. Hence, various 

security techniques have been applied in many 

research areas for ensuring the privacy and safety of 

the information. Cryptography and steganography are 

well-known and popular techniques for solving the 

security problems by providing user authentication, 

data privacy, etc. To fulfil the information security 

requirements, the combination of cryptography and 

steganography can be used in various schemes. 

Cryptography is the way of protecting only the 

content of a message, steganography is concerned 

with concealing the fact that a secret message is being 

sent. Basically, steganography is the good art of 

hiding information in ways that the hidden messages 

appear to be part of something else so as to prevent 

detection of hidden message. Hence, the only way to 

prevent the content as well as existence of the 

message over communication channel is the 

combination of cryptographic algorithms and 

steganographic techniques. In this research, the 

proposed system is designed using symmetric 

cryptographic algorithm and video steganography to 

enhance the security level for the secret data [5].  

The rest of the paper is organized as follows: Section II 

is presented earlier works and recent researches on 

video steganography. Section III is discussed research 

methods. Section IV is depicted the general model of 

the proposed system.  Section V is showed the 

performance analysis of the proposed approach. 

Section VI draws the conclusion. 

2. RELATED WORKS 

There are tremendous researchers working in this field 

and have proposed various techniques to hide data. 

Some of the researchers are presented in this section. 
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Encryption: 

(K [0], K [1], K [2], K [3]) = 128 bit key 
(L, R) = plaintext (64 bit block) 

delta = 0x9e3779b9 

sum = 0 

for i = 1 to 32 

sum += delta 

L += ((R << 4) + K [0]) ^ (R + sum) ^ ((R >> 5) +   K 
[1]) 

R += ((L << 4) + K [2]) ^ (L + sum) ^ ((L >> 5) + K [3]) 

next i 
ciphertext = (L, R) 
 

Decryption: 

(K [0], K [1], K [2], K [3]) = 128 bit key 

(L, R) = ciphertext (64 bit block) 

delta = 0x9e3779b9 

sum = delta << 5 
for i = 1 to 32 

R−= ((L << 4) + K [2]) ^ (L + sum) ^ ((L >> 5) + K [3]) 
L −= ((R << 4) + K [0]) ^ (R + sum) ^ ((R >> 5) + K 

[1]) 

sum −= delta 
next i 

plaintext = (L, R) 

 

Gopal Krishn, P. et al. presented a secure data hiding 

technique using video steganography. Their proposed 

system consists of four parts: random frame selection, 

pixels’ position swapping, message encryption and 

embedding process. The random frame selection and 

pixel swapping processes are done with the help of 

key1 and key2. Message encryption is performed with 

AES algorithm with key3. Embedding process is 

performed using LSB method. Random frame 

selection, pixel swapping and encryption of message 

have been done to enhance the security. However, this 

system is complex as well as stego video quality is low 

[1]. 

In 2014, Mohamed, E. et al. presented video 

steganography using minimum reference pixel-based 

steganographic algorithm. In this work, after selecting the 

cover frame, the cover image is divided into blocks of 

size (3 by 3) pixels. The pixel with minimum intensity 

value is selected as reference pixel (Pmin) for each pixel 

block. Then, find the maximum difference between 

reference pixel and the remaining pixel values are 

calculated for each pixel blocks (Dmax). After that, the 

greatest maximum difference [Min (Dmax)] is selected 

among all pixel blocks. Moreover, the number of bits (N) 

is determined to save Min (Dmax). The rightmost bits (N) 

are swapped to the left-most places and the rightmost bits 

(8-N) are replaced with secret message bits using LSB 

method. After embedding all the secret bits, the pixel 

blocks are combined together to obtain the stego image. 

This method has good embedding capacity compared to 

other block-based algorithms and more flexibility. 

However, stego image quality is poor due to the swap 

operation in embedded pixel [2]. 

Then, Shantha Kumari, R. et al. proposed video 

steganography using LSB matching revisited algorithm. 

Firstly, Diffie-Hellman key exchange is used for encoding 

process. Then, LSB Matching Revisited (LSBMR) 

algorithm is used to select the embedding regions and 

embed the secret message into the video, which provides 

large embedding capacity and good stego image quality. 

In contrast, it takes time consuming due to complex 

hiding and seeking processes [3]. 

3. RESEARCH METHODS 

The Tiny Encryption Algorithm (TEA) is used for the 

encryption and decryption of secret message and 

proposed embedding method is used for the embedding 

and extraction processes in the proposed system. 

3.1 Tiny Encryption Algorithm 

The Tiny Encryption Algorithm (TEA) is a Feistel 

structure symmetric key algorithm. TEA is a block cipher 

that uses a 64 bit plaintext with 64 rounds and a key 

length of 128-bit with variable rounds having 32 cycles 

[4].  

The encryption and decryption processes of TEA are 

shown in Figure 1. The encryption and decryption 

algorithms of TEA can be defined by pseudo code as 

shown in Figure 2.  

 

 

Fig1. Encryption and Decryption Processes of TEA 
 

 

 

 

 

 

 

 

 

 

 

 

Fig 2: Encryption and Decryption Algorithms of 

TEA 

 

The input to the encryption algorithm is a plaintext 

block and a key K. The plaintext is P = (Left [0], Right 

[0]) and the ciphertext is C = (Left [64], Right [64]). 

The plaintext block is split into two halves, Left [0] 

and Right [0]. Each half is used to encrypt the other 

half over 64 rounds of processing and then combine to 

produce the ciphertext block. Each round i has inputs 

Left [i−1] and Right [i−1], derived from the previous 

round, as well as a sub key K[i] derived from the 

128bit overall K. The sub keys K[i] are different from 

K and from each other. The constant delta = 

0x9e3779b9, is derived from the golden number ratio 
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to ensure that the sub keys are distinct and its precise 

value has no cryptographic significance. Multiples of 

delta are used in each round (mod 2^32). The two 

Feistel rounds make up one cycle of TEA. The internal 

details of one round function of encryption process are 

presented in Figure 3. 

 

 

Fig 3: Round Function of TEA 

The round function, F consists of the key addition, 

bitwise XOR and left and right shift operation. The 

output (Left [i+1], Right [i+1]) of the ith cycle of TEA 

with the input (Left [i], Right [i]) as follows: 

 Left[i+1] = Left[i] ⊞ F(Right[i], K[0, 1], delta), 

 Right[i+1] = Right[i] ⊞ F(Right [i+1], K[2, 3], 

delta), 

 delta [i] = (i+1)/2 * delta, 

The round function, F, is defined by F (M, K[j, k], 

delta [i]) = ((M<<4) ⊞ K[j]) ⊕ ((M ⊞ delta[i]) ⊕ 

((M>>5) ⊞ K[k]). An XOR operation is then applied 

to the result of those three operations and finally, the 

result of the XOR operation is added to R [i+1]. This 

result becomes one round of TEA. The decryption of 

TEA is basically almost the same as the encryption of 

TEA reverse order. 

 

3.2 Proposed Image Steganographic 

Method 

In this proposed algorithm, after selecting the cover 

frame, the random pixel blocks are selected according 

to the random pixel block selection algorithm 

(RPBSA) prior to embedding process in order to 

scatter the secret message. For each pixel block, the 

pixel with minimum intensity value is selected as 

reference pixel (Pmin). For each pixel in the block B 

other than Pmin, 2LSB of difference values are chosen 

to hide the secret message in the embedding process. 

After embedding all the secret bits, the pixel blocks are 

combined together to obtain the stego image. 

 

3.2.1 Proposed Random Pixel Block Selection 

Algorithm 

Random Pixel Block Selection Algorithm (RPBSA) is 

used before the embedding process for choosing the 

random pixel blocks. Therefore, even if the interceptors 

knows the method of embedding, only disseminated 

secret message can be obtained leading to difficult 

situation for getting the real order of secret message. The 

step-by-step procedures of RPBSA are as shown in 

Figure 4. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

Fig 4: Random Pixel Block Selection Algorithm 

The examples of proposed RPBSA are shown in 

Figure 5 to Figure 7. 
 

 
 

Fig 5: Dividing the Pixel Block 

Step 1: Divide image (I) of size (m x n) into 3 x 3 pixel 

blocks, if m%3 ≠ 0 or n%3 ≠ 0, pad with 

additional zeros.  

Step 2: Compute the sum (S) of the pixel values of first 

three pixels in each pixel block. 

Step 3: Determine the greatest value of the sum (Smax) 

among the pixel blocks. 

If S = Smax, then select the pixel block and use it 

as a first pixel block for embedding process. 

Or else, skip the block and check another block. 

Step 4: Select the remaining pixel block according to the 

descending order of Smax. 

Step 5: If the sum of the pixel values of the blocks are 

the same, then select the pixel block at the 

leftmost position and use it as a first pixel block 

for embedding process.  

Step 6: Repeat step 3 to 5 until all the pixel blocks are selected 

depending on the length of secret bits. 
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Fig 6: Selecting the First Three Pixel Values in 

Each Block 

 

 
 

Fig 7: Choosing the Order of Pixel Block according 

to the Sum of Pixel Values 

3.2.2 Embedding Procedure 

In embedding process, only two LSB of each pixel is used 

and thus the stego image quality is not degraded. The 

step-by-step procedures of message embedding process 

are as illustrated in Figure 8. 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 8: Embedding Process 

The examples embedding process of proposed 

method are shown in Figure 9 to Figure 12. 

 
 

 

Fig 9: Dividing the Pixel Block and Selecting the 

First Pixel Block 

 

 

Fig 10: Converting the Pixel Values of Selected Pixel 

Block to Binary Form 
 

 

Fig 11: Embedding the Secret Bits in Selected Pixel 

Block  

 

Fig 12: Merging the Stego Pixel Blocks to Form 

Stego Image 

Input: Cover image (I), Secret message (M) 

Output: Stego image (I') 

Step 1: Select the pixel block in cover image (I) due to the 

Random Pixel Block Selection Algorithm.  

Step 2: Determine the 1st three pixel values and the 

remaining pixel values in each block. 

Step 3: Convert every pixel values of image (I) to its 

binary values. 

Step 4: Convert the secret message characters to binary 

values (Mb). 

Step 5: If Mb size ≠ 0, then  

2LSB of pixel values are replaced with 2 bits of Mb 

for each pixel in the block B other than 1st three 

pixel values and is stored as stego pixel (Ps).  

Go to step 7. 

Step 6: Else 

Step 7: Convert the binary pixel values to the decimal    

values and get the final pixel block with embedded 

message. 

Step 8: Merge all the pixel blocks after embedding the secret 

message (Mb) into the cover image (I). 
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3.2.3 Extracting Procedure 

The step-by-step procedures of message extracting 

process are as shown in Figure 13. 

 

 

 

 

 

 

 

 

 

Fig13: Extracting Process 

The examples extracting process of proposed method 

are shown in Figure 14 and Figure 15. The pixel order 

is selected using the same Random Pixel Block 

Selection Algorithm as the sender site.  

 

 

Fig 14: Dividing the Pixel Block and Selecting the 

First Pixel Block 

 

 

Fig 15: Extracting 2LSB of Each Pixel to Obtain 

Secret Message 

4. PROPOSED SYSTEM 

ARCHITECTURE 

The proposed system is organized into two portions: 

sender site and receiver site are shown in Figure 16 

and Figure 17. 

4.1 Process of Sender Site 

At the sender site, the secret message is firstly 

encrypted using TEA to obtain the ciphertext. After 

that, the cover video is separated into multiple frames 

and one frame is selected to use as the cover frame. In 

order to hide the ciphertext in cover frame, the random 

pixel blocks are firstly selected from the cover frame 

using RPBSA. Then, the embedding process is 

performed using proposed method to get the stego 

frame. Besides, the resultant stego frame and other 

frames are combined together to obtain the stego video 

and it is sent to the receiver through the 

communication channels. 

 

 

Fig 16: Proposed System Design (Sender Site) 
 

4.2 Process of Receiver Site 

At the receiver site, the receiver receives the stego 

video from the sender. The stego video is firstly 

separated into multiple frames and stego frame is 

selected to extract the ciphertext. In order to extract 

the ciphertext embedded in stego frame, the random 

pixel blocks are firstly selected from the stego frame 

using RPBSA. Then, the extracting process is 

performed using proposed method to get the 

ciphertext and cover frame. After that, the resultant 

ciphertext is decrypted using TEA in order to get the 

original secret message. Finally, the cover frame and 

other frames are combined together to obtain the 

original cover video. 

 

Input: Stego image (I') 

Output: Cover image (I), Secret message (M)  

Step 1: Select the pixel block in stego image (I') according 

to the Random Pixel Block Selection Algorithm.  

Step 2: Determine the 1st three pixel values and the remaining 

pixel values in each block. 

Step 3: Convert every pixel values of stego image (I') to its 

binary values. 

Step 4: Extract 2LSB of each data embedding pixel in the 

block B other than 1st three pixel values and store 

them in a temporary list (M'). 

Step 5: Repeat step 2 to 4 until all the hidden bits are 

extracted. 

Step 6: Concatenate all the bits in the M' to obtain the 

message bit stream (Mb). 

Step 7: Convert the Mb back to its original format to get the 

original secret message (M). 

 

Sender Site 
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Fig 17: Proposed System Design (Receiver Site) 

5. EXPERIMENTAL RESULTS 

The experiments were based on the four common 

image formats: bmp, jpeg, jpg and png with message 

size of 240 bytes based on image size of (512 x 512) to 

calculate the MSE, PSNR and AD values of stego 

image. To aware how much distortion caused by 

embedding effect, image quality is needed to be 

measured before and after inserting the data in cover 

image. 

5.1 Peak Signal-to-Noise Ratio 

Peak Signal-to-Noise Ratio (PSNR) is the measure of 

image quality by comparing the cover image with the 

stego image. PSNR is inversely proportional to the 

MSE. It is expressed in logarithmic decibel (dB). The 

PSNR is defined by using the Equation (1). 
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, where Mean Square Error (MSE) is the measure of 

error between the original image and the reconstructed 

image, f represents the  matrix  data  of original image, 

g represents  the  matrix  data  of   

stego  image, m represents  the  number  of  rows  of  

pixels in the  images  and  i  represents  the  index  of  

that  row, n represents the number of columns of pixels 

in the image and j represents the index of that column. 

5.2 Average Difference 

Average  Difference  (AD) is  the  percentage  of  the 

modified  pixel  values  between  the  cover  and  the 

stego images. The AD is defined by using the Equation 

(3). 
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The experimental results of the PSNR, MSE and AD 

values of existing method and proposed algorithm are 

stated in Table 1. For all different types of cover 

image, the PSNR value of proposed method is above 

73dB and it is higher than that of existing method. 

Therefore, it can be said that the proposed method can 

provide the better stego image quality. Moreover, the 

values of MSE and AD are approach to zero thus the 

distortion of stego image quality is lower.  

Then, the experiments have been done using 

histogram analysis [6]. The test is carried out based 

on four different original images. The cover images, 

stego images of proposed method and their respective 

histograms are illustrated in Figure 18 to Figure 25. 

 

       

      (a) Cover image       (b) Stego image 

Fig 18: “DennisO.bmp” 
 

         

       (a) Cover image     (b) Stego image 

Fig 19: Histogram of “DennisO.bmp” 

 

           

       (a) Cover image    (b) Stego image 

Fig 20: “Bird.jpeg” 

 

           

       (a) Cover image      (b) Stego image 

Fig 21: Histogram of “Bird.jpeg” 

Receiver Site 
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    (a) Cover image         (b) Stego image 

Fig 22: “MTU.jpg” 

        

       (a) Cover image      (b) Stego image 

 Fig 23: Histogram of “MTU.jpg” 

 

      

       (a) Cover image    (b) Stego image 

Fig 24: “KimTae-Hee.png” 

       
  

      (a) Cover image       (b) Stego image 

Fig 25: Histogram of “KimTae-Hee.png” 

 

As it can be seen in figures, there is no major changes in 

cover image since the histograms of cover images and 

stego images are almost identical in appearance and no 

one can see the differences between the two files. 

Hence, it can be said that the proposed embedding 

algorithm provides the good stego image quality as 

cover image and is efficient for the proposed system.   

 

Table 1. Data hiding technique evaluation parameters 

Cover Image 

(512 x 512) 
File Format 

Existing Method [2] Proposed Method 
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A
D

 

DennisO 

 
bmp 43 3.56 0.023 73.38 0.003 0.0003 

Bird 

 
jpeg 46 1.32 0.006 73.10 0.003 0.0001 

MTU 

 
jpg 48 0.85 0.024 73.50 0.003 0.0006 

KimTae-Hee 

 
png 46 1.77 0.065 73.39 0.003 0.0006 

 

6. CONCLUSION 

The performance evaluation of proposed embedding 

method is presented in this paper. The proposed 

embedding algorithm uses 2LSB methods in 

embedding process as it produces better stego image 

quality. Moreover, the proposed method provides 

better security level as it applies the proposed Random 

Pixel Block Selection Algorithm as a pre-processing 

step prior to embedding process. In addition, the 

integration of proposed embedding method with 

symmetric cryptographic algorithm, TEA can extend 

the security level of the secret message. Moreover, the 

histograms of cover image and stego image are almost 

identical before and after inserting the data in 
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histogram analysis showing that there is no significant 

changes modification to cover image due to embedding 

effect.  

This proposed method can be applied in security 

awareness applications. As further extensions, different 

sizes of image with other pixel block sizes and file 

formats (.gif, .tif, etc.) should be tested as cover image 

in order to get better stego image quality. Other video 

file format (.mp4, .mov, .flv, .wmv, etc.) can be used 

as original cover video to get good video resolution.  
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