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This paper presents a  novelty in securing the
decentralised cryptocurrency transactions among the
nodes in a blockchain architecture. The chatbots will
maintain the ledger authenticity throughout the peer to
peer network of nodes as well as authorize the digital
signature for two or more entities to transact imthe
decentralised architecture. If the corpus of the chatbots
validating the transaction can contain the“public key
entries of all the other nodes in the networkythen it can
validate and authorise the request for transacting
between two nodes by extracting and matching the
public key from the digital signature . The chatbots will
thereby receive the digital signature for transaction from
a given node and will tokenize the signature into two
segments out of which the public key will be matched
with an entry in the corpus . If a subsequent match has
been identified , then the transaction is completed and
the payment is accepted otherwise the corpus will return
the standard response of the chatbot in the case of an
unidentified public key and deny the completion of the
transaction. Conversely , the nodes in the blockchain
architecture can only send cryptocurrency to those nodes
whose public key entries are available in the corpus of
the chatbot appointed for validation of the transactions
of the sender node . This will prevent extortion of
cryptocurrency by the vendors of the ransomwares and
other such malicious softwares on the internet as it will
be common knowledge that the chatbot of the intended
victim will not enable the transaction at any costs until
the public key of the extorting group has been added to
the corpus of the bot securing the transactions for a given
node .

I NINTRODUCTION :

The  blockchain  architecture  decentralises  the
eryptocurrency transactions on the internet across several
nodes in a network .However this decentralisation has
often paved way to no authority over the transactions
being made in cryptocurrency which although in the first
place had been the need for a decentralised architecture
but has now resulted in utilisation of cryptocurrency for
illegal transactions and extortions on the internet . So
instead of completely relinquishing authority of the
transactions being made or relegating the authority to a
central unit such as a bank ; a localised control on
transactions can be applied in the blockchain architecture
which could be an intelligent bot acting as the front end
of each transacting node on the internet . This would still
fulfill the central objectives of decentralised architecture
for cryptocurrency while also appointing a localised ,
automated ,intelligent unit of limited control on each
node that could prevent exploitation of the users on the
internet .

The chatbots located on each node will perform three
specific tasks whenever a node is receiving a payment
from another node on the internet :

e Tokenize the visible signature into private and
public key . The private key would be encrypted
for securing the assets of the sender.

e Match the public keys with the recognized and
authorized keys in the corpus of the chatbot .
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e Send an accepted notification to the chatbot of
the sender and complete the transaction .

e Update the ledgers of the receiving node and all
the other nodes in the peer to peer network .

Likewise when a node intends to send cryptocurrency to
another ; the public key of the receiver node must be
enlisted in the corpus of the sender’s chatbot in order to
filter out transactions which are not authorized or secure
in nature .

2. LITERATURE SURVEY :

The literature conveys the proposed research work on
measures adopted in order to secure cryptocurrency
transactions on the internet .

2.1 Proposals on securing cryptocurrency
transactions :

In order to prevent a centralised control or authority over
the cryptocurrency transactions such as a bank ; the
blockchain architecture was proposed . In a blockchain
architecture there are minimal chances of corruption™;
fraud or centralised rules and control over the
transactions . The transaction control is relegated-aeross,a
set of nodes in the network. All these nodes¢form a peer
to peer architecture and the ledgers in eachand‘every one
of those nodes are maintained and updatedyupoen the
success of a transaction . [y

It ventures into the proposal of an usable key
management system to enhance the security of bitcoin
transactions. Few of the accepted key management
systems are local repository of keys,password protected
wallets, offline storage & handling of keys,air-gapped
key storage,keys derived from passwords,hosted wallets
etc. A good usable key management system ought to be
resistant to malwares, physical or cyber theft ,physical
observation,key churn and password loss . In addition to
these it should not be preferably managed by a third
party individual or group and must also adopt platform
independency & inter device scalability . [z

Existent applications of artificial intelligence systems in
blockchain architectures have been surveyed and
explicated. Few of the explored systems include
SingularityNET for the marketplace, neuromation for
fabrication of artificial datasets ,multi-application
conversational platforms such as green running for home
energy assistance , chatbots such as Talla etc . It offers a
intersection between the existent Al and blockchain

technologies .A primer of blockchain technology has
been offered and the role of Al in maintenance and
implementation of those technologies has been
explained.s

A survey on the security and privacy issues pertaining to
use of bitcoins has been discussed. Facilitation of
criminal  activities,wallets  loss,social  risks, legal
risks,economic risks,technological risks etc have been
cited as the security concerns with cryptocurrency
transactions. Several security attacks have often been
associated with the bitcoin system such as the double
spending attack , mining pool threat through selfish
mining & primitive forking ,denial of service attacks
such as bitcoin network attacks, eclipse attack etc .These
threats to security and privacy often outweighs the
benefits of a decentralised architecture that promotes
anonymity. 4

Financing of illegal activities such as terrorism,
unligensedy provision of arms , drugs distributing ring,
child\porpography and racketeering are all typically
carriedeut in cryptocurrency. This is especially because
ofithe anonymity offered to the users on the deep web .
The cryptocurrency transactions are often a mean to
expand the online black market which otherwise would
cease to exist. Although tracking the criminals might be a
hectic procedure ; denial of transaction can act as a
preemption to enforce bans on this black market that
persists online. 5]

Transparency,open  source,autonomy,immutability &
anonymity are the key aspects of the decentralised
architecture of the blockchain technology . Several
intricate  problems of security can be resolved by
application of consensus algorithms such as proof of
work (PoW), proof of stake (PoS),practical byzantine
fault tolerance (PBFT), delegated proof of stake (DPoS)
and SCP design . The adoption and assimilation of these
algorithms along with the other layers of security in the
architecture can serve to curb several security menaces
and privacy threats on the internet pertaining to the
cryptocurrency  transactions in the  blockchain
architecture of nodes. (e

3. PROPOSED METHOD

3.1 Objective:

The objective of the paper is to propose a methodology
which could secure the cryptocurrency transactions on
the internet by establishing an unit of automated |,
intelligent & limited control on each node in the network
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. This would prevent the exchange of cryptocurrency
with unauthorised users requesting a transaction .

3.2 Technical specification:
The technology aspects of the proposed idea would
include:

e A set of nodes maintaining ledgers of every
transaction among its group in a peer to
peer(P2P) network .

A decentralised architecture of nodes .
Each node in the architecture has it’s own
unique private key and public key.

e Chatbots located on each node acting as the
front end for serving each transaction request.

e A corpus for accomodation of N-1 public keys
in the network of N nodes including itself (
1,23.......... N-1). These N-1 public keys are
authorised in nature .

3.3 Description of the
activities:

sequence of

The sequence of activities performed by the chathots
located and localised at each node in the networkghave
been explicated below with the corresponding desesiption
of each steps

4, METHODOLOGY:

Figure 1: This represents the series of activities to be performed in
order to complete a cryptocurrency transaction in a blockchain
architecture [1].

41 Sender node generates the  digital
signature

Figure 2: The above image depicts the formation of a digital
signature which is formed by combining the private key and public
key of a given node . The private key is confidential and it provides

access to the assets of an individual’s cryptocurrency and the

public key is visible to everyone on the internet and is an
identification of the node which has sent a transaction request . [2]

The sender node) generates a digital signature which is
visible toall the nodes in the blockchain architecture.The
digital Signature is created by encrypting the private key
of the sender node and combining it with the public key
of.the sender node .

The private key is visible only to the sender whereas the
public key is visible to everyone and is used as an
identity parameter of a given node.

The private key provides access to the cryptocurrency
based assets of the sender . This is confidential in nature
as sharing the private key can enable open access to the
valuable cryptocurrency assets . The public key is a
identity component and is used to identify the sender of
the transaction in the blockchain architecture .

The fabrication of the digital signature is followed by the
validation procedure of the chatbot before the digital
signature can be dispatched to generate the transaction
request .

4.2 Verification of the public key with the
entries in the corpus :

The receiver’s public key is the identity of the location
where the cryptocurrency has to be sent. If the receiver is
an authorised entity i.e. the public key of the receiver
node is enlisted in the corpus of the chatbot securing the
transactions on the sender node then the digital signature
is securely dispatched to the receiver node and a
transaction request is generated for sending the payment.
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Figure 3: . The above image depicts the sender side validation of
the receiver’s public key before digital signature is ready to
dispatch.[2]

If the public key of the receiver is not enlisted in the
corpus then the transaction gateway is disrupted and
sending the cryptocurrency is not possible unless the
corpus authorises the public key as a secure location to

transfer the bitcoins.

4.3 Transaction request is generated
dispatched to the receiver node :

SENDER RECENVER

Motaefgg 1 Tyananme?
> — o —

DIGITAL
SIGNATURE

Figure 4. The above figure depicts the dispatching of the digital
signature and the reception of the same by the validating chatbot of
the second node (NODE 2) . The digital signature here can be
classified as a natural language understood by the bots.[3]

The digital signature is dispatched as a natural language
message to the receiver’s chatbot.Upon reception of the
digital signature ; the chatbot validating the transaction at
the receiver’s end tokenizes the signature into the private
key and public key .After further syntax analysis of the
public key ; the public key is matched with the entries in
the corpus of the receiver’s chatbot .

The corpus of the chatbots can be as simple as a yaml
file or as complex as a warehouse or a database.The
chatbot correspondingly checks each entry and the
corresponding pool of responses and actions associated
with the entry are facilitated and performed .

However if the chatbot fails to validate the incoming
public key in the digital signature ; then it implies that
the transaction request has been sent from an unknown
entity and the bot immediately refuses the transaction
request . Thereby, arrant anonymity of the beneficiary
and the sender is minimised by employing a localised
Jimited and intelligent control at each node in the
blockchain architecture .

4.4 When the public key of the sender is
validated successfully by the chatbot:

o~

VERIFICATION WITH THE PUBLIC KEY ENTRIES IN CORPUS

RECENVER SINE VAL IDATION
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Figure 5. The above figure shows the receiver side validation of the
tokenized and extracted public keys with the public key entries in
the corpus of the validating chatbot of the receiver node . A
successful match facilitates the transaction.[2]

When a successful match of the extracted public key post
tokenization is obtained from the corpus ; the chatbot
facilitates the decryption of the transaction message and
successfully updates the ledger of the receiver node. In
other words ,the sender’s action to send a sum of
cryptocurrency to the receiver is successfully accepted .

Now since the blockchain architecture is a decentralised
architecture with no central authority for controlling
transactions ; the ledger information is dynamically
maintained across a P2P network of nodes .

Once the transaction has been successfully accepted and
completed ; the updated ledger information needs to be
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passed on to all the other nodes in the P2P network . This
is done so that the ledger information in all the other
nodes apart from the receiver node could be consistent
with that of the receiver node post the completion of the
transaction.

4.5 When the public key of the sender has no
matches in the corpus :

When the extracted public key fails to attain any matches
against the entries in the corpus of the validating chatbot
; the request to transact between the two nodes is denied
and the transaction gateway is terminated .

This ensures that the request to exchange cryptocurrency
in a decentralised blockchain architecture is only
encouraged between two known nodes in the network .
Any random , unlicensed public key owner on the
internet will not be able to send or receive
cryptocurrency on the internet.This is because only the
licensing of the public key would serve as a parameter to
guarantee the legal standpoint of the transactions being
performed by the owner.The relevance of the same in the
context of the chatbot validation is that the corpus, of:
each chatbot in the blockchain architecture is¢only.
maintained with the licensed public keys of thesmedesiin
the network .

4.6 Maintaining consistency of the%yledgers
across the P2P network :

o '
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Figure 6. The above figure shows the updation of all the ledgers in the
peer to peer (P2P) network after the success of the transaction post the
public key validation against the entry in the corpus .[1]

Following the completion of a transaction ; it is always
important to verify the consistency of the ledgers across
all the nodes in the P2P network . This is in accordance
with the regular blockchain architecture .and concept of
decentralisation.

It is necessary in our proposed model only if the chatbot
validation procedure has been successful which in turn
has led to the success of the transaction . In the case of
termination of the transaction request at the receiver’s
end ; the ledger consistency check is optional but is
however recommended .

This is the final procedure to be carried out in the cycle
of execution of a transaction successfully.

5. ADVANTAGES:

e Intfoduces the concept of localised control
instead of arrant abdication of control over the
transactions through decentralisation .

e, JRroposes intelligent extraction and assimilation
of public keys as a natural language .

e Accomodation of licensing the public keys in
order to be identified as a recognised,secure
entity to transact with.

e Prevention of bitcoin exploitation , laundering
and fraud .

e An attempt to reduce the sales and distribution
of illegal goods or services in the online black
market.

e A bid to utilise the intelligence of Al & natural
language processing to enhance the security of
the cryptocurrency transactions.

e Awareness of the credibility of the vendor and
client to minimise frauds and sales of duplicate
commodities.

6. OUR UNIQUE APPROACH TO THE
SOLUTION, PLANNING AND
EXECUTION:

Our proposal takes into consideration the typical
blockchain architecture to handle cryptocurrency
transactions.The novelty which we propose in this
architecture serves to migrate from the complete
relinquishing of control of transactions in the
decentralised network to localised , limited and
intelligent control on the transactions between two
nodes .
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To achieve the same we propose an intelligent bot which
can receive public keys as natural language inputs and
query the corpus to retrieve responses and perform
actions corresponding to the matching public key entry in
the corpus of the chatbot ; based on which it functions .
These public key entries in the corpus of the chatbots
located in all the localised nodes in the blockchain
architecture are licensed in nature and are considered to
be the identity of a secure party thereby permitting it to
engage in transactions on the internet.

This methodology prevents the exploitation of
cryptocurrency  for  unprecedented  purposes by
unauthorized individuals or groups .It not only gives
adherence to the purpose of decentralisation but also
ensures that it is proctored with due consideration to the
legal standpoints .

7. POSSIBLE FUTURE
DEVELOPMENT SCOPE:

e Another corpus in addition to the regular
validation corpus could be associated with the
chatbot that contains entries of blocked publi
keys of offenders or illegal vendors with whom
transacting could be banned and regulatedy\by
the chatbot.

e Additional layers of security could be,added to
this system such as acceptable and“usahle key
management systems which could make it more
robust in terms of security in case the fragile
layers are somehow bypassed.

e Blockchain transaction speeds are already
slacking due to the verification of the blocks in
a chain by the distributed and decentralised
architecture. In addition to these; employment
of security layers would exacerbate this problem
further and a possible solution to the same needs
to be explored.

e This method still does not offer a remedy to the
network security of the bitcoin miners in a
blockchain architecture.

e Architectural complexity has further increased
from the already existent , sophisticated
architecture . A tweak to this architecture could
be suggested and discussed in order to minimise
the complexity as much as possible.

e As the influx of licensed,public key data
increases the blockchain architecture could
prove to be potentially inefficient in nature.

e Blockchain data does not last forever and will
be periodically removed from the node once the

data on the particular node surpasses it’s
capacity . This calls into question the need for
investing heavily onto the security associated
with the same .

8. CONCLUSION: :

Localised ,limited and intelligent control on
cryptocurrency transactions could be a better measure to
manage security of these transactions in a blockchain
architecture rather than complete relinquishment of
control through decentralisation.

Although the proposed architecture increases the
complexity of the already existent blockchain
architecture ; it does prevent the hazards which could
potentially arise by transacting with unknown,unlicensed
and potentially illegal vendors or distributors on the
internet .

A reduetion in the sales and distribution of illegal goods
and services in the dark regions of the internet could be
ptomotedythrough the adoption of this architecture .
Extostion of cryptocurrency through hacking
establishment of malicious ransomwares and similar
softwares on the nodes in a network could be minimised
and curbed. Public key validation through an unbiased ,
intelligent entity such as a chatbot could be a robust
regulatory measure to enhance the security of
cryptocurrency transactions in a blockchain architecture
of nodes.
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