
iJournals: International Journal of Software & Hardware Research in Engineering 
    ISSN-2347-4890 

Volume 7 Issue 5 May 2019 

A.Mohamed suhair, P.N.Sundararajan, Vol 7 Issue 5, pp 13-17 May 2019 
 

EFFICIENT QOS AND SECURE ROUTING IN 

VANET USING HYBRID ADAPTIVE CLUSTER 

BASED ROUTING PROTOCOL WITH OLSR 

ALGORITHM 
A.Mohamed suhair

1
, P.N.Sundararajan

2
 

Department of ECE, PSNA CET, India
1&2 

 

DOI <10.26821/IJSHRE.7.5.2019.7503>

 

Abstract VANET is a sub form of MANET that 

provides communication between vehicles and 

roadside units and it consist of nodes in moving 

manner that can change their positions and path. In 

networking protocols and location-aware services 

nodes must learn the position of their neighbor’s 

nodes. This process can be easily abused by malicious 

nodes. In the absence of priori trusted nodes, the 

discovery and verification of neighbor node positions 

presents major challenges. Fully-distributed 

cooperative solution can be used to address the major 

challenges that are dominant against independent and 

colluding problems. Existing Group based routing 

Management protocol was proposed approach to 

reduce the false rejection ratio in nodes & agents. 

Finally the trusted nodes can be identified in the 

networks then packets will transmit through that 

trusted nodes.   Trusted nodes are identified based on 

trust values to identify the neighboring nodes for 

verification. This proposed algorithm can be used for 

both malicious node detection and security in network 

and data from S to D in network. Hybrid Adaptive 

Cluster Based Routing protocol with OLSR 

algorithm, can be proposed to reduce the routing 

congestion and malicious between the clustered 

network. Comparison of proposed approach of 

Hybrid Adaptive Cluster Based Routing protocol 

with OLSR algorithm with Group based routing 

management protocol based on energy, network size, 

life time, and other QoS parameters. Here we use NS2 

as running environment.  
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I    INTRODUCTION 

 

Vehicle is not only a thermo mechanical machine with 

electronic devices; rather than recent advancement in 

wireless communication technologies has brought a 

major transition of vehicles from a simple moving engine 

to intelligent system transportation. A novel safety and 

entertainment services are being provided by a recent 

form of communications that are classified in to vehicle-

to-vehicle and vehicle-to-infrastructure communication. 

An intelligent transportation system component provides 

services such as safety, driver assistance, freeway 

management, crash prevention and infotainment of 

drivers / passengers. The significant use of this vehicular 

communication has resulted in the development of a new 

class of media access control and network layer 

protocols. The current domain of vehicular research 

includes routing, congestion control, collision avoidance, 

safety message broadcast, vehicular sensing, security, 

etc. These terms posts separate challenges in vehicular 

routing. The most difficult job is to predict the exact 

traffic density. Need to concentrate on the structure of the 

road, number of intersections and lanes, length of the 

road, availability of transport, and driver behavior creates 

impact on the node density and network connectivity of a 

vehicular network. Network with minimum density of 

vehicles leads to a major problem in communication. A 

cluster based approach is used to solve the issue of low 

communication in scarce network. Use of hybrid network 

it composed of both static as well as dynamic nodes. 

Vehicular Ad-Hoc Networks (VANET), are a sub form 

of Mobile Ad Hoc Network, (MANET), it composed of 

vehicles and it act as nodes and each node is equipped 

with transmission capabilities are interconnected with 

each other to form a network. The vehicles created a 

dynamic topology and it’s non-uniformly distributed. 

The navigation system on each vehicle makes them 

aware of its geographic location as well as its neighbor 

nodes position. Geographic Routing scheme, able to 

transfer the packets to a destination by identifying a 

neighbor node that is geographically closer to the 

destination. Network can be available with the 

advancement of navigation systems, rapid growth of 

vehicles, roadside traffic monitors and the low cost of 

wireless network devices, promising peer-to-peer (P2P) 

applications. 

 

Fig: 1 Creating Ad hoc Network using VANET 
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For this purpose, the Intelligent Transportation Systems 

(ITS) proposed the Wireless Access in Vehicular 

Environments (WAVE) standards that defines an 

architecture that enable vehicle-to-2 vehicle (V2V) and 

vehicle-to-infrastructure (V2I) wireless communications. 

Ad-hoc network is the advancement of a dynamic routing 

protocol that can be used to transfer the information from 

one node to another node. Routing in VANET is 

differing from the MANET routing because there exists 

highly dynamic topologies. The challenges were to 

reduce delay associated with passing the information 

from one node to another node. In order to overcome 

these challenges, can help to implement real time 

applications for VANET environment. Control overheads 

are also the major challenge need to be concentrated 

carefully. Concentrating on the dynamic characteristics 

of VANET, the routing protocol can handle the 

unpredictable and dynamic nature of vehicular network 

topology. Identification and maintenance of 

communication through the relevant paths in desired 

environments are the most difficult tasks in VANET 

routing. The routing protocols in VANET are closely 

linked with the network architecture topology and their 

performance depends on a change in network topology. 

 

 
 

Fig: 2 Networks Architecture Using VANET 

 

II   SECURITY REQUIREMENTS 
 

a. Authentication  

Authentication ensures the reliable nodes in the network. 

It enables concentration over the communication between 

the authenticated nodes.  

 

b. Access Control 

Vehicles can function based on rules and they perform 

the tasks that they were authorized to do so. Node can act 

according to the specified authorization and generate 

messages. 

 

c. Privacy 

Privacy ensures safety towards the communication 

between the nodes. It restricts the unauthorized nodes 

from dragging the packets through transmission. 

 

d. Availability  

Availability needs high bandwidth and connectivity. It 

has fast response time for specific applications 

respectively. 

 

e. Non-Repudiation 

Non-repudiation enables identifying the attackers and 

prevents the packet loss. It also records and stores the 

information and it can be retrieved too. 

 

III RELATED WORK 
 

Position-based routing protocol convention depends with 

respect to the situation of information amid the routing 

procedure. The source hub transmits the packet to the 

destination by breaking down area rather than the system 

address. Each hub knows its area and their neighboring 

hubs through Geographic Position System (GPS). The 

hub checks the radio scope of the neighbor hub and its 

area. When the source hub transmits its bundle to 

destination hub, it spares the area of the destination hub 

in the header of the packet that helps in transmitting the 

bundle to the destination hub. Henceforth, position-based 

routing protocol is viewed as steady for VANET 

conditions. Position-based routing protocols are arranged 

as in particular, Delay Tolerant Network (DTN), Non 

Delay Tolerant Network (Non-DTN) and Hybrid 

conventions.  

 

i. Delay Tolerant Network Routing Protocol:  

DTN routing protocol is a proficient convention for 

systems with quick disconnectivity, enormous 

adaptability, expansive deferrals, confined data transfer 

capacity, high adaptation to non-critical failure rates and 

power requirements. DTN convention made out of a 

store, convey and forward methodologies inside the 

system where every one of the hubs helps each other in 

transmitting the packets. Every hub highlights limited 

transmission go, in this way bundle transmission takes 

long deferrals. DTN made out of versatile hub that makes 

courses towards different hubs in the system once they 

are in the present hubs transmission run. In DTN 

convention, the information bundles are reserved for 

quite a while length with middle of the road hubs on the 

course. To shape a directing convention for DTN 

arranges having such qualities is a critical issue.  

 

ii. Non Delay Tolerant Network routing 

Protocols 

The Non-DTN routing protocol are one of the sort of 

position-based directing conventions that did not 

consider the disconnectivity issue rather than that accept 

an expansive number of hubs exists to accomplish 

effective correspondence, which delineates that the 

convention is progressively appropriate for thick 

systems. The source hub advances the packet to the 

neighboring hub and afterward to the destination hub. 

This procedure of transmission can likewise come up 

short, if there is no such neighboring hub exists. This 

disappointment can be taken care of by utilizing 

distinctive procedures of Non-DTN routing protocol, for 

example,  

 

a) Greedy Perimeter Routing (GPSR):  
GPSR pursues eager directing component for routing in 

VANETs. Amid this directing convention, each hub 
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sends a bundle to various middle of the road hubs, till the 

packet achieves the goal. In the event that there are no 

any neighboring hubs accessible in the system closer to 

destination, it makes utilization of edge sending 

procedure to go to a substitute hub the message ought to 

be transferred. GPSR is a stateless routing protocol 

which made out of data about its first bounce neighbors 

position that builds the versatility of convention. The 

dynamic sending packet choice is the advantage of the 

GPSR routing protocol. This directing convention beats 

interface disappointments that happen as a result of often 

changing topology and high versatility of the system. 

This downside can be dealt with by edge sending that 

causes colossal information misfortune and more 

inertness time is taken. There is no refresh of data in the 

packet header, if destination hub holds another position.  

 

b) Reliability Improving Position-based Routing 

(RIPR): RIPR calculation attempts to take care of the 

connection disappointment issues which emerge amid 

routing process. This convention empowers the vehicle 

speed and heading of the vehicles. Here, the source hub 

chooses a neighbor hub to exchange the information. The 

source hub makes a routing table putting away positions 

with portability rates of neighboring hubs. This 

calculation is utilized to choose the source hub pursued 

by middle of the road hub, is finished by focusing on 

course attributes and the situation of hub after the trading 

of message is finished. This convention helps in staying 

away from the issue that does not enable a hub to choose 

its neighbor hub which emerges when no closer hub to 

the destination exists. RIPR additionally utilizes course 

portrayal and furthermore thinks about the situation of 

the hubs. The benefits of the RIPR convention are it 

diminishes interface disappointment issue that happens 

because of capacity of the bundle in wrong middle of the 

road hub. 

 

IV PROPOSED METHODOLOGIES 
 

The proposed approach of Hybrid Adaptive Cluster 

Based Routing Protocol used to improve the lifetime and 

the throughput of the network by reducing the power, 

time and energy value of the nodes. Implementation of 

efficient channel allocation using efficient routing 

scheme in wireless networks like sensor, mesh etc., can 

be done by combining the flat multi-hop routing 

algorithms and Hierarchical multi-hop routing algorithms 

respectively. Flat multi-hop routing algorithms role is to 

select the relevant paths that can be able to minimize the 

total power consumption used for transmission of data to 

sink node. Each node can able to communication with 

sensor nodes that lies within its maximum transmission 

range, and the utilization of individual link depends on 

appropriate routing algorithm. According to, the 

following equations quantify link costs between each pair 

of nodes. 

 

Link cost (i , j) = es (i) + er (j) 

 

es (i) = €1 . d 
ɸ

i , j 
 
+

  
€

 
2 

er (j)= €3
 

Here, the expense of vitality while transmitting a solitary 

unit of information from hub I to hub j, interface cost(i, 

j), is isolated in to two segments they are, cost on the 

transmitting hub es(i) and the expense on the accepting 

hub er(j). Additionally, es(i) is straightforwardly 

corresponding to the uprooting di,j, between the 

transmitting hub I and getting hub j respctively. φ is the 

way misfortune example relies upon the remote blurring 

condition, its incentive from 2 to 4, and it allots 2 for 

short separations and 4 for long separations. 

 

a. Hybrid Multi-hop Routing 

Although flat multi-hop routing algorithms can 

minimizes the power consumption of the WSN, they fail 

to grab the data aggregation opportunities by virtue of 

data collected from the WSN. In many WSN applications 

with the relatively high node density, the individual 

nodes can collect highly redundant data, this leads that 

data aggregation a very attractive scheme in WSNs. 

Observed area is divided in to number of zones, cluster 

can be able to prolong the network lifetime and spanning 

tree algorithm can be used for communication.  

 

b. Advanced Hybrid Multi-hop Routing protocol 

Propelled Hybrid Multi-bounce directing convention is 

gotten from the mix of the flat multi-hop routing and 

hybrid multi-hop routing. The neighbor group head can 

be look and recognized in a similar scope of stature in the 

plane. In the level multi-bounce the separation between 

sources to goal is fixed and the time is more. In the 

Advanced Hybrid Multi-hop Routing Protocol can be 

sought and recognized in zic-zac way, the separation 

between source to destination and time is likewise 

obscure. So mix of the two methodologies prompts 

discover the time and separation, the recognizable proof 

should be possible in a specific stature and certain range, 

here by sparing the vitality and utilization of intensity. 

Henceforth it spares the existence time of the system. 

 
Fig 3: Flat Multi-Hop Routing Algorithms 

 

Fig. 1 is a case of appearing level multi-hop routing is 

utilized to transmit information. In this figure, a bolt's 

thickness can be relative to the measure of information 

being transmitted over the comparing join. Every sensor 

hub can ready to impart over a secured zone with other 

sensor hubs. Calculations have been intended to limit the 

all out power utilization of the system, the expense is 

characterized by the accompanying conditions.. 

        

Link cost (i , j) = es (i) + er (j) 

 

es (i) = €1 .  d 
2
i , j 

 
+

  
€ 2 
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er (j)= €3
 

Here, interface cost (i, j) is characterized as the measure 

of vitality expended for sending an information from hub 

I to hub j. At that point es(i) is the vitality devoured by 

hub I while sending an information to hub j; this esteem 

is relative to the square of di,j, which is the separation 

between hubs I and j. At that point er(j) is the vitality 

devoured by hub j in getting an information. This course 

can ready to limit entirety of all connection expenses and 

WSN's all out power utilization. This algorithms creates 

a problem that certain nodes contains more information, 

and thus energy can be consumed. In order to address 

this problem, an effective algorithm, which distributes 

power consumption over each node?  

 

 
 

Fig: 4 Various routing method for cluster based 

routing protocols in VANET 

 

Utilizing the leftover intensity of the sending hub, Ei, as 

the denominator of the connection cost, its likelihood 

being chosen as a transfer hub diminishes as its residual 

vitality decline. Set n to be 2. It is conceivable to 

disseminate control utilization over individual hubs and 

in the meantime to limit in general power utilization. 

 

c. Hierarchical multi-hop routing algorithms 

In progressive multi-hop routing calculations, sensor 

hubs have diverse tasks to carry out. The survey of 

progressive multi-hop routing calculations pursues Low-

Energy Adaptive Clustering Hierarchy (LEACH), is a 

two-layered various leveled multi-hop routing 

calculation. Every hub can assume the job of a Cluster 

Member (CM) or Cluster Head (CH). Likewise, every 

hub's job can be recharged for each time interim.  

 

In each time interim, every hub can pronounce itself as a 

Cluster Head; generally, the hub acts as a Cluster 

Member. A system is isolated into various bunches called 

cells. Group Members can speak with the Cluster Head 

(CH)s that controls the cell. Each Cluster Heads can 

totals and packs the information got from Cluster 

Members inside the cell that it controls, and sends it to 

the sink hub individually. In LEACH, since Cluster Head 

begins correspondence straightforwardly to the sink hub, 

the separation between the sink hub and each Cluster 

Heads for transmission will in general be extensive, in 

this way it depletes the battery rapidly; Multi-hop 

LEACH (M-LEACH) has been proposed to lessen this 

issue, as appeared in Fig. 4(b). 

 

 
 

Fig 5 Time vs lost 

 

// Algorithm for Proposed work // 

//Allocation of cluster in network: (both Sink and CM Vs 

CH)// 

Step 1: Create the number of nodes N 

Steps 2: configure the nodes with parameters  

Steps 3:  if create the Cluster Head statically 

Step 4: CH e > energy level of normal node 

Step 5: If data aggregate from CM to CH * (both static& 

dynamic) 

Step 6: if CH received Data ACK with CH 

Step 7: messages sent with Sink by CH (CH > CM 

energy) 

 

At the node level, a trust value is calculated using either 

time-based past interaction or peer recommendations. If 

yes, then node x makes a communication with node y, 

and if not, then node x goes for the peer 

recommendation. The various QoS parameters are 

computed from trace file of network simulator 

environment like PDR, Throughput, Energy etc., 

 

V. RESULTS AND DISCUSSION 

 

Fig 6: Simulation of NS2 environment 
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Fig 7: No of failed link vs packet lost 

 

 

 
 

Fig 8 Time vs Delivery rate 

 

 

V CONCLUSION  
 

Routing plays an essential role in identifying routes that 

meet and satisfies the QoS requirements over VANETs. 

However, identifying relevant routes in a multihop 

vehicular network subject on a multi-constrained 

(Optimal) Path (MC(O)P) problem, which is proven to be 

NP-hard [4] if the constraints are mutually independent 

[5]. Much work has been conducted that addresses QoS 

routing and the MC (O) P problem in stable networks 

such as Internet and wireless sensor networks. So finally 

our proposed approach as hybrid and adaptive multichip 

routing is obtained maximum QoS parameters and 

proved the secure routing from S to D. 
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