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Abstract: With increasing imaging techniques 

used for diagnosis, biomedical images and their 

security has become an active area of research. 

In the present security scenario, implementing 

tele-health solutions has become an emerging 

trend at global level. It primarily focuses on 

employing latest information and 

communication technologies (ICT) to cater the 

requirements of people associated with the 

health industry, patients, and policy makers 

Hence there is a need for high end security for 

tele-health services.  This paper presents a 

comprehensive survey on the various 

approaches used for biomedical image security 

primarily using image processing and/or 

neural networks. 
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I. Introduction 

Presently, information and communication 

technologies are making their presence felt in 

several domains including healthcare. With 

widespread data sharing in the tele-health sector, 

security has become a major concern 

Cryptosystems have always been an area of active 

research to secure confidential and classified data. 

As digital technologies have taken over, digital 

images have become widespread in their 

applications. With a distinct difference in the 

information content in digital images compared to 

normal text data, encryption of digital images 

have evolved from conventional techniques to 

adaptive and light weight techniques for 

applications that can run on systems with 

moderate to low computational capacity.An 

image is a function of two variables and can be 

defined as f(x,y) where x and y are the coordinates 

in space on which the image values depend. 

Image pixel values often convey the following 

information: 

1) The brightness at a point or the Gray 

Scale Value. 

2) The color or frequency aspect of the point 

often referred to as the RGB value. 

3) The co-ordinates of  a point also convey 

the spatial information i.e. the values 

(x,y) 

 

 
 

Fig.1 A typical Biomedical Image 

 

II. Fundamentals of Image Encryption 

What is critical to save classified images form 

attacks is the algorithm that is used to encrypt it. 

While classical algorithms such as AES
[3]

 or 

Blowfish
[3]

 do perform the task at hand, but the 

internal architecture of such algorithms is well 

known which lets attackers exploit even slightly 

visible trends in the encrypted image. A second 

binding factor is the fact that these algorithms 

were designed typically for textual data which 

means that the arrangement or permutation of the 

pixels or picture elements is immaterial. This 

causes degradations in the image even after 

decryption. Thus these techniques need 

considerable amount of space and time 

complexity to handle digital images. Off late 

artificial neural networks are being used for image 

encryption. 

Multi-level encryption 
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Itis a technique in which the encryption process is 

carried out in multiple stages of manipulations 

and hence becomes even more difficult to 

decipher for the attacker. To start off, the basic 

system model for the image encryption process is 

described. The real aim of all these encryption 

methods is only to protect against unwanted 

attacks and breach of data. An encryption method 

that is designed very well and is robust, strong 

skills of computation and high end methods are 

required to break it. That is why encryption 

algorithms must be able to resist any kind of high 

end attack. Safety of information is the major area 

of focus. In these days of repeated attempts to 

gain confidential data, the loopholes need to be 

mitigated fast.   

 

III. Use of Neural Networks for Image 

Encryption 

 

The basic idea behind designing a neural network 

which would perform encryption is to render a 

high level of randomness in the cipher text so as 

to hinder attacks from adversaries. The 

mathematical model of a neural network is shown 

below. 

 
Fig.2 Mathematical model of neural network  

The output of the neural network is given by: 

 

  Y=  Xi . Wi   +   θ𝑖
n
i=1    

  

Here, 

X is the input data stream 

Y is the output 

W is the weight 

Ө is the decision logic or bias 

f is the activation function 

 

 A much sought after algorithm is one in which 

the values of key and algorithmic parameters 

change dynamically with the change in the image 

to be encrypted. The property of chaos can be 

used to implement such a system.The reason for 

using sequential machine for implementation is 

that the output and input can have any type of 

relationship and the output depends on the starting 

state. The starting state is used as a key for 

encryption and decryption. 

The basic idea behind designing a neural network 

which would perform encryption is to render a 

high level of randomness in the cipher text so as 

to hinder attacks from adversaries. The aim of 

such a technique is to design high amount of 

randomness in the image and also make the 

algorithm light weight so as to make it practically 

feasible for widespread applications. 

 

IV. DEGRADATION MODEL FOR DIGITAL 

IMAGES 

 

Digital images undergo several types of 

degradations while storage and transmission 

through channels. The most common sources of 

noise and blurring effects affect the image under 

consideration while passing through the 

communication medium which is termed as the 

channel or while storage in electronic storage 

systems. As the degradations are highly random 

in nature, therefore they are typically designated 

as random variables described by their statistical 

parameters.  It is crucial that we know about the 

statistical parameters of the degradations so that 

we can revert the effects caused by the sources. 

Thus we need to have the degradation model 

design for removal of the detrimental effects. 

 

SOURCES OF NOISE AFFECTING 

DIGITAL IMAGES 

Several sources of noise affect signals passing 

through the communication media or the channel. 

Our interest lies in that noise and blurring 

mechanisms that degrade digital images the most. 

A description of the same is given below. 

COMMON NOISE TYPES AFFECTING 

DIGITAL IMAGES 

As described earlier, the different noise types 

which degrade images are given below. It should 
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be noted though that they are characterized by 

their statistical properties. 

1) Gaussian Noise 

2) Speckle Noise 

3) Salt and Pepper Noise 

4) Poisson Noise. 

 

 Gaussian Noise  

 

It is typically encountered in electronic amplifier 

systems which are essential for boosting the 

strength of the image signals while they wean 

down.  

Gaussian is described statistically  by 

1) Mean 

2) Variance 

 Salt & pepper Noise or Impulsive Noise 

It is encountered majorly in the in built analog to 

digital converters or ADCs in the devices that 

convert the analog information into digital 

information. It can be caused by inappropriate or 

corrupt values of the picture elements or pixels. It 

can also be caused by spikes of currents or surges 

in voltage in the ADCs. 

It is statistically described by; 

1) Mean 

2) Variance 

3) Noise Density 

Speckle Noise or Multiplicative Noise 

It exhibits a multiplicative nature wherein the 

original image values are M and the one after the 

impact of noise is M
‟ 

M
‟
= IM + k*M 

It can be seen that the noise would have a high 

effect for higher values of M or for a 

simultaneous high value of „k‟. 

It is statistically described by the following 

statistical parameters: 

1) Mean 

2) Variance 

3) Noise Density 

Poisson Noise or Shot Noise. 

It is encountered if the sensor capturing the digital 

image gets lesser number of pixel values than 

what is necessary for it. The absence of such pixel 

values often a noise termed as Poisson noise 

which follows the Poisson distribution for the 

noise random variable.  

It is statistically described by: 

1) Variable Mean or expectation value 

2) Value of Standard deviation or value of 

variance. 

Images undergo several random degradations 

such as noise and blurring effects. Although the 

effects are random in nature, yet they can be 

modelled statistically using parameters such as 

mean, variance, standard deviation etc.
[7]

Its 

essential though that the restoring mechanism 

does not introduce non-linearity of its own. Hence 

is necessary to filter out noise effects to restore 

the image.  

 

V. PREVIOUS WORK 

The In the year  2018 Springer, Sriti Thakur et al. 

in [1] proposed a a robust and secure 

watermarking approach using transform domain 

techniques for tele-health applications. The 

patient report/identity is embedding into the host 

medical image for the purpose of authentication, 

annotation and identification. For better 

confidentiality, the authors apply the chaos based 

encryption algorithm on watermarked image in a 

less complex manner. Experimental results clearly 

indicated that the proposed technique is highly 

robust and sufficient secure for various forms of 

attacks without any significant distortions 

between watermarked and cover image. 

Furthermore, quality analysis of the watermarked 

image is estimated by subjective measure which is 

beneficial in quality driven healthcare industry. 

In the year 2018 Springer, C Yu et al. in [2] 

proposed a technique using the Fresnel transform 

in conjugation with other techniques that are the 

chaos maps and the hologram effect that is 

generated by coding. The Fresnel transform is 

often viewed as an irreversible transform that is 

often difficult to break by brute force attack. 

Moreover the chaos is responsible for generating 

non-repetitive patters with low correlation. The 

major advantage of this approach is also the used 

of 3D hologram effect which doesn‟t allow the 

attackers to perceive the actual two dimensional 

paradigm of the image. 

In the year 2018 IEEE, LY Zhang et al. in [3] 

proposed techniques majorly based on the class of 

diffusion techniques. The main approach in this 

technique is the pixel diffusion process. Often the 

attackers can find out the relation among pixels 

by cryptanalysis. However, this becomes 

challenging and infeasible to break in case the 

pixels show or exhibit sudden dissimilarity if 

random pixels are injected in the locations of 

actual pixels thereby deceiving attackers. 

In the year 2017 Elsevier, Y Li et al. in [4] 

proposed a hyper-chaos mechanism for image 

encryption. In this approach, there are two ways 

to implement the chaos, i.e. pixel level chaos 

implementation and bit level chaos 
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implementation. The term hyper chaos signifies 

the fact that the chaos is not applied only to the 

pixels but also to the bits that actually represent 

the pixels thereby introducing a higher level of 

secrecy. 

In the year 2017 Elsevier, X Chai et al. in [5] 

proposed a technique that used compressive 

sensing for image encryption. The approach in the 

approach used is pretty straightforward, that is the 

image pixels are sensed based on the technique of 

compressive sensing which tries to emulate 

attacker like conditions. The sensing technique 

renders attributes to the image that is normally 

alien to the attackers and also the deliberate noise 

or jamming attacks. 

In the year 2017 Elsevier, A Belazi et al. in [6] 

proposed a technique based on the wavelet 

transform, the fractional transform. The technique 

finally culminates in the chaos based approach 

intertwined with the aforesaid techniques. The 

chaos presented in this approach renders low 

correlation among the variables of the output 

which in this case are the image pixels. The 

wavelet transforms maps the real pixel values to a 

complex set of pixel values. The fractional 

transform leads the path by introducing fractional 

kernel values to the transform making deciphering 

more complex. 

 

Conclusion: It can be concluded from the 

previous discussions that biomedical images 

can be thought of as requiring multi layer 

security with increasing tele-medical 

applications. The paper presents the basics of 

image encryption. Multi-level encryption, 

image degradation types and causes. The 

primary focus is on the analysis of different 

biomedical image encryption techniques used 

commonly with its evaluation parameters and 

obtained results. 
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