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ABSTRACT

Wireless sensor networks (WSNs) are widely used for
military applications such as navigation and
surveillance as well as for industrial automation. Link
security is a critical aspect of successful WSN
operation. Traditional cryptographic techniques are
not suitable for securing WSNs, because they require
hardware complexity and consume large amounts of
energy that are not affordable in a WSN. Moreover, an
eavesdropper with unlimited computing power may
still decipher these techniques using brute-force attack;
In this context, Physical Layer Security (PLS) “has
emerged as an attractive solution for securing wWireless
transmissions by exploiting the wirelessy channgl
characteristics. Since PLS techniques such as, artificial
noise generation do not suit WSNs due to theirflimited
energy resources, sensor scheduling has been
proposed as a less energy-intensive scheme for WSN
security. The issues of privacy and security in wireless
communication networks have taken on an
increasingly important role as these networks continue
to flourish worldwide. Traditionally, security is viewed
as an independent feature with little or no relation to
the remaining data communication tasks and,
therefore, state of-the-art encryption algorithms are
insensitive to the physical nature of the wireless
medium. The proposed system uses a PN sequence-
based technique to reduce secrecy outage.

Keywords: Wireless Sensor Network, Clustering,
Pseudo Random Sequence, Secrecy Outage.

1. INTRODUCTION

Several Automation industries rely heavily on wireless
sensor networks (WSN) for their functioning. Wireless
sensor networks (WSNs) are widely used for military
applications such as navigation and surveillance [1] as
well as for industrial automation [2]. Link security is a
critical aspect of successful WSN operation.

Traditional cryptographic techniques are not suitable
for securing WSNs, because they require hardware
complexity and consume large amounts of energy that
are not affordable in a WSN [1]. Moreover, an
eavesdropper with unlimited computing power may
still decipher_these techniques using brute-force attack.
In this context, Physical Layer Security (PLS) has
emergedias/an attractive solution for securing wireless
transmissions by exploiting the wireless channel
eharacteristics [3]. Since PLS techniques such as
artificial noise generation do not suit WSNs due to
their limited energy resources [3], sensor scheduling
has been proposed as a less energy-intensive scheme
for WSN security [2]. In recent years, the Weibull
distribution has been successfully used to model small-
scale fading (SSF) measured in indoor and outdoor
scenarios of practical significance, see for example [4],
[5] and references therein. In [4], the authors refer to
Vehicle to Vehicle channel measurements in the 5 and
10-GHz band; they propose to model the SSF with the
Weibull distribution with its shape parameter _
between 1.77 and 3.9 for the 5-GHz band, and in the
range 2.02-3.95 for the 10-GHz band. In [5], the
authors reported on mobileto- mobile channel
measurements at 1.85 GHz in a densescattering
suburban scenario. They observed that the SSF is
accurately modeled by the Weibull with its _ taking
values between 1.16 and 1.5; note that decreasing _
values model increasing fading severity. Despite this
practical significance of the Weibull fading model,
PLS under Weibull fading has not been sufficiently
investigated in the literature. Recently in [6], an
expression for the average value of the secrecy
capacity (SC) under Weibull fading was derived but no
practical scheme was proposed to improve the secrecy
performance. Moreover, most PLS investigations
consider the ideal case that perfect channel state
information (CSI) is available for the eavesdropper
channel [2], [6]. The submitted work addresses these
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limitations by providing a complete characterization of
the secrecy outage performance with outdated

eavesdropper CSI.
o
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Fig 1: A typical wireless sensor network
configuration

collected by the sensors of the sensor ne and
transmitted wirelessly to the control station & med
as the sink node.

2. RELATED WORK

There have been several approaches in enhancing the
security of wireless sensor networks. The following
section presents a summary for the same.

In Springer 2019,Jon R. Ward et al. in [1] presented
applications the sensor nodes forward their
measurements to a central base station (BS). The
unique role of the BS makes it a natural target for an
adversary’s attack. Even if a WSN employs
conventional security mechanisms such as encryption
and authentication, an adversary may apply traffic
analysis techniques to locate the BS. This motivates a
significant need for improved BS anonymity to protect
the identity, role, and location of the BS. Previous
work presented distributed beamforming as a very
effective anonymity-boosting technique. However,
such work assumed that the adversary is unaware of
the countermeasure, and thus the anonymity
performance could be unattainable.

In IEEE 2019, Prosanta Gope et al. in [2] showed
that security and privacy is one of the major
challenges in IWSN as the nodes are connected to
Internet and usually located in an unattended
environment with minimum human interventions. In
IWSN, there is a fundamental requirement for a user
to access the real-time information directly from the
designated sensor nodes. This task demands to have a
user authentication protocol. To satisfy this
requirement, this article proposes a lightweight and
privacy-preserving  mutual user  authentication
protocol in which only the user with a trusted device
has the right to access the IWSN. Therefore, in the
proposed scheme, the authors considered the physical
layer security of the sensor nodes. The work showed
that the proposed scheme ensures security even if a
sensor node is captured by an adversary. The proposed
protocol ~ uses the lightweight cryptographic
primitives, such as one way cryptographic hash
function, Physically Unclonable Function (PUF) and
bitwise exclusive (XOR) operations. Security and
4performance analysis shows that the proposed scheme

&is secure, and is efficient for the resource-constrained

%sensing devices in IWSN.
\ 4
In Springer 2019, Tanmoy Maitra et al. in [3]

The figure above depicts the basic configuration Q
wireless sensor network where data from the 's

presented an inexpensive resolution of real-world
problems such as weather forecasting, measurement of
underground water label, traffic monitoring, activity
of enemies, animals counting in forest, and so on,
wireless sensor networks (WSNSs) are widely used.
Energy-efficient routing protocol is needed to provide
the longevity of network lifetime by reducing power
consumption of sensor nodes as well as whole
networks. Besides, authenticity of sensor nodes and
privacy of sensed data are needed in routing protocol
for WSNs to provide secure communications, i.e.,
sensor-to-sensor as well as sensors-to-base station.
The authors showed that lustering technique provides
an energy-efficient topology control approach. A
minimum connected dominating set (MCDS) can be
discovered by applying clustering technique which
reduces power consumption in inter-cluster network
routing. Cluster head and route selection can be used
to provide an energy-efficient outer-cluster routing in
WSNSs.

In Elsevier 2018, Xiong Li et al. in [4] proposed that
the Internet of Things (loT) is an emerging
technology, which makes the remote sensing and
control across heterogeneous network a reality, and
has good prospects in industrial applications. As an
important infrastructure, Wireless Sensor Networks
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(WSNs) play a crucial role in industrial 10T. Due to
the resource constrained feature of sensor nodes, the
design of security and efficiency balanced
authentication scheme for WSNs becomes a big
challenge in loT applications. First, a two-factor
authentication scheme for WSNs proposed by Jiang et
al. is reviewed, and the functional and security flaws
of their scheme are analyzed. Then, we proposed a
three-factor anonymous authentication scheme for
WSNSs in Internet of Things environments, where
fuzzy commitment scheme is adopted to handle the
user's biometric information. Analysis and comparison
results show that the proposed scheme keeps
computational efficiency, and also achieves more
security and functional features. Compared with other
related work, the proposed scheme is more suitable for
Internet of Things environments.

In IEEE 2017, Xuanxuan Tang et al in [7] presented
Secrecy Outage Analysis of Buffer-Aided Cooperative
MIMO Relaying Systems. It investigated the secrecy
outage performance of buffer-aided multi-relay
multiple-input multiple-output (MIMO) cooperative
systems in the presence of a passive eavesdropper.
Due to the unavailability of the channel state
information (CSI) of eavesdropper’s channel, a buffer-
aided joint transmit antenna and relay selection
(JTARS) scheme based on the main channel is
proposed to enhance the secrecy performance.
Specifically, we model the evolution of the relay
buffers as a Markov chain and derive new exact and
asymptotic closed-form expressions for the secrecy
outage probability, which provides an efficient way to
assess the effect of system parameters on the secrecy
outage probability

3. System Model

Here, we consider a WSN consisting of N sensor nodes
transmitting over orthogonal channels to a sink in the
presence of an eavesdropper. The main-links
experience  statistically  independent identically
distributed flat Weibull fading, whereas the Weibull
fading on wire-tap links, between sensors and the
eavesdropper, is not necessarily identically distributed.
The sink as the supervisory node facilitates
communication among different nodes through
feedback; hence it is assumed to have CSI for the N
sensor channels as well as the eavesdropper channels
[7].- To be more specific, each sensor estimates its own
CSI and transmits this information to the sink [2] under
the assumption of reciprocal channels. The
eavesdropper itself is assumed to be a legitimate
receiver in the network for some signals and acts as an

eavesdropper for others as in a multicast and unicast
scenario, respectively [8], [9]. Under these conditions
the eavesdropper’s CSI estimated during its legitimate
reception may become outdated during its
eavesdropping activity.

Consider, the wireless sensor nodes measure a quantity
designated by ‘x” which is a function of time. Let x be
mathematically represented by:

x = f(t) (€
Let the optimal value of the parameter to be measured
be designated by x,,,
If n time steps are needed to reach the optimal value,
then there lies a possibility that out of t,
transmissions, t,,_,, transmissions do not reach a value
near enough of the optimal value x,,. . Hence it is
better to start transmissions only after ¢,_,,
transmissions are over. In such a case the transmissions
reduce. The probability of occurrence of a an event and
thesassociated information is given bY;

1
IL' = lOgZ P_l (2)

Here,
I represents the information content on the event ‘I’
P; represents the probability of occurrence if the event

It can be inferred from equation (2) that as the
probability of a parameter value ‘X’ is near X, the
information content in it is less. Hence it is obvious
that re-transmission is effective only if the parameter
value deviates from the optimal value by at least a
magnitude of d.

Thus re-transmission takes place only if the parameter
reaches a value:

Xthresh2 = Xopt — 6 (3)

However, if for some malfunctioning of the network,
no re-transmissions take place for a long interval, it is
better to have a delay period ¢4, Which if exceeded,
must result in re-transmission of parameter value even
if Xresnz 1S NOt exceeded. This adds a sense of
reliability to the proposed system.

Devising the frequency shifting mechanism for a signal
needs its spectral attributes which need to be changed
in case of applying jamming as a protective tool.
Consider a time domain signal x(t).
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To obtain the spectral attributes, we need to seek the
help of Fourier Methods for deciding the spectral range
which needs to be spread.

Consider the signal to be composed of harmonics of
single frequencies with dependencies of sine and
cosine function given as:

X(t) = ap + Xim—q A, cos(nwgt) + by sin(nwgt) 4
Here,
o, ayand b, are known as the Fourier coefficients
and wg=2nfy = 2n/T,
The evaluation of the co-efficients can be done using
the following relations:

2= [ x(0)dt (5)

This shows that the a, is the average value of x(t). It is
also called as the dc component of x(t).
a, = Ti ftHTO x(t)cos(nw0t)dt (6)
0
b, = Ti ftHTO x(t)sin(nw0t)dt )
0

The trigonometric form of the series can be converted
to the polar form which is given as under:

X(t) = Co + Y= Gy cos(nat + ¢y) (8)
Where,
Co=[ag+ bi]"
And
¢, = tan 4]
And
Co = Average value of x(t) = a, 9

The sine and cosine harmonics can be represented as
functions of complex exponential functions given by:
JO 4o=if
e e (10)
2
el —¢—J0
2

cos 0=

sin 6 = (1)

Thus the spectral properties of the signal to be jammed
X(t) can be given by the following equation:

X(t) = X Cy @/ To (12)
Here,
Co= [0 x(t)e 2 Toge (13)
0

While considering the value of x(t) extending from

t=Diot="2
2 2

Value of C,
Let x(t) = A for t = -1/2 to /2.
Hence,
Co= [ Aei?mt/Togy (14)
T 7—1/2

4. PROPOSED METHODOLOGY

Considering the signal to be any random series of bits
(1s and 0s),

the spectrum now becomes continuous in place of the
discrete version. Such a continuous version of the
signal spectrum is can be given by the frequency
spectrum of the Fourier Transform:

X(F) = [, x(De 7" dt (15)
Equation (15) yields the magnitude spectrum of the
signal and we obtain the spectrum of the signal.

If it so happens that the spectrum of the signal hops or
jumps apparently randomly, over a frequency range of

then such a process is called frequency hopping.
Frequency hopping: In this case the symbol period is
less than the hop period.
Tsym > Thop
Here,
Tsym is the symbol period
Thop 1s th€ hopping period
The probability of finding error bits in the spreading
factor (L) with frequency hopping is given by:
-E

Brsw £ (L —1)/L}e T +1/2L (16)
Here)
Phop 1s the probability of error with hopping
L is the spreading factor
E}, is the energy per bit
A typical illustration of the mechanism to be used is
given in the following figure.

1

Figure 2 Spectrum Assessment

5. RESULTS

The results obtained are for the simulations for the
designed system which render insight into the
performance of the proposed system in terms of the
outage probability, the signal to noise ratio and the
simulation of the wireless sensor network in terms of
the clustering.
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Cluster Formation

langth

Figure 3. Formation of Clusters and cluster heads
The above figure depicts the formation of clusters and

cluster heads in the network. The dimensions of the
network have been chosen as 100mx100m.
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Fig. 4 Decrease in Outage with Increase in SNR

The above graph depicts the variation of the signal
outage probability with respect to the signal to noise
ratio. It can be inferred from the graph, as the SNR of
the system increases, the outage decreases.

Outage Probability vs Distance
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Fig. 6. BER performance of system

The figure above represents the variation in the BER of
the system as a function of (a) SNR designated by
Eb/No. It can be seen that as the SNR Increases, the
BER decreases. Also as the number of frequencies
changed (L) increase, the BER decreases due to the
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fact that it becomes difficult for the receiver to recover
the data.

6. CONCLUSION

It can be concluded from the previous discussions that
the proposed system uses a PN sequence-based
technique to reduce secrecy outage. The link security is
a critical aspect of successful WSN operation.
Traditional cryptographic techniques are not suitable
for securing WSNSs, because they require hardware
complexity and consume large amounts of energy that
are not affordable in a WSN. Moreover, an
eavesdropper with unlimited computing power may
still decipher these techniques using brute-force attack.
In this context, Physical Layer Security (PLS) has
emerged as an attractive solution for securing wireless
transmissions by exploiting the wireless channel
characteristics. Since PLS techniques such as artificial
noise generation do not suit WSNs due to their limited
energy resources, sensor scheduling has been proposed
as a less energy-intensive scheme for WSN security.
The performance metrics are outage probability and
BER of the system.
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