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ABSTRACT 

Abraham Lincoln said that the ballot is stronger than 

the bullet. India is the largest democratic country in 

the world, in democracy Government runs by the 

people for the people as per Direction and Control of 

Indian Constitution. Constitution gives rights to the 

citizens for representation in house of people by means 

of Election. Now a day’s ICT and Digital Technologies 

are playing crucial role in conduct of General 

Elections for house of people. Digital framework 

contains various IT Applications that offer no. of 

benefits such as Transparency, Accountability, 

Creditability, Security, etc for free and fair Election 

during the entire Election process from Voter 

registration to Result declaration. 
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1. INTRODUCTION 

The Digital India programme is a flagship programme 

of the Government of India with a vision to transform 

India into a digitally empowered society and 

knowledge economy. Digital Technologies such as 

Computers, Smart phones, Tablets, Laptop, 

Communication and Networking devices have a great 

impact on ways of working, communicating in our 

day-today life. Digital Technologies have significant 

change in development of Country. The India has been 

one of the emerging super powers in the field of 

Digital Technologies. In last few years Election 

Commission of India focus on use of Technology in 

Election Process. These Technologies are now playing 

a major role in Conducting General Election in India.  

 

As per the Indian Constitution voting is the 

fundamental right of all citizens over the age of 

eighteen years. Total Population of India is about 1.2 

billion and Number of Electors are 834,082,814. 

Indian Constitution  consists of Articles 324 that 

provides the power of superintendence, direction and 

control of Elections to Parliament, state legislatures, 

the office of President of India and the office of Vice-

President of India shall be vested in the Election 

Commission. The Election Commission prepares, 

maintains and periodically updates the Electoral Rolls, 

Organize the polling booths where voting takes place, 

and looks after the counting of votes and the 

declaration of results. The members of Lok Sabha 

elected directly by the adult citizens of India from 

single member territorial Parliamentary Constituencies. 

At present there are 543 direct elected members of Lok 

Sabha apart from two members nominated by the 

President to represent Anglo Indian Community [1].  

Dr. B. R. Ambedkar expressed the objectives of the 

Election Commission of India as “Our country is vast, 

consisting of different races, languages, cultures, 

religions, classifications etc. So, the Election 

Commission consisting of the Chief Election 

Commissioner for all India level is required to prevent 

injustice which may otherwise happen to mixed 

population. This central body works with free from 

local influences and shall have the control over the 

entire election machinery in the Country” [2]. 

Elections in India are characterized by enormous 

spending and involving candidates with dubious 

backgrounds. The nominations are based on the 

candidate’s strength as well as the value [3]. The major 

defects which come in the path of electoral system in 

India are money power, muscle power, criminalization 

of politics, poll violence, booth capturing, 

communalism, castism, non-serious and independent 

candidates, etc. [4]. Voting is the main form of 

political participation in a democratic. The registered 

citizens are only eligible to cast their vote. Voting is 

the expression of a person’s preference for a candidate, 

or a group of candidates as well as the person’s 

preference of one political system rather than other [5]. 

 

Digital India is an initiative of the Government of India 

to ensure that government services are made available 

to citizens electronically by improving online 

infrastructure and by increasing internet connectivity 

[6]. Today Political, Cultural, Socio-economic 

Developmental decisions are taken based on how Data, 

Information and Knowledge access, gather, analyze 

and utilize. The country has achieved impressive 

progress in the field of science and technology and 

proved as one of the fast developing country in the 

world. The Government of India has declared IT as 

one of the thrust areas for the country’s development 

and has recognized it as an “essential service” [7]. The 

incorporation of ICT in Nigerian electoral system has 

really modernized the system and improved election 

management in the country. Results revealed that the 

introduction of Electronic Voters Register (EVR), 

https://en.wikipedia.org/wiki/Constitution_of_India
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Automatic Fingerprints Identification System (AFIS) 

and Smart Card Reader (SCR) have reduced the 

incidence of multiple registration and multiple voting 

to the barest minimum while the introduction of e-

collation support platform has drastically reduced 

incidence of manipulations at collation centre’s 

because results are transmitted in real time [8]. Social 

Media’s development shows its influence on society 

and Election campaign [9]. Different forms of digital 

media may have a different logic which is an important 

lesson for political parties and candidates attempting to 

use digital media for political purposes [10]. Electronic 

Voting Machine is a simple electronic device used to 

record votes in place of ballot papers and boxes which 

were used earlier in conventional voting system. EVM 

can be operated easily by both the polling personnel 

and the voters. It has mainly two units: Control unit 

and Ballot unit. The Control Unit is the main unit 

which stores all data and controls the functioning of 

EVM. The Electronic voting machines are intended 

both to reduce errors and to speed the counting process 

[11]. 

 

Electronic Voting Machines have been Designed and 

Manufactured to facilitate easy polling and counting. 

The use of EVM is to save cost of paper, printing and 

to get the result within few hours. EVM provide full 

secrecy of ballot against any tampering of machine. 

Voter Verifiable Paper Audit Trail (VVPAT) is added 

to EVM recently, printer is attached with the EVM 

which prints Sr. No., Name and Symbol of the 

candidate for whom a voter has casted vote. The 

Election Commission using Electronic systems to 

increase elections activities and to reduce the elections 

expenses. The Election Commission has undertaken 

the computerisation of all electoral rolls throughout 

India which has lead to improvements in the accuracy 

and speed so that electoral roll can be updated. IT team 

of Election Commission has taken IT initiatives and 

developed no. of Election related application and 

Mobile app for conducting free and fail Elections in 

India 

The remaining part of paper is organized as Section-2 

Related Work, Section-3 Digital Framework for 

Election, Section-4 Outcomes and Discussions and 

Section-5 Conclusion. 

  

2. RELATED WORK 

General Elections are being conducted in all Countries 

using ICT and Digital Technologies for Election 

Process from Elector Enrollment to Result 

declarations. Performed study for concept, 

methodology, Digital Technology and Citizen Services 

for some of the recent ICT based Election systems. 

Mohammed Khasawneh, Mohammad Malkawi, Omar 

Al-Jarrah, Laith Barakat, Thaier S. Hayajneh and 

Munzer S. Ebaid proposed client-server web-enabled 

e-Voting software architecture. The System caters for 

integrity of an election process in terms of the 

functional and non-functional requirements. On the 

server side a global database is maintained for all 

registered voters and candidates. The server runs in 

real-time and provides backend statistics for the entire 

election process. On the client side in order to reduce 

the traffic rate on the network links, a local database at 

the client side is required to host the data which 

pertains to the local voting center. The use of a local 

DB enhances the performance of the voting process 

[12]. Victor Chidubem Iwuoha designed a system in 

which Biometric Technology is deployed that includes 

features of Biometric voter registration, Advanced 

Fingerprints Identification System, the customisation 

of sensitive electoral materials. Biometric machines 

authenticate the identity of voters using fingerprints 

that are almost impossible to counterfeit. The use of 

SCR machines being the pivot of the biometric voting 

system functioned as an anti-rigging technological 

device for the authentication of voter’s cards in the 

2015 Nigeria general elections. The card reader uses a 

highly secure and cryptograph [13].   

Anooja A. presented a paper for Internet Voting 

system, In India Gujarat started online voting, all six 

municipal corporations of Gujarat namely Ahmedabad, 

Vadodara, Surat, Rajkot, Bhavnagar and Jamnagar 

offering online voting. In Online voting system a 

citizen can cast his vote only once in every election 

means after casting once citizen’s account doesn’t 

login again until next election comes [14]. Aishatu 

Shuaibu, Salihu Dasuki and Muhammadou Kah study 

and investigated the implementation of ICT to the 

electoral process in Nigeria using qualitative-inductive 

approach through the lens of ANT. The ANT was 

particularized into the Nigerian electoral processes 

through the four-translation model. The current INEC 

policies guiding the election process in Nigeria does 

not make provision for the disabled. INEC needs to 

provide legal backing and ICTs tools for the disabled 

electorates [15]. 

Fridrik P. Hjalmarsson, Gunnlaugur K. Hreidarsson 

introduced a blockchain-based electronic voting 

system that utilizes smart contracts to enable secure 

and cost efficient election while guaranteeing voters 

privacy. Author outlined the systems architecture, the 

design, and a security analysis of the system. The 

blockchain technology offers a new possibility for 

democratic countries to advance from the pen and 

paper election scheme to a more cost- and time-

efficient election scheme while increasing the security 

[16]. To ensure that the system is secure, the block will 

contain the previous voter’s information. The 

Blockchain is where the actual voting takes place. The 

Citizens vote sent to one of the nodes on the system 
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and the node then adds the vote to the Blockchain. The 

voting system will have a node in each district to 

ensure the system is decentralized. Ahmed Ben Ayed 

proposed an electronic voting system based on the 

Blockchain technology. The system is decentralized 

and does not rely on trust. Any registered voter will 

have the ability to vote using any device connected to 

the Internet. The Blockchain will be publicly verifiable 

and distributed in a way that no one will be able to 

corrupt it [17]. 

From the above discussion on existing Electronic 

Voting System it is observed that Recent Digital 

Technologies such as High speed internet, Mobile 

Phone, Mobile Apps, Biometric Technology, Block-

chain, etc are being utilized for Conducting Elections 

Electronically from Village level to National level. 

ICT and Digital Technologies playing crucial role in 

conducting Elections in Effective and Efficient 

manner. 

3. DIGITAL FRAMEWORK FOR 

ELECTION 

Designed Digital Framework for conducting General 

Election -2019 for the House of People i.e. Loksabha. 

Fig. 1 shows the Digital Framework for General 

Election. It consists of varies stakeholders and IT 

Applications. Major stakeholders are Citizen, Elector, 

Voters, Candidates and Election Officers. Election 

Officers includes ECI officials, Chief Electoral 

Officer, District Election Officers, Returning Officers 

and Assistant Returning Officers. IT applications are 

cVIGIL, SUVIDHA, SUGAM, EMS, ERO Net, NVS, 

PDMS, CDMS, National Grievances Services Portal, 

ETPBS, etc. 

3.1 Stakeholders 

Details of varies stakeholders which actually 

participate and conduct the General Elections in India 

are as follows: 

1. ECI: The Election Commission of India (ECI) is a 

constitutional body which Supervise and Control 

Election process as per the Constitution of India. 

2. Chief Electoral Officer: CEO responsible for 

conducting Election in state under the direction 

and supervision of ECI. He ensures that Electoral 

roll are prepared, EPIC are generated, EVM are 

sufficient and provided to all DEO, Sufficient Man 

power is deployed and maintaining Law and Order 

in the state during Election Process. 

3. District Election Officer: District Election Officer 

responsible for Conducting Assemble and 

Parliamentary Election in the District. His Duty 

includes Electoral Roll preparation and revision, 

Electors Deletion and modification to final 

publication of Electoral Roll and preparation of 

Electors Photo Identity Card (EPIC). During 

Election DEO responsible for EVM and Man 

power Management and Deployment. Providing 

Logistics and imparting Training to Polling Staff. 

4. Returning Officer: Returning Officer is 

responsible for efficiently conduct the Election to 

the Assembly or Parliamentary Constituency. 

Major duties are to publish notice for Elections, 

Accept and Scrutinize Nominations, allotment 

symbols, preparing list of Contesting Candidates, 

Counting of EVM and Postal Votes and 

Declaration of Result. 

5. Assistant Returning Officer: Assistant Returning 

Officer responsible for Conducting Election for 

One Assembly in a Parliamentary Constituency. 

He plays a supporting and assisting role for 

Conducting an Election. He is also responsible for 

counting the EVM Votes for his Assembly 

Constituency. 

6.  Citizen: Any Indian citizen who can request for 

any Election related information and log 

compliant for violation of Election process. 

7.  Elector: Elector is a Citizen who completed 18 

years of age and enrolled his name in Elector roll 

and eligible to vote 

8. Voter: Voter is an Elector who casted his Vote in 

the Assembly or Parliamentary Elections.  

 

Citizen, Electors access IT applications for Election 

related service such as Election enrolment, Deletion, 

Updating in Election roll, EPIC Card, Violations of 

Election Module of Conduct etc, upon receipt of 

request Concerned Election Officer take necessary 

action and inform accordingly the status of application 

through SMS. Candidates also request for Permissions 

for Election meeting, Rally, etc online, Election 

Officer approve or Reject application accordingly. 

Election Officers also use these Election related 

applications during entire Election purpose as per 

Instructions of ECI and RO handbook. 

 

 
Fig. 1 Digital Framework for Election 

3.2 IT Applications 

Following are the details of varies IT Applications 

which are implemented during Pre-Poll, During the 

Poll and Post Poll Election Process for  successful 
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conduct the General Elections to the House of People 

in India: 

 

1. cVIGIL: cVIGIL is an online application for citizens 

to report model code of conduct (MCC) violations 

during the election period. User can register complaint 

by using cVIGIL citizen app. The application 

automatically fetches the GPS location of User’s 

mobile while replying to any complaint. cVIGIL 

Investigator allows Field Teams to promptly 

investigate MCC/Expenditure violation incidents, 

based on citizens inputs accessed in real time on their 

mobile devices. After completing the investigation on 

the complaint, the Field Team submits status report 

along with evidence to respective Returning Officer. 

 

2. SUVIDHA: Suvidha application is a single and 

simplified interface for candidate nomination, 

permission, counting of Votes and Result Declarations 

which having different modules which are being used 

for  

1. Candidates Nominations, Affidavits Scanning and     

uploading 

2. Online scrutiny and finalization of candidate 

nominations.  

3. Permission for March, Rally, Vehicle etc. by the 

candidate from ARO. 

4. Polling Station and Elector’s information. 

5. Poll day monitoring on the Polling day events 

6. Expenditure monitoring of candidates 

7. Counting of EVM, Postal votes, Result 

Declarations and disseminations. 

 

3. SUGAM: This application is used for management 

of vehicles in the Loksabha Election from requisition 

of vehicles to its payment and release. It  having 

features of issuance of requisition letters for vehicles, 

capturing of vehicle details with address, mobile 

number and bank details of Owner and  Driver, 

Generation of log book, online entry of payment, 

transfer of vehicles and release order.  

 

4. EMS: EVM Management System is used to manage 

inventory of EVM units and tracking of units from 

manufacturer to State and Districts. EMS used for 1
st
 

and 2
nd

 randomization of EVM for distribution to 

Assembly constituency and Polling Stations. The 

database structure contains details of CUs, Bus and 

VVPAT indicating the machine number. EMS also 

establishes the configuration files for each voting 

machine being deployed, and finally contributes to the 

creation of reports and legal documents with the 

evaluation results of the system’s performance.  

  

5. ERO Net: ERO-Net is used by Electoral 

Registration Officer for Elector Registrations. It is 

being used for Maintaining Elector Roll, Family 

information, EPIC Portability, form processing. ERMS 

is also used for Electoral Roll preparation, Electoral 

roll revision, Data management process, elector’s 

deletion, data modification to final publication of 

Electoral Roll and preparation of Electors Photo 

Identity Card (EPIC).  It provides facilities such as 

Voter Search, Voter Slip and Tracking status of 

application.   

 

6. NVS: National Voters Service Portal developed to 

provide single window quality services through user 

friendly interface for citizen to increase transparency 

and ease of access of information. NVSP having 

features of Registration of new Elector, Registration of 

overseas elector, Deletion or Objection in Electoral 

Roll, Correction of Entries, Transposition within AC 

and Migration to another AC. 

 

7. PDMS: Poll Day Monitoring system developed for 

Poll Day status reporting events such as Polling Parties 

reached at Booth, Mock poll, Poll start, Two Hour Poll 

Votes Cast, Poll conclude, Party arrived at Collection 

Centre, etc. This application has been used by Zonal 

officers form Polling station level and ARO to report 

Pre-Poll, Poll day and Post –Poll activities from their 

phone. 

 

8. CDMS: Counting Day Monitoring system (CDMS) 

developed for counting Day reporting and Data 

Dissemination. Application accepts candidates EVM 

votes for each round from the counting hall AC wise, 

also candidate wise Postal votes updating, Round wise 

and Result declarations.  

 

9. National Grievances Services Portal: NGSP portal 

provides common interface to the citizens for 

submitting their complaints, System forwards the 

complaints to appropriate authority and keeps the user 

informed about its progress. This application provided 

the people, political party to lodge their complaints on 

the common platform for all complaints received from 

all sources. SMS is sent to complainant on receipt and 

disposal of complaint. 

 

10. ETPBS: Electronically transmitted Postal Ballot 

System is used by Service Voters from Defence and 

other Armed forces Organizations. The ETPBS System 

is implemented in line with the existing Postal Ballot 

System. It enables the voters to cast their vote on an 

electronically received postal ballot from their 

preferred location, which is outside their originally 

assigned voting Constituency.  

 

11. Webcasting and GPS: To bring transparency and 

efficiency during the conduct of Elections, Webcasting 

and GPS has been utilised for poll day monitoring. 

Web casting of all critical and vulnerable polling 

booths is done for monitoring Polling. GPS system 

installation on vehicle which transporting EVM and 

Polling Staff. Live relay of voting by means of Web 

Casting for all critical and vulnerable polling booths. 
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Digital framework offer no. of benefits Such as 

Transparency, Efficiency, cost-effectiveness, 

Creditability, Security, etc for free and fair Election 

during the entire Election process from Voter 

registration to Result declaration. Outcome and Impact 

of Implementation of framework discussed in next 

section. This Digital Framework effectively 

implemented in recent General Election to the House 

of People i.e. Loksabha for Smooth and Successful 

accomplishment of Election in Maharashtra State. 

 

4. OUTCOME AND DISCUSSIONS 

Digital Technologies includes Smart phones, Tablets, 

QR code Scanner, EVM, VVPAT, Web based 

Applications, Mobile Apps, Communication and 

Networking etc. is being increasingly used in the 

Election Process to deliver public services and 

Conduct Election in effective manner.  

 

Discussion on the Digital Technologies, Merit and 

Demerit of for some of the recent ICT based Election 

systems covered in Related Work section: 

 

e-Voting system proposed by Mohammed Khasawneh, 

Mohammad Malkawi, Omar Al-Jarrah, Laith Barakat, 

Thaier S. Hayajneh and Munzer S. Ebaid maintains 

voting statistics in real-time while preserving the 

integrity of the voting process while observing full-

fledged voting transparency. System is capable of 

denying access to any illegal voters. Victor Chidubem 

Iwuoha believes that Biometric technology impinged 

on the constitutive freedom of rural voters and voter 

registration and identification mechanisms are among 

the preconditions for free, fair and credible elections. 

Anooja A. Discussed that the Digital India programme 

are looking promising and will revolute the voting 

sector through the internet and broadband to remote 

corners of India. It’s not only increase number of 

voters and will also explore modern voting system. 

 

Aishatu Shuaibu, Salihu Dasuki and Muhammadou 

Kah investigated that implementation of ICTs to the 

Electoral process should not focus only on the 

registration and authentication of electorates only but 

casting of votes should also be involved. This indicates 

the need for more research to be conducted on issues 

of ICTs to electoral process identifying the role played 

by human and non-human actors. Fridrik P. 

Hjalmarsson, Gunnlaugur K. Hreidarsson blockchain-

based electronic voting system, optimizing for the 

requirements and considerations identified. Election 

system allows individual voters to vote at a voting 

district of their choosing while guaranteeing that each 

individual voters vote is counted from the correct 

district, which could potentially increase voter turnout. 

Ahmed Ben Ayed proposed Blockchain-based system 

will be secure, reliable, and anonymous and will help 

increase the number of voters as well as the trust of 

people in their governments. 

 

Election Commission of India developed no of IT 

Applications under IT Initiatives for Better Elections in 

the India. Outcomes and Impacts Digital Framework 

Implementation in General Election to the House of 

People listed out are as follows:  

 

1. EVM eliminates the possibility of invalid, doubtful 

and rejected votes. It makes the Voting and counting 

process much faster than the conventional system 

using ballot paper. It reduces paper usage thus saving a 

large number of trees. 

 

2. Elector Registration, Updating, Electoral Roll and 

EPIC generation is becomes quick and easier by means 

of direct Citizen Access to ERO-Net and ERMS. 

Single window common interface to the citizens for 

submitting their complaints reg. Election related issue 

and early disposal by Election Officers by means of 

NVSP portal. 

 

3. High level security measures are deployed, as all 

applications and Mobile app use Multi-Layer High 

level security measures are deployed, as all 

applications and Mobile app use Multi-Layer 

Authentication to avoid unauthorized access to the 

Election systems. 

 

4. EVM Management, Inventory maintenance, 

Transfer EVM from one location to another, Tracking 

of CU, BU and VVPAT becomes faster. 

Randomization of first and second level of EVM for 

distribution to Assembly constituency and Polling 

stations in a transparent way. 

 

5. Polling Staff Data collection from State and Central 

Government Offices, Assigning designations such as 

Presiding Officer, Polling officers and Generation of 

Training and Appointment order becomes easier. 

Efficient Deployments of manpower in Assembly 

constituency and Polling Station by means of First and 

Second Randomization of Polling staff. 

 

6. Citizens report model code of conduct (MCC) 

violations during the election period by means of 

Mobile app with live photo, Video or Audio of 

incident. Field unit team visit the site and report the 

RO within 100 minutes.  Citizens are more vigilant and 

MCC violation cases are reduced. 

 

7. EVM and Postal Votes Counting become quite 

faster, candidates wise, Round wise and Result 

declaration and fast Data Dissemination.  

 

8. Poll Day Monitoring for Poll Day events and two 

hour Poll votes cast by Zonal officers form Polling 
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station level through Smart phone thus reporting being 

done in time 

 

9. Candidates Permission for March, Rally, Vehicle 

etc. and Approval and Rejection by ARO in stipulated 

time also scrutiny and finalization of Candidate 

Nominations and Candidates Affidavits and 

Expenditure available on public domain for Citizens. 

 

10. Vehicle requisition from different Departments, 

maintain a log book and release of Vehicle after 

Election completion. It saves time and Man power 

management done efficiently. 

 

11. ETPBS facilitating voting by the Service Voters 

from their locations, it is a fully secured having two 

layers of security. Secrecy is maintained through the 

use of OTP and PIN and no duplication of casted 

Electronically Transmitted Postal Ballot (ETPB) is 

possible due to the unique QR Code. 

 

12. To promote Transparency live Web casting of all 

critical and vulnerable polling booths to ensure that 

there should not be any incident of violence also GPS 

Monitoring for EVM and Polling Staff movement from 

District Control room. 

 
Digital framework help to Reduce Money and 

Manpower in the General Election by deployment of 

Digital Technologies also benefited from 

Accountability, Transparency, Accuracy, efficiency, 

etc. It improves the security measures and offer new 

possibilities of transparency. Digital framework is 

implemented effectively during the entire Election 

Process to ensure that elections can take place in an 

orderly and fair manner. 

 

5. CONCLUSION 

Digital Technologies provided means for faster and 

better communication, efficient storage, retrieval, 

processing of data and exchange information between 

Citizen and Government. Digital Framework having 

no. of online applications which tackles all earlier 

issues encountered in a conventional Voting system. 

Database maintains the real time details of Electors, 

Polling station, Votes polled, Round wise and final 

Result. Citizens of India are more vigilant who can 

play a proactive and responsible role in the conduct of 

free and fair Elections. Framework offer Efficient and 

Transparent EVM and Polling Personnel deployment 

also it offers easy voting and Result declaration in few 

hours.  Framework having built in features for 

accuracy, consistency and security measures. It 

improves the credibility of Elections in rural 

communities to build trust and confidence for 

conduction of Elections Electronically. Digital 

Framework provides user friendly interface for Citizen 

and Election Officers to increase efficiency, 

transparency and ease of access of information. 

Successful accomplishment of General Elections -2019 

for the House of People, i.e. Loksabha by effective 

implementation of Digital Framework by means of 

deployment of Digital Technologies. 
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