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ABSTRACT 

Users are putting away their sensitive data for storing 

and retrieving in cloud storage. In the cloud system 

data maintained by the cloud service provider on cloud 

storage servers. Without Cryptography, to protect the 

data in a cloud database server is always insecure. 

Mainly symmetric and asymmetric algorithms are used 

to secure the data. Here we choose the AES technique 

which is a Symmetric algorithm, for achieving strong 

encryption and hiding of data’s meaning. In this paper, 

describe the standard data security model using AES 

encryption technique for a cloud system. 

Keywords: Data security, Cloud computing, 

Cryptography, AES, Security model, Algorithms, 
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1. INTRODUCTION 

Cloud Computing allows us to create, configure, and 

customize the business applications on online, Experts 

are trying to design and reshape the design of cloud 

computing but nothing is perfect yet. But when the 

security issues come consisting the loss on Data theft 

and Data Privacy then automatically various problems 

arise and faced by cloud service provider. In return the 

cloud service consumer also faces various problems 

such as data encryption, privacy, malware applications. 

That‟s why we have to consider the security in cloud 

computing as a major task. The first thing is the Data 

in cloud storage must have to be stored in an encrypted 

form. We know that the third party provides the 

infrastructure where the user will store the data in a 

cloud platform. Where the data is always stored in 

remote sector and will be accessed any time when 

needed from remote area. There is combination of a 

technology and platform. Hosting and storage service 

over the Internet are the technology and the platform. 

As we all know there are 3 types of cloud they are 

private cloud, public cloud and hybrid cloud. Now it‟s 

a point of think that how we can easily available the 

security of Data and the maintain system of could in a 

confidentiality way. After thinking and researching on 

these purpose I perceived generally as major security 

issue in cloud computing that can easily implemented 

and the customers will able to satisfied themselves 

from using this technology. That‟s why advance 

encryption standard is needed for prevention of 

unauthorized access to all functional units of the 

system and examination of the significant of using 

Advance Encryption Standard and authentication 

Scheme for ensuring the data security while in storage. 

A simple structure of cloud computing is showed in 

Fig.1. 

 

 

Fig.1 General Structure of Cloud Computing. 
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2. SECURITY AND CRYPTOGRAPHY 

At present era, Security is the major concern, securing 

the data in more efficient way in cloud storage is the 

major concern. Countless security issues are waiting to 

establish in cloud computing which have to be 

establish combining many technologies. In establishing 

the standard technology we should include the 

networks, operating systems, resource scheduling 

which will help in a better way than the present 

technology we have. We also include the transaction 

management, databases, virtualization, load balancing, 

Concurrency control, and memory management. We 

will discuss the Security goals of data which cover 

three points: First one, the Availability; The second 

one, the Confidentiality; and the last one is the 

Integrity. In the part of the security of a cloud then four 

types of issues raise those are: Data issue, Secrecy 

issues, Security issues and infected application issues. 

All of these issues should be consider correctly. For 

this Cryptography is must. As we know that 

cryptography is a method which is heavily based on 

mathematical and computer science practices. The 

Cryptographic algorithms can compute the hardness 

inference and also helps to make such algorithms that 

is hard to break in practice by any rival or hacker. In a 

simple way we can say that Cryptography is the art and 

science that hide the messages in a way that is unable 

to break without knowing the key, in information 

security that is recognized as cryptography. Here we 

discuss and compare about the three types of 

algorithms, which are the major concern of 

cryptography algorithm, these are: Symmetric-key 

algorithms, Asymmetric-key algorithms is known as 

Public key algorithms and Hash functions or message 

digest.  

2.1 Symmetric-key algorithms 

Same key is used for encryption and decryption 

process in symmetric-key algorithm. It‟s always prefer 

to use either stream ciphers or block ciphers otherwise 

it will not work properly. Data Encryption Standard 

(DES), Advanced Encryption Standard (AES), IDEA 

Two_fish, Ron's Code (RCn), and Triple DES, 

Blowfish 3DES, Skipjack etc are the most of popular 

symmetric-key algorithms. If we want to use the option 

of Symmetric-key algorithm then we must have to 

choose from above of these.  

2.2 Asymmetric-key algorithms or Public 

key algorithms 

Different keys can be used in this algorithm, namely as 

Public and Private Key. Note that Public key is used 

for encryption and on the other hand private key is 

used for decryption process. Let‟s elaborate, in this 

cryptography, there need to use two keys, those are 

namely as public and private keys to encrypt and 

decrypt data. The keys are nothing but simply a large 

numbers that have been paired together but are not 

identical (asymmetric). Where one key in the pair can 

be shared with everyone which one is calling as the 

public key. The other one in the pair is kept secret 

that‟s why it‟s known as the private key. Rivest, 

Shamir, & Adleman (RSA), Digital Signature 

Algorithm (DSA) are the examples of most popular 

Asymmetric-key algorithms.  

2.3 Hash functions or message digests 

Message digest is an alternative name of Hash 

function. The hash function basically used to map data 

of arbitrary size and a data of a fixed size. We get the 

returned values by a hash function is known as hash 

values, hash codes or digests. In this we have to 

"encrypt" information in a correct way using the 

method of a mathematical transformation to 

irreversibly. It handles the two functions those are 

authentication and confidentiality. The algorithm of 

Hash Function contains Message Digest (MD5), 

Secure Hash Algorithm and so on. 

 

3. METHODOLOGY  

After researching all details the decision is that the 

more accepted and secure symmetric encryption 

algorithm likely to be noted as the Advanced 

Encryption Standard (AES). It‟s a process which is at 

least six time faster than triple DES. The AES 

algorithm basically based on specific substitutions, 

permutations and linear transformations, each executed 

on data blocks of size 16 bytes which is fixed. 

Therefore, the AES remains the preferred encryption 

standard for high security system which verified by 

many Countries of governments, banks and high 

security systems around the world. Here we going to 

discuss about AES for encryption and decryption in 

Cloud computing which will be more helpful in data 

storage security than we have at present.  

3.1 Proposed Architecture for cloud 

server application 

When we uploading some data or information‟s in 

cloud storage there must be a module that will verify 

that whether file is modified and notify the user 

accordingly by providing a complete alert messages. 

Also log records of the file alteration will be recorded 

for user point of view. After that there is a verify 

module that will used to keep tracking the cloud data 

transaction in the given time limit. When the verify 
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module executed that means the alteration is identified 

and tracked successfully, and that will obviously help 

to avoid the file from downloading. So we can surely 

confirm that the system will be safer more than the 

general cloud system we have. The process is 

discussed in details, in this paper I proposed a simple 

and basic model that guarantee the performance of the 

cloud storage system which consist of storage 

Accuracy, batch auditing, public auditability, privacy-

preserving, and lightweight for better and genuine 

performance. Architecture diagram of the proposed 

model:  

 

 
Fig.2 A proposed Architecture diagram for cloud 

server application. 

 

According to the proposed architecture for cloud server 

application there some steps should be followed. The 

steps when uploading a file in the cloud server have 

drawn in Fig.  No 3. When we uploading file there at 

first the system will have to calculate the size of file 

next the file will batch into fixed block size for 

encryption using the file AES algorithm. The system 

will calculate the file, obviously using SHA. After that 

the file will upload into the Cloud storage server in a 

secured method. Which includes AES Encryption and 

Decryption method for upload and access the files. 

 
 

Fig. 3 Steps when uploading the file in the cloud 

server. 

 

3.2 AES Encryption 

The encryption process will be done according to the 

Advanced Encryption Standard (AES). Encryption 

procedure using AES, it consisted of four different 

steps as stated below:  The first step, Bytes 

substitution. Second step, Shift row. Third step, Mix 

columns and Fourth step, Add round key the final step 

consisted of exclusive-OR (XOR) of the output for the 

first three steps with key schedule of four word. In last 

round in encryption it doesn‟t involve any mix column. 

The AES algorithm depends on the size of the key 

length. Basically the AES should have 10 rounds for 

128-bit keys, 12 rounds for 192-bit keys accordingly 

14 rounds for 256-bit keys and these are predefined. 

All of these rounds uses a different 128-bit round key 

that is used to calculate from the original AES key. 

The schematic of AES structure is given in the 

following illustration Fig. 4. From the figure we can 

see that Byte Substitution are exchanged by looking up 

a fixed table (S-box) given in design. The result is in a 



iJournals: International Journal of Software & Hardware Research in Engineering 

    ISSN-2347-4890 

Volume 7 Issue 5 May 2019 

 
© 2019, iJournals All Rights Reserved                                                                       www.ijournals.in 

 
Page 52 

matrix which consist of four rows and four columns. 

Where each of the four rows of the matrix be shifted to 

the left. If any entries that „fall off‟ that are re-inserted 

on the right side of row. Here shift should carried out 

as follows – First row is not shifted. Second row will 

be shifted one (byte) position to the left. Third row 

should shifted two positions to the left. Fourth row 

must have shifted three positions to the left. After all of 

these the result is a new matrix consisting of the same 

16 bytes but shifted with respect to each other. In Mix 

Columns Each column of four bytes is transformed 

using a special mathematical function. The 16 bytes of 

the matrix are now considered as 128 bits and it should 

br XORed to the 128 bits of the round key. The 

resulting bits 128 are interpreted as 16 bytes and after 

that we begin another similar round. 

 

 
 

Fig. 4 Encryption in AES. 

 

3.3 AES Decryption  

We have to convert the cipher text into a plain text 

by applying a decryption key and an algorithm in 

this step. A receiver or anyone want to access the 

file there need a safe process, thus the decryption 

process contains four round as we do in encryption 

process earlier. The differences between the 

encryption and decryption process is that, there will 

be a shifting and substitution operation in 

decryption process in a reverse way of encryption 

process. The steps of decryption are: Each round 

consists of the four processes conducted in the 

reverse order: Add round key, Mix columns, Shift 

rows, Byte substitution. After decryption the user 

will able to access the original data or file. 

4. EXPERIMENTATION  

AES algorithm shows marvellous performance in 

terms of software and hardware implementation. After 

applying standard data security model when the client 

concern to access data it will work as following: 

 The data request of clients will go to the 

external service interface of proxy server, 

According to the AES Encryption.  

 After that the proxy‟s work to forward the 

request at the broker.  

 Then the broker will accept the request and 

the data from cloud storage system 

accordingly. 

 After that the system will return the data to 

the broker.  

 Now the broker have to return the data again 

to proxy.  

 At last the proxy sends the data to the client 

safely and the data will get after decryption 

method. 

 

 
Fig. 5 Cloud storage access system According 

Proposed model. 

The modern science is totally depends on storage 

system and the cryptography is the only method to 

store data safely, after researching the algorithms, the 
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AES is widely appropriate and supported in both 

hardware and software worldwide. Thus AES method 

is used because it has lot of efficiency than other. After 

applying this model in cloud system we analyse 

several algorithm to get the clear view of performance 

about AES Algorithm. After researching all algorithm 

the Comparison of various algorithm is listed below: 

 

 

 

 

 

TABLE 1. COMPARISON OF SYMMETRIC ALGORITHMS 

 

We can see that The AES encryption algorithm has 

minimum storage space and high performance ability 

without any distinct problem and simulation while the 

other symmetric algorithms have some problems like 

shortcoming and variations in performance and storage 

space limitations. 

5.  RESULT ANALYSIS 
After implementation and Experimentation of AES we 

got more efficient result.  If this Architecture model 

will establish properly then it will be very helpful in 

public cloud model for Standard Security. However the 

AES algorithm here assured the security only if it is 

correctly implemented and good key management is 

employed. This experimental results showed that the 

proposed structure and AES algorithm can work 

efficiently. We could be able to implement this model 

in various clouds computing platform to get the more 

efficient way of cloud computing such as SaaaS, EaaS 

etc. 

6. CONCLUSION 

In this paper, problems related to data security in cloud 

computing storage such as data privacy, data loss, and 

data availability have been discussed with strategies 

uses to prevent store data integrity. In the public cloud, 

data is hosted off-site and resources are shared 

publicly, therefore it does not ensure the higher level 

of security. If this architecture model will establish 

properly, it can protect the public cloud model 

according to the standard security. Here, the AES 

security is assured by implementing a good key 

management system and a well-developed structure. 

This model could implement in various clouds 

computing platform to get the more efficient way of 

cloud computing such as saas, paas etc. 
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Selected 

Algorithms 

Key 

sizes 

Block 

bits 

Round Structure Flex

ibilit

y 

Features 

DES 64 

bits 

64 

bits 

16 Good No Medium 

Secure 

3DES 

(Triple 

DES) 

112 

or 

118 

bits 

64 

bits 

48 Good Yes Adequate 

secure 

AES 128,

192,

256 

bits 

128 

bits 

10,12,1

4 

Substituti

on, 

Permutati

on 

Yes Replace

ment for 

DES, 

Excellent 

security 

RC4 Vari

able 

40-

2048 

bits 

256 Good Yes Quick 

cipher in 

SSL 

RC6 128-

256 

bits 

128 

bits 

20 Good Yes Superior 

security 


