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Abstract
The research paper investigates the mechanisms and

procedures taken by government agencies to track and
monitor Bitcoin transactions. Empirical data on Bitcoin
transactions and recordings of information at the IRS
was observed to show data on Bitcoin exchanges.
According to data collected through Form 8949 of the
IRS principles, only a small fraction of people have
shown their transactions to the IRS thus calling intense
attention to the issue to control Bitcoin transactions
that will soon take place worldwide. The data has alse
unveiled the tendency of Bitcoin users to trade ‘as an
asset rather than a currency due to IRS regulationson
tracking Bitcoin transactions. One interpretation of the
results suggests users of Bitcoin were buying Bitcoin
for the first time and wanted to keep it in their
exchange wallet for speculation purposes without any
intentions to use for future payments. Furthermore,
Bitcoins were utilized as asset by their traders who
supported the fact that Bitcoins returns were associated
with news events pertaining to the digital currency
market at a global scale. However, indicators have
shown that Bitcoin users were limited in both
professionalism and objectivity and traded based on

attractive returns in the domain of digital currency.

1. Introduction
The government has trespassed our freedom for

privacy on several occasions such as the incidents with

the NSA and the FBI. In both events, government
agencies trespassed US citizens’ rights to privacy.
Edward Snowden used to work for the NSA (National
Security Agency). However, while working there, he
found outithatthe NSA had been tapping all emails,
phoneeallsyand messages that were sent back and
forth between American citizens. Knowing this was
wieng and deserved to be known, Snowden passed
through NSA security and publicized the spy records
[19]. Through these records, Snowden has shown the
public that security comes at the cost of privacy.
Similarly, the smartphone company Apple was asked
by the FBI to create a master key to unlock all Apple
phones. Apple knew that this was against the freedom
of privacy and therefore did not comply and sent out a
message to their customers about what had happened
and why they didn't comply. Just like Snowden, Apple
decided to notify the public once again, that security
comes at the cost of privacy [21].

Moxie Marlinspike, the creator of the security software
of Line - a messaging software for electronic devices
like the renowned one in Korea, Kao-Kao-Talk - holds
a bizarre opinion about privacy. He is well aware of
the fact that increased security will lead to more illegal
activities, such as organized terrorist attacks and the
creation of an online black market. However, he
believes that laws should be able to be broken and that

laws should adapt. He believes that law enforcement is
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and should be a difficult task. He views encryption as
a preventative measure to tyranny where civil
disobedience becomes impossible, especially when not
all terrorists are tech geeks who can exploit new
encryption technology. He states that privacy needs to
increase and that the laws should adapt as social values
change, arguing that privacy for citizens is worth the
amount of illegal activity that may be aided my privacy
technologies, a point that his critics disagree with
strongly [18].

Some of the illegal activity that is enabled by privacy
technology relates to tax evasion and black-market
platforms for illegal substances. Bitcoin in particular
has led to several tax evasions and also a renowned
case where the Silk Road sold illegal items.
Bitcoin.com says that Bitcoin users can be divided into
three groups: those intending to pay, those hoping the
IRS will spare them on account of having bigger fish
to fry, and those willing to do whatever it takes not to
pay, even if that means moving to Puerto Rico.
According to cointelegraph.com, the IRS reparted that
only 802 people reported taxes on Bitcoin prefitSy[16].
Another side effect was that it led to the creation of a
free market out of government control. The Silk Road
was an online black market and a haven for drug
dealers to anonymously purchase and sell drugs using
bitcoins. It was created originally on February, 2011
by Ross Ulbricht. The Silk Road exploited the
anonymity provided by Bitcoins by requiring
transactions to be made only with Bitcoins although
this would not be completely anonymous [22]. The end
of the Silk Road mentioned again that privacy comes at
the cost of security.

Due to illegal activities incited by the privacy of
blockchains, the government has taken interest in
tracking transactions made by cryptocurrency users.
The research tutorial investigates government methods

to track Bitcoin transactions with a method like the

IRS. The IRS was established with an IRS Notice
2014-21 that addressed the transactions of
cryptocurrencies such as Bitcoins and treated it as the
government property used for federal taxation
purposes. Therefore, cryptocurrencies were classified
as personal, business and investment property and
general tax principles were applicable when the
transactions were made between people or businesses
through cryptocurrency exchanges. The tutorial
research explores the methods like IRS that the
governments of different countries have adopted to
track cryptocurrency transactions like Bitcoin and
Altcoin. The taxation authorities of these governments
monitor the global transactions made with Bitcoins to
determing, its volatility, global acceptance, and its
interaction with conventional currencies through
curgeney exchange mechanisms and other international
developments. The tutorial identifies detailed
mechanisms of these methods that governments use to
track Bitcoin transactions like the IRS and provides
statistical analysis or types of tax evasion that
contributed greatly in monitoring digital currency

transactions worldwide among individual users.

2. Background
Bitcoin has gained huge popularity among digital

currency users because it was worth four times higher
than one ounce of gold in the year 2016-17.
Governments around the world like the Japanese
government actually legalized it as the payment
method and allowed businesses to use Bitcoin with
current currencies such as the Japanese Yen. Bitcoins
have been employed in daily commercial transactions
and can be traded all around the world. Investors
dealing with Bitcoin have played a crucial role to help
this digital currency to reach six times its normal worth
in 2016-17 [3]. The quick and sudden increase in
cryptocurrencies like Bitcoin has attracted a large

number of investors in the world to make their
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investments in this currency to achieve future
exponential returns. This digital form of currency
faced some issues due to the lack of government
supervision or any form of administrative control and
showed increased volatility among their users.
Additionally, the concept behind the supply of
cryptocurrency also attracted some investors when
they compared it with precious assets like gold or
diamond. But, the traders of bitcoin continued trading
it without any administrative or government control by
experiencing constant fluctuations in its value which

made its valuation extremely volatile [1].

Bitcoin has gained huge popularity among digital
currency users because it was worth four times higher
than one ounce of gold in the year 2016-17.
Governments around the world like the Japanese
government actually legalized it as the payment
method and allowed businesses to use Bitcoin with
current currencies such as the Japanese Yen. Bitcoins
have been employed in daily commercial transactions
and can be traded all around the world. Investors
dealing with Bitcoin have played a crucial role to,help
this digital currency to reach six times its normal worth
in 2016-17 [3]. The quick and sudden increase in
cryptocurrencies like Bitcoin has attracted a large
number of investors in the world to make their
investments in this currency to achieve future
exponential returns. This digital form of currency
faced some issues due to the lack of government
supervision or any form of administrative control and
showed increased volatility among their users.
Additionally, the concept behind the supply of
cryptocurrency also attracted some investors when
they compared it with precious assets like gold or
diamond. But, the traders of bitcoin continued trading
it without any administrative or government control by
experiencing constant fluctuations in its value which

made its valuation extremely volatile [1].

Bitcoin was the basis of growth worldwide because it
solved the double spending problem, a potential flaw
in which the same token be used twice. Bitcoin as a
digital currency contains files that can be duplicated
easily. So, it is traded in the form of a coin or unit of
digital currency with a mechanism to prevent a user
from using the same digital unit to multiple recipients.
It needed a central authority that was missing in the
trade of bitcoin as a digital currency globally that
needed verification of the units’ values offered to a
seller through a centralized clearinghouse [1]. It uses
the mechanism of proof-of-work that protects the coin
to be spent multiple times to different sellers in the
digital market. The solution to this problem needed no
central database that was easy to corrupt, such as a
bank'or,a federal government to regularize the trade of
digitalkeurrency. The buying and selling of Bitcoin
prevent this issue and resolves it in such ways that it
explicitly eliminates any need for a central authority or
a market-maker. In other currencies, a central bank or
national treasury is responsible to issue these
currencies at a national level. In the case of Bitcoin,
there is no need for a central government to control its
flow and it is free from government supervision
although not as much as before. Therefore, Bitcoin
works as an instrument in the digital currency market
without its own value that can be traded for goods and
services purely based on mutually-agree convention

among the users [3].

3. Objectives of Paper
The research tutorial is based on following aims and

objectives:

e To investigate government efforts to track
Bitcoin transactions worldwide

e To highlight the regulatory actions of the
governments of different countries to tackle
the problems associated with illegal trading of

cryptocurrencies
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e To examine the check and monitoring
mechanism that governments of different
countries have established to control huge
variations in Bitcoin transactions

e To evaluate methods the government has
established to overcome and monitor the trade
of digital currency on legal grounds

e To identify the importance of these methods
to legalize cryptocurrency transactions like
Bitcoin to achieve greater protection of digital

currency transactions worldwide

4. Importance of Research
The legalization of Bitcoin transactions has become an

issue for the central governments of different
countries. Bitcoin systems seem to be problematic for
the governments of these countries because they are
constantly facing the issues of money laundering and
other illegal activities and these problems could never
be overestimated. The Central banks have recognized
the importance of establishing a method or mechanism
to monitor the transactions of Bitcoin taking{lace to
and from their countries. According to the infermation
given by European Central Bank, the bitcoin has
presented no significant risks to the price stability, to
the financial systems operating in these countries and
the individual users of the digital currency system.
Therefore, the governments of some EU countries have
not recognized it important to establish a government
intervention system to control and monitor the bitcoin

transactions worldwide [4].

The research tutorial highlights that government
surveillance and monitoring are essential for Bitcoin
transactions to reduce illegal use of this form of
currency. But legalities are not still clear and there is a
considerable scope available for the legislators to
address the problems associated with Bitcoin
transactions that may arise from the utilization of

cryptocurrencies at a broader scale. Bitcoin users don’t

agree with the financial regulation of other currencies
when they trade in such an open and unregulated
environment without any oversight by the government
agencies in different countries. The financial
institutions in countries around the world serve for
different important activities such as depositing or
taking of their account holders, maintaining their
accounts, management of their payment transactions,
keeping the balance and providing balance sheet to the
account holders. The research tutorial identifies that
effective management and tracking of Bitcoin
transaction has become essential for the governments
to reduce possibilities of illegal transactions with the
involvement of Bitcoin because it is almost impossible
to shut dawn_cryptocurrencies since they operate

without a centralized system. [5]

5. Literature Review
TheBitcoin has been successfully employed in

markets and used by its owners for it is able to be
transported around the world without revealing the
identity of the users. However, BitCoins are not as
secretive as rumors say. The Internal Revenue Service
(IRS) has heen specifically used by the government
authorities to uncover all users of Bitcoins who have
not paid their taxes. The management of IRS has paid
Chainalysis to identify and detect the owners of digital
wallets that users employ to store Bitcoins. The co-
founder of Chainalysis has informed the IRS that they
have a database containing 25 percent of all Bitcoin
addresses by deploying millions of tags to help identify
and track the bitcoin transactions made between their
traders. It highlighted IRS giving the licensed authority
to companies such as Chainalysis, which is a
Switzerland based company with its office established
in New York. The company has become a part of IRS
campaign to track and monitor the transaction of
digital currency around the world of users who hide

from taxes.
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According to the information presented by the online
journal Fortune, the IRS claimed that only 802 people
declared their capital gains or losses related to Bitcoins
in 2015. Between 2013 and 2015, when large sums of
Bitcoins were sold in the US, the currency experienced
an exponential increase, from $13 to $1100, in its
value. The research pointed out many people trading
Bitcoins worldwide can cause Bitcoin-related tax
troubles, and the tracking capability of the IRS would
be helpful to track some of them to prevent this
situation. However, the IRS lacks the capability to
track and monitor all transactions. Currently, it tracks
transactions made with Bitcoins over $20,000, but
Chainalysis is likely to enhance the uneasiness of some
of the Bitcoin owners. Recently, some Bitcoin users
have also shown their resentment against exchanges
such as Kraken, Mt and Coinbase. Chainalysis has
developed their software to better track and monitor
without annoying Bitcoin users. Instead bringing us
back to the money we use today, it provides an
opportunity for Bitcoin users to conceal their identity,
without any need for exchanges to collect customer

information [7].

After winning a lawsuit against Coinbase recently, IRS
has started recording transactions worth over $20,000
made between Bitcoin traders from 2013 to 2015 [8].
The taxation authorities were assigned to collect taxes
from 14,355 accounts, accounting for around 9 million
transactions that took place between the account
holders of Coinbase. With the customer base of around
six million customers, Coinbase was brought under
government regulation and supervision where fewer
than 1,000 US citizens were found with cryptocurrency
holdings on their taxes. The IRS regulation has
revealed that Bitcoin investors must record all
transactions and taxpayers will need to know the exact
price at which they purchased and sold bitcoin by
identifying specifically which Bitcoin was used for

each transaction [9].

New York-based Perry Woodin created Node40
Balance with a software platform requesting the
Bitcoin users to report their capital gains and losses to
the IRS. It would be a better platform for those who
are investing in Bitcoin and need to pay their tax
liability. In the presence of a regulatory framework like
IRS from government authorities to track Bitcoin
transactions globally, it has now become difficult for
cryptocurrency traders to hide in the shadows away
from regulatory agencies like the IRS. The IRS has
started analyzing Bitcoin transactions since 2015 and
the battle of IRS with the Coinbase indicated that the
seriousness of the platform to crackdown on non-
compliance of the digital currency. IRS regulation has
indicated(that investors of Bitcoin now need to treat
their“digital,assets in the same ways as they would do
with any other investment. They need to keep track
and record their investments by using Bitcoin in the
presence of IRS to ensure that they have reports
available for their transactions from exchanges such as
Coinbase [10].

In 2014, the IRS issued their service guidelines and
instruction for their users to inform them about how
taxation will be applied to digital currency transactions
around the world. The government authorities of some
countries did not recognize Bitcoins as a
cryptocurrency. The government treat them in different
ways because Bitcoins were not issued by a sovereign
authority. The IRS was relatively a forward-thinking
body and was created with an objective to oversee and
track the records of Bitcoin transactions through a
well-coordinated software. Chainalysis was hired by
the agency to track the movements in the crypto-
economy. In 2016, the IRS summoned the most
popular currency exchange Coinbase, and as a result,
were bound to disclose the information of more than
14,000 users.
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The tax regulations of IRS on Bitcoin transactions
were only effective when they were applied to three
groups, including people who mine Bitcoin to generate
their level of income; secondly, those investors who
were interested investing in Bitcoin as a stock or
bonds; and third, the users or individuals who might
use it as a medium of exchange in their daily
transactions. The first two groups of individuals were
dealt properly by the governments according to the
guidance papers of IRS; however, the individuals using
Bitcoin to purchase goods or services were not given
the same treatment. Currently, IRS treats digital
currencies and virtual currencies like the Bitcoin as a
property for tax purposes and not for money purposes.
Therefore, it doesn’t treat Bitcoin as a foreign currency
and tax principles were imposed on the Bitcoin
transactions among their users worldwide according to
the guidance of IRS. It treats bitcoin operations similar
to a barter transaction. According to the guidance
paper of IRS, it will be applicable to the bitcoin with
same general tax principles that were applied to
property transactions to transactions using the virtual
currency sources regarding income tax and other
benefits. The creation of virtual currency, its receipt as
a gift or its utilization for the exchange of goods and
services and sale of the digital money for the real
currency, will be treated as a taxable income and tax
principles will be strictly applied on it [7].

A convincing argument was established in context of
Bitcoin transactions that it should be taxed under US
laws as capital asset income. The Internal Revenue
Code (IRC) was applicable to Bitcoin transactions to
track digital currency by defining it as a capital asset of
the property held according to Section 1221 of the IRS.
It indicated that things that were used for personal
purposes through digital currency will be taxed
according to the capital asset taxation system. The time
of asset clearance is important because it is applied to

the Bitcoin transactions involving capital assets.

Therefore, if a capital asset like Bitcoin is sold within
one year after purchasing it through online
transactions, the profits made from the sale will be
tracked and taxed as a regular income. In conditions,
when the capital asset is held for more than one year
after it has been acquired or purchased from another
trader, the profits will be taxed significantly lower in
terms of their capital gains over that period of time.
Therefore, Bitcoin transactions were made essentially
taxed as per asset capital tax whether things were held
by the individuals gaining or losing profits. The virtual
and digital currencies were treated as taxable income
and they were required to fulfill the following
requirements in compliance with the rules set by the
IRS and regulations for Bitcoin transactions

worldwide. The IRS has set rules and regulations for

4 Bitcoin transactions if their units were actually sold,

the sources of currency units with a fair market value
were purchased and were sold with the fair market
value [12].

6. Methodology

6.1 Qualitative and Quantitative Research
Government efforts to track Bitcoin transactions utilize

both qualitative and quantitative measures to collect
and analyze data. The research methods are critical to
giving directions to reviews and analyzing and proving
them through statistical methods. The literature review
section covered the main development of monetary
systems and Bitcoin transactions throughout the world
to expand attention among investors regarding
cryptocurrency. The research methods include those
adopted by governments of countries tracking Bitcoin
transactions. Statistical methods are preferred to track
Bitcoin tax evasions. Since Bitcoin has not been
deemed completely private for quite some time now,
many crypto-forensics experts claim to be able to track

transactions.
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6.2 Statistical Interpretation of Published

Data
The research tutorial conducts interviews including

financial institutions and entrepreneurs and present
data statistically to know and understand about the
phenomenal growth of Bitcoin at global level. The data
is collected through credible published primary and
secondary sources to observe and analyze data
regarding government efforts to officialize and track

Bitcoin transactions conducted at an individual level.

7. Analysis and Discussions
The Internal Revenue Service (IRS) has contributed

greatly in tracking and monitoring the Bitcoin
transactions in the domains of digital currency. The
research results showed investigations of IRS into
bitcoin transactions and indicated that only a smaller
fraction of virtual currency owners have reported
profits or losses in their annual returns. The new
document filed in the federal court of San Francisco
also highlighted the legal fight between the IRS{and
the Coinbase, a popular service used for the>seMing*and
buying of Bitcoins hosting over a million of customer
accounts. The IRS have used a computer-based
program to track the Bitcoin transactions in their
process of investigatin the misconduct of the digital
currency traders. IRS ran a computer-based analysis
and found that only a small fraction of people filed
form 8949 for a property description related to Bitcoin
from the repository of the millions of tax records [13].
Form 8949 was created by the authorities of IRS and it
was specifically used to track the Bitcoin transactions,
under current IRS rules, and it would require Bitcoin
owners to declare their profits. In some cases, the
research highlighted that the profits of the digital
currency users were increased from $13 to $1,100
during three years period from 2013 to 2015 for which
the agency is further investigating the information and

credibility of profit gains for Bitcoin investors.

The research paper covers the types of legislations and
government interventions created by each country to
track Bitcoin transactions and to confirm money
laundering and illegal transfers that have been
prevented by the government. It will explore and
discuss in detail the government efforts to track
Bitcoin transactions by discussing and analyzing
strategies developed and utilized by the IRS with its
contribution to track and monitor digital currency
transactions [6].

The research results also highlighted that apart from
money laundering, Bitcoin has increased complexities
for businesses and consumers in tax evasion with
virtual and digital currencies. Bitcoin transactions
offered an environment to their investors to avoid a
normal information exchange without a strict bank
secrecy provisions. Bitcoin transactions were
associated with characteristics that make it attractive to
tax evaders for criminal use and it is often seen among
their users as a super tax heaven. The bitcoin is
associated with the characteristics of decentralization
and anonymity that makes it attractive for tax evaders.
It was difficult for the government authorities or
financial institutions to intervene in the bitcoin
transactions to track their tax evasion activities. IRS
was established with the objectives to track the misuse
of Bitcoin as a digital currency cyber-based payment
system anonymously transferring illicit funds and
unreported income. The US government accountability
officer required IRO to track bitcoin transactions in
low-cost ways from virtual economies meeting basic
tax reporting requirements for transactions using
digital currencies developed and used outside virtual
economies. The management of IRS issued a guidance
paper in 2014 by indicating that it will track Bitcoin
transactions and impose tax on businesses and

consumers of the digital currency as a payment system
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and the regulatory compliance may be problematic
[11].

The data collected about the IRS activities of tracking
the bitcoin transactions from 2013 to 2015 indicated
that only 807 people reported a transaction on Form
8949 on the basis of their property description likely
related to bitcoin. In 2014, only 893 people showed
their transactions reported on the Form 8949 by using
the property likely related to Bitcoin; and in 2015, only
802 individuals reported that they made a Bitcoin
transaction according to their information presented on
the Form 8949. The results further revealed that it was
also difficult to locate the percentage of customers who
use Coinbase and only a smaller fraction of people
were reported using the Bitcoin transactions. Some of
the Coinbase accounts were reportedly non-US
citizens, while many others not conducted any
transactions [12]. The IRS accounts review system
enabled the agency to identify hundreds of thousands
of individuals who should have declared their bitcoin
income. Finally, it is still unclear what formsoof ‘ether
virtual currencies that IRS is tracking, but Cainbase
was the most popular platform where Bitcoin traders

exchanged their business or consumer transactions

with each other. The growing value of other virtual
currencies in the market indicated that firms that
offered such currencies could soon be tracked by the
IRS system. The research results clearly showed the
efforts made by IRS to track the transactions of Bitcoin
among the individual investors taking place around the
world. It makes IRS the most popular government
platform that contributed greatly in tracking the
Bitcoin transaction to bring the buyers and sellers of
virtual currencies in the asset capital tax domains [13].

7.1 Quantitative Analysis of Bitcoin

Transactions
In depth qualitative analysis of Bitcoin transactions

showed that around 16.8 million Bitcoins were traded
across theawerld before January 16 2018. Despite this
significant use, 107 countries of 251 countries
wonhldwige did not regulate Bitcoin transactions.
Aceording to the information collected on Bitcoin
legality by country, it revealed that a large number of
countries had made the utilization of Bitcoins legal and
didn’t see monitoring as necessary. Bitcoin
transactions are restricted and made illegal in a
minority of countries, often times countries comprised

mostly of Muslims.
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Bitcoin Legality by Country
colndance

L

= Legal Alogal Restricted ™ |liegal Unknown
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Figure 1: Legalit@wctions worldwide
O

Last year’s data of Bitcoin transactions ily 2018, 148, 141 on July 1, 162, 258 on July 7,
basis, excluding popular addresses, showed that 2018, 230, 531 on August 1 222, 137 on August 7,
352,796 transactions were conducted on January 2018, 202, 384 on September 1, 221, 423 on

7, 2018. The data indicated a declining trend in September 7, 2018, 233, 397 on 1* October, 213,
which it reached to 205,988 on February 7, 2018 562 on 7" October 2018, 271, 685 on 1%

and 227,031 on March 1, 2018 with minor November, 284, 591 on 7" of November 2018,
improvements. The Bitcoin transactions showed 234, 023 on 1% December, 241, 087 on 7™
continuous instability and reached 194, 380 on December 2018, 227, 739 on 1% January 2019 and
March 7, 2018, 129, 732 on April 1, 149, 177 on 250, 546 on 7" January 2019 according to the
April 7, 190, 682 on May 1, 195, 013 on May 7, information collected from Blockchain.com.

2018, 197, 202 on June 1, 198, 796 on June 7,
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Figure 2: Bitcoin Transactions on daily basis from January 2018 to January 2019.

The research results collected from Blockchain.com
highlighted the great volatility in the Bitcoin
transactions made on a daily basis, but remained stable
throughout the year from January 2018 to January
2019. According to the given set of data, Bitcoin
transactions peaked on January 2018, but started to
decline in transactions due to increased government
efforts to track Bitcoin transactions worldwide.
Governments agencies around the world sueh as,the
IRS has adopted different methods to track Bitcein

7.2 Quantitative Analysis of Government

Tracking Bitcoin Transactions
Governments around the globe have shown increased

worries on Bitcoin transactions because it is still
claimed as illegal in most countries. Bitcoin as the
digital currency was involved in some illicit activities
as it was used to avoid the supervision of government
authorities. Cindy Williamson, a specialist in anti-
money laundering, has revealed that law enforcement
community is much concerned about the frighteningly
high levels of technology used by criminals to operate
digital currencies like Bitcoin. Some cryptocurrencies
were freely traded without being tracked by identifying

the parties involved in their transactions. This has

transactions. The Bitcoin experienced significant
growth after,2013, where large numbers of people in
the USvand @reund the globe sold and invested in
digitaleurrency. The research described that only a
limited numbers of Bitcoin transactions were tracked
by governments agencies by using methods developed
by the IRS despite large numbers of Bitcoin
transactions taking place daily as shown in the figures
above with a quantitative analysis of bitcoin
transactions.

served as a reason for many old Bitcoin users to get
involved with money laundering crimes.
Cryptocurrencies, including Bitcoin transactions has
opened new possibilities for criminals to buy illegal
goods on the Deep web, the hidden part of the internet,
away from search engines such as Google, that can
only be accessed by certain gates. Bitcoin transactions
have also offered a little opportunity for governments
to track these activities by using different methods of
tracking these currencies. Digital currency is combined
with new technology and given an opportunity to the
financial analysts to monitor money-laundering
activities by identifying unusual patterns within the

flow of Bitcoins and other cryptocurrencies [15].
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Silk Road was one of the illegal route or marketplace
that the cryptocurrency traders had adopted to sell and
buy with digital currencies. The Dark web had given
an opportunity to illegal traders using the currency to
sell drugs, fire arms, fake ID documents, and child
pornographic content. Silk Road made $1.2 billion
revenues in its existence 2 years before it was shut
down on 2" of October 2013 by the authorities in the
United States. Since then, U.S government agencies
have taken strict actions of law enforcement towards
cryptocurrency-related activities based on illegal
grounds. The BitInstant was another illegal currency

trade site that provided a faster way to convert

Total Balances (milhions)

Balance Year End 2011

User Types Bitcoin \‘r}aslch St::u T.Jos.cgf Bitcoin
Active Investor 0.29 1.38 364 18,940 0.28
Passive Investor 1.66 7.54 20.63 32,996 246
Hybrid 278 13.11 3449 Q25347 439
Currency User 04! 1.94 510 31,780 0.74
Miner 276 13.02 3423 93,304 258
Tester 0.13 073 191 118338 0.17
Total 805 33.02 100 720,705 10.62

UsD

Value
373
32.96
58.82
989
3458
231
14229

traditional funds into Bitcoins. The founder of the
Bitlnstant was also eventually arrested by U.S.
authorities because one of his clients used Bitcoin for
money laundering activities. Out of different methods
the government used to track Bitcoin transactions, that
used by the Internal Revenue Service or IRS was the
most important method that was used to track Bitcoins
to give a track record to the taxation authorities.
Coinbase was brought under the government
supervision to oversee the customer base of six million
customers. According to the collected data on Bitcoin
users, the following quantitative results have been
found as shown in the figure.

2012 2013
* No.Of  pueoin  USD o Shure  No.OfUsers
Share Users Value
262 2621 052 3611 427 103559
23.16 86304 364 263026 2986 119,958
4134 1,529848 543 392832 4459 4,044,719
695 116,986 0.27 198.19 228 464 197
24 30 119,010 217 |,568.60 17.81 135,187
1.63 256072 045 10765 122 722,451
100 2190841 1218 8£.809.13 100 6722338

Figure 3.4 yPRs of Bitcoin Users with value in US $

The information collected in figure 3 depicts that
people were trying to hold Bitcoin as an asset of value
with the expectations predicting it will appreciate over
time. Evidence also shows that different users of
Bitcoin have made their choices according to their use
and they are categorized according to their approach
towards digital currency. The information collected
above was performed by SWIFT Institute on several
analyses to determine government tracking Bitcoin
transactions. According to the given set of data, users
of Bitcoin currency are identified as active users,

passive investors, currency users and testers, miners as

well as Hybrid users as shown in figure 3 above. The
percentage share of Bitcoin users according to four
categories was tracked for 2011, 2012 and 2013,
revealing that the share of Hybrid users was higher for
2011 with 34.49%, followed by miner users with
34.23%, passive investors with 20.63% and active
investors with 3.64%. Similarly, Hybrid users were
higher in value in comparison to active and passive
investors for 2012 and 2013. The results hint that the
tracking of Bitcoin investors was difficult because
people trading it disguise themselves as Hybrid and

Miner users despite being active users of Bitcoin.
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Bitcoins prices have been extremely volatility over the past
several years...
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In-depth analysis of Bitcoin transactions in Figure 4
showed that the price of Bitcoin fluctuated dangerously
over the past few years. The Bitcoin value was volatile
and had no stability in value as well as price offered to
customers on the market. The collected information in
figure 4 and 5 show that Bitcoin transactions illustrate
variations in terms of price and value because they

work under the concept of supply and demand, a
concept where prices rise if desire for the product is
high but availability of the product is low and vice
versa. Mining activity is used for the issuance of new
Bitcoins, but their proportion is small, yet significant.
The increasing demand of the Bitcoins is directly
associated with the deceleration of the coinbase, which
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indicates that the price of the Bitcoin will go
exponentially. So, the investors in the Bitcoin
investment can be categorized as well informed and
new investors. According to the collected data as
shown in the figures, well-informed investors of
Bitcoin transactions adopt long-term strategy and
expect Bitcoin prices to gradually increase over time.
However, fixing supply and scarcity may never be
helpful to reduce variations in the purpose of Bitcoin
transactions. Bitcoins will not be affected by variations
in interest rate, government action plans and even the
fluctuations in oil prices, unlike other assets and

currencies. The research results have shown that

8. Conclusions
The research paper investigated mechanisms and

procedures taken by government agencies to track and
monitor Bitcoin transactions. Bitcoin represented the
first decentralized form of digital currency that reached
huge popularity within the media and attracted a large
number of users. Empirical data on Bitcoin
transactions and recordings of information at the, IRS
was observed to show data about Bitcoin eXghanges.
According to data collected through Form 8949%f the
IRS principles, only a small fraction of people have
shown their transactions to the IRS thus calling intense
attention to the issue to control Bitcoin transactions
that will soon take place worldwide. The data has also
unveiled the tendency of Bitcoin users to trade as an
asset rather than a currency due to IRS regulations on
tracking Bitcoin transactions [10]. One interpretation
of the results suggests users of Bitcoin were buying
Bitcoin for the first time and wanted to keep it in their
exchange wallet for speculation purposes without any
intentions to use for future payments. Furthermore,
Bitcoins were utilized as asset by their traders who
supported the fact that Bitcoins returns were associated
with news events pertaining to the digital currency
market at a global scale. However, indicators have

shown that Bitcoin users were limited in both

variations in the Bitcoin pricing and value are difficult
to measure concisely. Unlike other traditional markets
and tracking, Bitcoin transactions are quite difficult for
governments to handle. Bitcoin is still new technology,
which has made it incredibly volatile in a relatively
short period of time. Therefore, the information
collected in above figures reveals that Bitcoin
transactions has not been widely affected due to
government regulations and tax treatment and they are
increasingly accepted amongst their buyers and sellers
as increasing acceptance to foreign direct investment in
countries where inflation is higher and higher returns

are expected in comparison to other currencies [14].

professionalism and objectivity and traded based on
attractive retarqs in the domain of digital currency
[11].

Thetesearch paper generally addressed the ongoing
debate about privacy and introduced significant events
such as document leaks by Edward Snowden and the
FBI's attempt to obtain a master key to all 10S devices.
The paper introduced an interesting point of view
proposed by Moxie Marlinspike. The paper progresses
to discuss more specific issues originating from
Bitcoin privacy. Some issues were tax evasions and the
creations of black markets due to the Bitcoin’s former
untraceability. The paper moves on to cryptocurrencies
coming into the spotlight as it gains popularity as a
base for black markets and other illegal activities such
as tax evasions. The paper then discusses the struggles
and trends shown in data collected on types of Bitcoin
transactions and possible explanations to Bitcoin’s
variable price.

The research paper investigated government attempts
to track Bitcoins specifically. In future research papers,
some possible topics may be on how the government
tracks not only Bitcoins but other famous
cryptocurrencies such as Ethereum. Other focuses may

be on specifics logistics involved in the algorithms for
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tracking Bitcoins or the different organizations
collaborating with the IRS such as
MONKEYROCKET, a VPN-like service used to tap
network equipment. Bitcoins were the first form of
decentralized cryptocurrency and has gained popularity
a recently during 2015. Along with its great popularity
came great issues and governments are making sure to

resolve them.
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