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ABSTRACT 

Vindictive programming or malware represents a 

significant source of security concern in this 

cutting-edge age as computer clients, companies, 

and governments witness an outstanding 

development in malware assaults. Ongoing 

malwares utilize polymorphic, transformative and 

other hesitant methods to change the malware 

practices, rapidly and to produce huge number of 

malwares. Since new malwares are 

overwhelmingly variations of existing malwares, 

Machine-Learning Techniques (MLTs) are being 

utilized recently to carry out a productive analysis 

on malicious applications/files. This requires broad 

feature representation, feature learning and feature 

engineering. There is an overall conviction among 

network protection specialists that Artificial 

Intelligence (AI)-fueled antimalware applications 

will help distinguish current malware attacks and 

improve filtering engines. This paper presents a 

Deep Learning Based Approach for malware 

detection. Our system uses a malware dataset 

which is made up 19612 files of both malware files 

and benign files which comprises of 72 columns. 

The Deep Learning Model was trained using a 

Deep Forward Neural Network Algorithm with an 

input data of 18929, a Dense layer of three, two 

input layers and one output layer, batch size of 32 

and an epoch value of 50. After training, our 

system obtained an accuracy of about 99.94%. The 

model was saved and deployed to web using python 

framework for a real time detection and 

classification of malicious applications and benign 

application. We also compared our trained model 

with other existing system, and our proposed model 

outperforms other existing model in terms of 

accuracy. This made our proposed model to have a 

very less number of false positive and negative 

rate. 

Keywords: Malware, Deep Learning, Feed 

Forward Neural Network, Python Flask. 

 

1. INTRODUCTION 

A concise glance at the historical backdrop of 

malicious application gives us a reminder that the 

presence of malware attacks has been with us since 

the beginning of computing. The earliest reported 

virus showed up during the 1970s. It was known as 

the Creeper Worm and was a trial self-imitating 

program that replicated itself to control systems 

and showed the message: "I'm the creeper, get me 

in the event that you can". Afterward, in the mid-

80s, seemed Elk Cloner, a boot-area virus that 

focused on Apply II PCs. From these basic 

beginnings, an enormous industry was conceived 

and, from that point forward, the battle against 

malware has never halted. By its vibes, this battle 

ended up being an endless and repeating weapons 

contest: as security scholars and analysts improve 

their guards, malware engineers keep on 

developing, discovering new infector vectors and 

upgrade their muddling methods. Malware attacks 

keep on extending vertically (for example numbers 

and volumes) and on a level plane (for example 

types and usefulness) because of the chances given 

by mechanical advances. Social Networks, 

Internets, smart devices, IoT gadgets, etc, make it 

workable for the production of smart and refined 

malware [1].  

Malware can be defined as program or application 

that intended to invade or harm a computer system 

without the individual assent. Malware is really a 

nonexclusive definition for all sort of computer 

attacks. A basic arrangement of malware comprises 
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of document infectors and independent malware. 

Another method of ordering malware depends on 

their specific activity: worms, indirect accesses, 

Trojans, rootkits, spyware, adware and so on. 

Malware discovery through norm, signature based 

strategies is becoming  more troublesome since all 

current malware applications will in general have 

numerous polymorphic layers to keep away from 

recognition or to utilize side instruments to 

naturally refresh themselves to a fresher variant at 

brief timeframes to stay away from identification 

by any antivirus programming [2] 

Vindictive programming or malware keeps on 

representing a significant security worry in this 

advanced age as PC clients, companies, and 

governments witness an outstanding development 

in malware assaults. Ongoing malwares utilize 

polymorphic, transformative and other hesitant 

methods to change the malware practices rapidly 

and to produce huge number of malwares. Since 

new malwares are overwhelmingly variations of 

existing malwares, Machine-Learning Techniques 

(MLTs) are being utilized recently to carry out a 

productive analysis on malicious applications/files. 

This requires broad feature representation, feature 

learning and feature engineering. During the most 

recent decade, artificial intelligent (AI) has set off 

an extreme change in numerous areas, including 

network protection. There is an overall conviction 

among network protection specialists that AI-

fueled antimalware applications will help 

distinguish current malware attacks and improve 

filtering engines. Proof of this conviction is the 

quantity of studies distributed over the most recent 

couple of years on malware location strategies that 

influence Artificial Intelligent [3]. 

2. Related Works 

The rise of machine learning for detection and 

classification of malware: Research developments, 

trends and challenges [1] provides a systemized 

and a comprehensive overview of Machine-

Learning methods for and a Deep learning 

Algorithms for malware classification. This 

research carried out a survey on the following: (1) 

it gives a total illustration of the techniques and 

features in a conventional Machine-learning work 

process for malware recognition and classification, 

(2) it investigates the difficulties and limits of 

conventional Machine Learning, and (3) it 

examines late patterns and improvements in the 

field with extraordinary accentuation on Deep 

learning Techniques. Furthermore, (4) it presents 

the examination issues and strange difficulties of 

the state of the art methods and (5) it talks about 

the new headings of exploration. The review assists 

analysts with having a comprehensive 

understanding of the malware recognitions and of 

the new findings and developments of exploration 

investigated by established researchers to handle 

the issue. 

MalDozer: Automatic framework for android 

malware detection using deep learning [4] 

developed an android application called MalDozer. 

This android application depends on series 

classification utilizing deep learning techniques. 

Beginning from the raw arrangement of the 

application's API strategy calls, MalDozer 

consequently separates and learns the vindictive 

and the favorable examples from the real examples 

to iddentify Android malware. MalDozer can be 

used as a malware detection tool for Android 

devices that isn't just conveyed on ser, but also on 

smartphones and even IoT gadgets. They assess the 

MalDozer application on numerous Android 

malware datasets going from 1 K to 33 K malware 

applications, and 38 K benign applications. Their 

outcomes show that MalDozer can effectively 

identify malware and classify them to their genuine 

families with a F1-Score of 96%e99% and a false 

positive rate of 0.06% e2%, on a complete testing 

dataset. 

Deep Android Malware Detection [5] propose a 

novel framework to detect/classify malware on 

android devices. The proposed framework made 

use of a Deep Convolutional Neural Network 

algorithm (CNN). Classification and recognition of 

Malware is dependent on static breakdown of the 

crude opcode series from a dismantled program. 

Features demonstrative of malware are naturally 

taken in by the network from the crude opcode 

series, therefore, eliminating the requirement for 

hand-designed malware features. The network 

configuration likewise permits the utilization of 

long n-gram like features, not computationally 

applicable with existing techniques. Once prepared, 

the network can be proficiently executed on a GPU, 

permitting an exceptionally huge number of files to 

be scanned rapidly. 
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A Multimodal Deep Learning Method for Android 

Malware Detection using Various Features [6] 

proposes a novel system that will identify malwares 

on Android devices. Their system utilizes different 

sorts of features to mirror the properties of Android 

applications from different viewpoints, and the 

features are refined utilizing a fact based or 

comparability based component extraction 

technique for efficient feature depiction on 

malware recognition. They also proposed a 

multimodal Deep Learning Technique to detect 

malware applications/files. To evaluate the 

performance of their model, they carried out 

various experiments with a sum of 41,260 

examples. They contrasted the exactness of their 

model and that of other Deep Neural Network 

models. Moreover, they evaluated their framework 

in various aspects including the efficiency in model 

updates, the usefulness of various components, and 

component representation strategy. In addition, 

they compared the performance of their framework 

with those of other existing techniques including 

deep learning based approach 

Robust Intelligent Malware Detection Using Deep 

Learning [3] evaluates traditional Machine-

Learning Techniques and Deep learning designs for 

malware discovery, classification and grouping 

with both public and private datasets. The train and 

test parts of public and private datasets utilized in 

their exploratory investigation are disjoint to one 

another, and are gathered in various timescales. In 

addition, they propose a novel picture handling 

strategy with ideal boundaries for Machine-

Learning Techniques and Deep-Learning models. 

An extensive test assessment of these techniques 

demonstrate that Dee-Learning Techniques 

outperforms other existing Machine-learning 

Algorithms. In general, their work proposes a 

viable visual discovery of malware utilizing a 

versatile and composite Deep-Learning system for 

real time execution. 

A state-of-the-art survey of malware detection 

approaches using data mining techniques [7] 

presents an orderly and definite review of the 

malware recognition tools utilizing Data Mining 

methods. In In addition, it classify the malware 

recognition approaches in two principle 

classifications including signature based strategies 

and behavioral based strategies. The primary 

commitments of their work are: (1) giving a 

rundown of the current moves identified with the 

malware detection approaches in Data mining, (2) 

introducing a precise and arranged outline of the 

current ways to deal with Machine-Learning 

components, (3) investigating the design of the 

huge techniques in the malware detection approach 

and (4) examining the significant elements of 

classifying malware approaches in the Data mining. 

This study assists scientists to have an overall 

knowledge of the malware recognition escaped and 

for experts to do subsequent assessments. 

Significant Permission Identification for Machine 

Learning Based Android Malware Detection [8] 

introduce SIGPID, a malware recognition 

framework dependent on authorization use 

breakdown, to adapt to the quick expansion in the 

increase of Android malware. They also developed 

3-levels of pruning by mining the consent 

information to recognize the main authorizations 

that can be compelling in recognizing benign and 

malicious applications. SIGPID make use of 

Machine-Learning based classification techniques 

to characterize various categories of malware and 

benign applications. Their evaluation shows that 

only 22 authorizations are important. They 

compared the performance of their method, 

utilizing just 22 consents, against a baseline 

method that analyze all authorizations. Their 

outcomes show that when Support Vector Machine 

(SVM) is utilized as the classifier, they can 

accomplish more than 90% of accuracy, recall, 

precision, and F-measure, which are equivalent to 

those produced by the baseline method. They 

compared against other state-of-the-art methods. 

Their proposed SIGPID is more successful by 

distinguishing 93.62% of malware in the 

informational collection, and 91.4% obscure/new 

malware tests. 

A Survey on Malware Detection Using Data 

Mining Techniques [9] carried out an overview on 

malware recognition utilizing Data mining. They 

initially give a short survey on malware just as the 

counter malware industry, and present the 

mechanical requirements on malware recognition. 

They also carried out an overview on smart 

malware identification strategies. In these 

strategies, the cycle of recognition is generally 

separated into two phases: include components 

extraction and clustering. The exhibition of smart 

malware detection approaches basically rely upon 
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the extricated components and the approaches for 

clustering. They give a thorough examination on 

both the component extraction and the clustering 

methods. They likewise examine the extra issues 

and the difficulties of malware recognition utilizing 

Data mining strategies, lastly they predicted the 

patterns of malware improvement. 

3. Methodology 

 
Figure 1: Architecture of the proposed system 

A brief description of the proposed system 

architecture is as follows: 

Dataset: The dataset was downloaded from 

kaggle.com. The dataset is made of 19612 files 

which comprises of both malicious files and benign 

files. The dataset is made up of 72 columns. The 

malware data was collected from Virushare.com 

which is an open source respiratory where users 

can download malware data once verified. 

Data Pre-Processing: This has to do with data 

normalization, cleaning, transformation, instance 

selection e.t.c. Here we checked if the dataset is 

clean by plotting a graph using 

sns.heatmap(dataset.isnull()). The sns is a seaborn 

library in python in which we imported as sns. This 

can be seen in figure 2. 

 

Figure 2: showing the cleaned dataset.  

The dataset is shown to be clean because they are 

no dotted lines found in the above graph. If they are 

missing values or null values, it will be indicated in 

the above graph by showing some dotted lines. 

Feature Extraction: This has to do with the 

selection of features or columns that will be used in 

training the deep learning model. Here we created a 

new dataset by selecting two important 

features/columns from the original dataset. This 

columns are Name and Malware. The Name 

Column is made up of 19612 applications and files 

that are of both malware and benign while the 

Malware column contains values that are 0 and 1, 

where 0 signifies benign files and 1 signifies a 

malware file (Unsafe). 

 

Figure 3: New created data by means of feature 

extraction  

Deep Learning Algorithm: Here we used a Deep 

feed forward neural algorithm in training our 

trained model for malware classification/detection. 

A feed forward neural network consists of inputs, 

hidden layers and an output layer which can be one 

output or two output etc., depending on your 

classification. Here, our output layer is one (1).  

Building the Model: The model will be built using 

Tensorflow Framework with Keras application 

with an input shape of 18929 input neurons, a 

dense layer of three, activation = „relu‟ for the 

input layers, activation = „sigmoid for the output 

layer, optimizer = „sgd‟, and loss = 

„binary_crossentropy‟.  

Make Classification: This has to do with the 

deployment of our trained model to web using 

python flask framework so that users can upload 

various applications and files into the system, in 

other to classify if it‟s a malicious one or not 
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Table 1. Mathematical representation of Matrix 

Evaluation 

Definition  Formula  

Accuracy 𝑇𝑃+𝑇𝑁 

  

𝑇𝑃+𝐹𝑁+𝑇𝑁+𝐹𝑃 

Error                   1-accuracy  

Recall   𝑇𝑃 

  

 Precision   

F-measure   

  

             

𝑃𝑟ⅇ𝑐𝑖𝑠𝑖𝑜𝑛+𝑅ⅇ𝑐𝑎𝑙𝑙 

 

4. Result and Discussion 

This system uses a malware dataset, which is made 

up 19612 files of both malware files and benign 

files which can be seen in Figure 4. Figure 4 shows 

the total number of benign files and malicious files 

in the dataset. The dataset consists of 72 columns 

but just two columns are used. The malware files 

was collected from virushare.com, which is an 

open source platform where researchers all over the 

world can request for malware files for the 

purposed of developing an application that will 

detect malicious applications. We also generated 

some benign files from our local machine and 

added them to the stated dataset. This dataset was 

has been pre-processed by converting all characters 

to numbers (0s and 1s). We created a new dataset 

by taking just two relevant features from the stated 

dataset that will be used for training. This features 

are the Name feature and the Malware feature. The 

name feature/column consists of both files that are 

malicious and files that are benign, while the 

Malware feature/column consists of binary digits of 

0s and 1s, where 0 represents benign files and 1 

represents malicious files. For proper data fitting 

we concerted the Name feature/column to arrays 

using CountVectorizer function which will 

imported from sklearn.feature_extraction.text 

library. After successful conversion of the Name 

feature/column to array, our new dataset was being 

split into a training data and a test data, were 80% 

of the data was used for training and 20% will be 

used for testing. After this process, we then pass 

our training data to a deep feed forward neural 

network algorithm for training. This feed forward 

neural network algorithm was trained using an 

input data of 18929, a Dense layer of three, two 

input layers and one output layer. For the input 

layers, relu is used as the activation function while 

sigmoid is being used as the activation function for 

the output layer, a batch size of 32 and an epoch 

value of 50. The epoch value has to do with the 

number of training steps. The first 19 training steps 

can be seen in figure 5. After successful training, 

we had an accuracy of about 99.98% which can be 

seen in figure 6. After successful training, our 

trained model was deployed to web using python 

flask. We created a mini website where users can 

upload various applications and files to check if the 

applications and files are malicious or benign. This 

can be seen in Figure 7 and 8. Table I shows 

comparison of our trained model with other 

existing models in terms of training accuracy.  

 

Figure 4: A count plot of both malicious files and 

benign files in the dataset. 
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5. FIGURES/CAPTIONS 

Place Tables/Figures/Images in text as close to the 

reference as possible (see Figure 1). It may extend 

across both columns to a maximum width of 17.78 

cm (7”). 

Captions should be Times New Roman 10-point 

bold. They should be numbered (e.g., “Table 1” or 

“Figure 2”), please note that the word for Table and 

Figure are spelled out. Figure‟s captions should be 

centered beneath the image or picture, and Table 

captions should be centered above the table body. 

Figure 5: Training process with loss values and accuracy of the first 19 epoch. 

 

Figure 6: graphical representation of training accuracy on each training step.  
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Figure 7: graphical representation of the loss values obtained on each training step. 

 

 

Figure 7: Deployment of our trained model to web. 

Here, we created a mini website where users can upload various applications to check if they are malicious one 

or benign. Here we uploaded KMsauto.exe application and it classified the application as benign. 
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Figure 8: Deployment of our trained model to web. 

 

Here, we created a mini website where users can upload various applications to check if they are malicious one 

or benign. Here we uploaded file that seems to be corrupted and the model detected it to be a malicious one. 

 

 

Table 1: Result Comparison with other Existing System 

Name of Author/Year of 

Publication 

Title Results 

Hemant et.al. (2019) Malware Detection using Machine Learning and Deep 

Learning 

RF:99.78% 

DNN:98.99 

Vinayakumar et.al. (2019) Robust Intelligent Malware Detection Using Deep Learning CNN:99.90% 

Xiang Huang et.al. (2021) A Method for Windows Malware Detection Based on Deep 

Learning 

Model A: 

82.590% 

Model B: 

92.50% 

Our Work (Taylor et.al. (2021) A Deep Learning Based Approach for Malware 

Detection/Classification System 

DFNN: 

99.94% 

 

The above table showed how our proposed model outperforms other existing methods in terms of accuracy. 

Therefore having a lower false negative and positive results.  

 

 

5. Conclusion and Future Work 

Vindictive programming or malware represents a 

significant security concern in this innovative age 

as PC clients, companies, and governments witness 

an outstanding development in malware assaults. 

Ongoing malwares utilize polymorphic, 

transformative and other hesitant methods to 

change the malware practices rapidly and to 

produce huge number of malwares. Since new 

malwares are overwhelmingly variations of 
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existing malwares, Machine-Learning Techniques 

(MLTs) are being utilized recently to carry out a 

productive analysis on malicious applications/files. 

This system presents a Deep Learning Based 

Approach for malware detection. This system uses 

a malware dataset which is made up 19612 files of 

both malware files and benign files which 

comprises of 72 columns. The Deep Learning 

Model was trained using a Deep Forward Neural 

Network Algorithm with an input data of 18929, a 

Dense layer of three, two input layers and one 

output layer, batch size of 32 and an epoch value of 

50. After training, our model obtained an accuracy 

of about 99.94%. The model was saved and 

deployed to web using python framework for a real 

time detection and classification of malicious 

applications and benign application. This system 

can further be extended by creating a desktop 

application that will automatically detects malware 

applications and files if they exist any. together 

(such as Section 3 and subsection 3.1), use no 

additional space above the subsection head. 
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