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ABSTRACT

This Paper contributes to the development of a
structured and objective methodology for assessing
and comparing loT device security in healthcare
environments. It also recommends security practices
including  network  segmentation, biometric
authentication, and the implementation of IT asset
management (ITAM) solutions

The exponential adoption of Internet of Things (IoT)
devices in the healthcare sector has revolutionized
medical diagnostics, treatment, and patient
monitoring. However, this connectivity introduces
significant cyber security challenges due to the
sensitive nature of the data involved and the
heterogeneity of device architectures. This study
investigates the critical security concerns in IoT-
based healthcare systems, focusing on threats such
as data breaches, unauthorized access, malware
attacks, and vulnerabilities arising from inadequate
device security. The research underscores the
importance of protecting Confidentiality, Integrity,
and Availability (CIA) of data, as healthcare data is
highly valuable and regulated under strict
compliance frameworks like HIPAA.

To systematically evaluate the security of IoT
medical devices, the study proposes a Fuzzy
Analytic Hierarchy Process (FAHP)-based multi-
criteria decision-making model. This model
integrates expert judgments to assess five key
security  attributes:  confidentiality, integrity,
availability, authentication, and authorization. Six
device alternatives were analyzed using fuzzy logic
to quantify subjective assessments and reduce bias.
The results identified the most secure device
alternative (D6) based on its highest closeness
coefficient to the ideal security profile.

Keywords: 10T, Healthcare, Remote monitoring,
protected health information (PHI)

INTRODUCTION

IoT systems are increasingly being linked to the
Internet, doctor's office networks, as well as other
IoT devices in order produce tools for improving
health care as well as enhance healthcare
professionals' power to cure patients. These same
characteristics raise the possibility of cybers security
risks. Healthcare systems, like some other software
systems, could be vulnerable to unauthorized access,
which can jeopardize the device's efficacy and
safety. Potential threats cannot be completely
eradicated, and lowering cybersecurity risks is
particularly difficult. To effectively manage
cybersecurity risks in the health care landscape,
producers, hospitals, as well as infrastructure must
collaborate. [1-5] Interconnected IoT devices as well
as different mobile health (mHealth) technological
advances have the capacity to change health care,
and even though they could also be a platform that
reveals patients as well as health care practitioners
to safety and information security consequences
such as being breached, infected with a virus, and
susceptibletounauthorisedaccess.Patientsafetyconce
rns,suchasharmordamage,area major concern due to
networked healthcare industry security flaws;
vulnerable IoT devices can also be utilized to target
other parts of a network at the same time. The
techniques and practices that preclude unauthorized
users from gaining unauthorized access to or
manipulate over IoT equipment as well as the
information they produce are referred to as IoT
device cyber security. IoT device cyber security can
be thought of as a subset of IoT cyber security [6-8].
Moreover, there are some substantial variations
among IoT security in broad sense as well as [oT
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device cybersecurity in general and especially. The
most significant distinction is that the data derived
byor saved on IoT devices is frequently so private
that it presents an especially significant danger [9].

It's one thing for an attacking player to gain access
to ones loT thermostat as well as gain knowledge
that what temperature configurations users use; it's
really quite another for a malicious actor to gain
access to information about a patient’s pulse rate as
well as blood pressure, or to gain control of a IoT
device implanted in a patient. Specific information
could be applicable to HIPAA regulatory standards.
Any health data that enables the patient to be
identified is considered personally identifiable
information (PII). Personally identifiable wellness
information electronically stored is referred to as
protected health information (PHI). Companies that
are unable to secure such information may face
penalties. IoT device security differs from IoT
security in broad sense due to distinctions in how
IoT device network’s function, the consistency of
IoT devices, as well as the complexity of
implementing security fixes or software updates.
Figure 1.1 illustrates the healthcare data breach
report spanning from 2015 to 2024.

Figurel: Healthcare data breach report 2015 to

2024 (Source: HIPAA Journal)
Hundreds of network devices, which would include

No of data breaches

800

monitoring unif, wearable technology, monitors,
process flow, image processing, as well as patient
data systems, are used in an usual hospital today.
Such touchpoints provide several benefits for
improved patient care; moreover, numerous loT
connected devices total absence robust security and
could be used to gain access to the hospital's
channel. In-home telehealth IoT equipment, like that
usage to observe a patient's sugar levels or heart rate,
are another prospective weak link. When
information is wirelessly transmitted to health
personnel via the open internet or perhaps a
vulnerable Wi-Fi connectedness, the hospital's
system becomes transiently susceptible to a
cyberattack [14, 15].

1.1Reasons for Healthcare Security Issues:
Healthcare organizations are a popular target for
cyber criminals for a variety of causes. Here are the
five most important.

Healthcare data is valuable.

Patient data holds immense value in the healthcare
industry. Healthcare organizations handle wvast
amounts of sensitive patient information, making
their networks and smart devices prime targets for
hacking attempts. According to IBM Security's
annual survey, while the average cost of a data
breach across all industries in 2020 was $3.86
million, the healthcare sector incurred the highest
industry-average expense of $7.13 million. By
investing in security interoperability, digitization,
and response measures, healthcare professionals can
significantly mitigate the risks of breaches,
computer viruses, and costly non-compliance
penalties from regulations such as HIPAA and the
European Union's General Data Protection
Regulation.

1.2 IoT devices are susceptible to hacking
vulnerabilities.

The large network of interconnected IoT equipment
of differing standards and producers creates security
upkeep particularly difficult for IoT IT specialists.
Whilst also IoT equipment do not always store
massive volumes of patient information, they could
be used by intruders to gain access to data-rich data
centers. To lower transaction expenses and
destruction caused by unauthorised access, the IoT
industry should keep these points of entry up to date
as well as protected.

1.3 Lack of sufficient education among
healthcare staff regarding data security risks.
Cybersecurity threats on IoT equipment could be
hazardous, even fatal. In September 2020, a
ransomware threat disrupted the intake of new
patients as well as forced sick patients to be rerouted.
Whereas the hospital worked to restore solutions,
few death occurred. Everybody in the healthcare
organisation is a participant of the security team
because they have access to linked equipment as
well as networks that store susceptible patient data.
That is why, in order to prevent unauthorised access
to private information, user and the staff must adopt
a zero-trust authentication scheme.
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1.4 Patient data is shared with multiple
healthcare providers through remote means..
Telemedicine as well as collaborative effort among
healthcare doctors have greatly increased the
patient's chances of receiving the highest quality of
care. Moreover, safeguarding patient information in
a virtual space is becoming increasingly difficult. To
recognise and confer access to authorised individual
people across devices as well as locations, numerous
companies are leveraging multifactor as well as risk-
based verification mechanisms. Predicated on
suspicious behaviour, IT supervisors can increase
the rigour of the verification process.

1.5 Smaller healthcare organizations are easier
targets.

Because major hospital organisations hold the much
more patient data, they are the most precious targets
for potential attacks. Smaller companies, on the
other hand, have very few assets to devote to
cybersecurity, trying to make them much easy
pickings for cybercriminals. If ones practise is a
small one with few resources, they should
concentrate the cyber resilience on governance, risk
assessment, and statutory requirements. Individuals
can safeguard the patients' information in the cloud
settings, tremendously reducing the sophistication
of IT and security that your company is accountable
for, because cloud technology companies frequently
manage software updates and security preservation.
Endpoint controls, as well as identity as well as
access management, are used to defend and maintain
IoT equipment, as well as to guarantee wireless
connectivity.

PROPOSE METHODOLOGY

2.1 Hierarchy for the Evaluation

IoT device therapeutic approaches are now
becoming crucially influential, entering new
markets throughout the world as well as offering
technological  breakthroughs in preventative
medicine for a variety of diseases. Furthermore, of
that kind approaches may pose both consistent as
well as unprecedented risks, with immediate life-
threatening consequences in some instances.

Table 1 offers a concise summary of the numerous
factors employed throughout the assessment
procedure for IoT device protection.

D1 !

4 Integrity (F2) &

Medica! Device Sscurty |/ [+ Y
Evaluation F —-l Avadability (F3) K_'

I ANS Y
i

\i Authensication (F4) {

N Authorization (F5) ! \

03 \

Figure2: Structural Diagram for Assessing
Security of IoT devices

2.2 Fuzzy AHP Method

Multiple-criteria decision-making (MCDM) as well
as multiple-criteria decision analysis (MCDA)is
indeed an efficiency measurement sub-discipline
which expressly analyses multiple contrasting
criteria in planning process. In thoroughly
reviewing, contradictory criteria are common: cost
or product cost is generally one of the key
requirements, as well as some quality measure is
generally another criterion, quickly at odds with the
cost. Cost, convenience, safety, as well as fuel
efficiency could represent some of the key
requirements we think about when buying a car - it
is strange for the cheapest model tobe the most
pleasant as well as safest. Managers in asset
management want to maximise returns while
minimising risks; even so, stocks with the potential
for high returns generally pose a significant risk of
incurring losses. Customers’ satisfaction as well as
the expense of providing facility are fundamentally
opposing characteristics in the hospitality industry.
Generally people weigh set of criteria tacitly in their
everyday routines as well as may be content with the
implications of such decisions taken solely on
empiricism.

Whenever the implications are high, however, it is
critical to properly construct the challenge and
expressly examine different criteria. In addition to
the extremely complicated issues involving
numerous criteria in deciding whether or not
construct a nuclear electricity plant, however there
are also various parties who really are seriously
influenced by the implications.
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Figure3: Flowchart of Fuzzy AHP

decision matrix.
Table 2: A normalized decision matrix

Fl 72 3 T4 75

DI (05230761, | (0512,0.759, | (0.577.0 821, | (0.469.0.713, | (0433,0.673
1.000) 0.934) 0.973) 0.892) 0.880)

D2 (04480682, | (0.496,0.742, | (0.463,0.707, | (0.480,0.724, | (0.450,0.695,
0.883) 0.934) 0.886) 0.908) 0.902)

D3 (04480682, | (0534,0.781, | (0512.0 745, | (0528.0.772, | (0.510,0.749
0.910) 0.962) 0.924) 0.930) 0.935)

D4 (04430671, | (0.496,0.742, | (0.480,0.724, | (0.496.0.740, | (0.499.0.744,
0.878) 0951 0.930) 0.935) 0.962)

D5 (0491.0.729, | (0479,0.726, | (0.501,0 745, | (0.453.0.696, | (0.520.0.766
0.920) 0912) 0.946) 0.892) 0.984)

D6 (0.586,0.820, | (0.595,0.841, | (0.631,0.875, | (0.626,0.870, | (0.613,0.858,
0.989) 1.000) 1.000) 1.000) 1.000)
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Where v * is the top-most value of 1 for all the alternatives and also vl is the lowest value
i

of i for all the alternatives. B and C portray the positive as well as negative ideal

solutions, respectively.

Table 3: The weighted normalized decision

RESULT ANALYSIS

The alternative options are assessed based on
multiple attributes, and the results of the decision
matrix are presented below. It should be noted that
if multiple qualified professionals are involved in
the evaluation, Table 4.1 displays the arithmetic
mean of their assessments.

Tablel: Decision Matrix

Fl F2 F3 F4 F3
D1 (4.378,6378 (4.156,6.136, (4.733,6.733, (3.8445.844, (3.333,5.480
$378) 7578) 7978) 7311) 7.178)
D2 (3.736,5.711 (4.022,6.022, (3.800,5.800, (3.933,5.933, (3.667,5.667
7400) 7378) 7.267) 7444) 7356)
D3 (3.736,5.711 (4333,6.333, (4.200,6.111, (4.333,6333, (4.1366.111
7.622) 7.800) 7378) 7.622) 7.622)
D4 (3.711,5622 (4.022,6.022, (3.933,5.933, (4.067,6.067, (4.067,6.067,
7336) 7.711) 7622 7.667) 7.844)
D3 (4.111,6.111 (3.889,5.880, (4.111.6.111, (3.711,5.711, (4244624
7711 7400y 7311 8.022)
D6 (4.911,6.867 (4.822,6.822, (3.133,7.133, (3.000,7.000
8.289) 8.111) £200) 8.136)
ay by ¢
N T 1} . - . cs . 3
| S ;. C=max ¢ ;Positive ideal solution
L I i

§=(3,4 .4

¢ by oay

bl

; a-=min a_; Negative ideal solution
[ |

The following Table4.2 depicts the normalized

matrix

F1 F2 3 F4 Fs

D1 (0.105,0.132.0. (0.102,0.132.0. (0.115.0.164.0. | (0.094,0.143.0. | (0.087,0.1330
200) 187) 195) 178) 176)

D2 (0.090.0.136.0. (0.099,0.148.0. (0.093,0.141.0. | (0.096,0.145.0. | (0.090,0.139.0
177) 187) 177 182) 180)

D3 (0.090,0.136.0. (0.107,0.136.0. (0.102,0.149.0. | (0.106,0.154.0. | (0.102,0.150,0
182) 192) 185) 186) 187)

D4 (0.089.0.1340. (0.099.0.1480. (0.096.0.143 0. (0.099.0.1480. (0.100,0.149.0.
176) 190) 186) 187) 192)

D3 (0.098.0.146.0. (0.096,0.1450. (0.100,0.149.0 (0.091,0.1390 (0.104,0.1530.
184) 182) 189) 178) 197)

D6 (0.1170.164.0 (0.119.0.168.0. (0.1260.173.0. (012501740 (0.123,0.1720.
198) 200) 200) 200) 200)

4. CONCLUSION
The present healthcare system has become

increasingly digitized, providing more accessibility
than ever before. This transformation has led to
substantial advantages for both patients and
healthcare providers. When patient information is
maintained electronically, health professionals can
quickly access and update accurate records. The
improved efficiency of treatment that this enables
can save lives, as well as organizations around the
world are doing every thing they can to ensure that
their advanced technologies establish at the very
same speed as the business as a whole. Furthermore,
there are significant challenges as
intimidations, as with any incredibly quickly digital

well as

transformation process. Technological
advancements, in specific, bring with them fresh
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safety issues. Health care system and other
infrastructure must make substantial investment
opportunities in secure information managerial
initiatives, with trained and experienced group
members in charge of putting such procedures into
practice.

Development without protection is a risky
proposition, and the fact that healthcare institutions
collect so much confidential information tries to
amplify this in the health sector. People should be
anticipated to comprehend as well as impose
industry-specific ~ data  security = suggestions
influencing health practitioners, as well as go
beyond and above some these minimum
requirements to demonstrate cutting-edge data
security techniques, in order to participate in secure
healthcare information preparation. While acquiring
on [oT data security appears to be a difficult task, it's
also correct that generally contains would then be on
the rise for several generations to come. Individual
people may become an essential component of a
firm's related to the management procedures group
by having taken on such roles and responsibilities.
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