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Abstract - Now a days we have a lot of data which is being generated from modern information systems and digital
technologies, some of them like cloud and internet of things. Though we get lot of data it is very difficult to analyze that data
for extracting knowledge for decision making. Today analyzing of such data is essential which we call big data analysis. It is
a vast area for research and development. This paper gives a basic idea of what big data is and it gives you a summary of
big data challenges, open research issues and various associated tools. Additionally it helps researchers to develop

solutions based on challenges and open research issues.
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I. INTRODUCTION

The source of data is generated by fast transition of
digital technologies which lead to growth of big data.
The collection of large datasets from these devices are
difficult to process wusing traditional database
management tools or data processing applications.
Generally these data are in petabytes and beyond. They
may be structured, unstructured or semi structured. The
Volume, Velocity and Variety which are referred to the
3V’s formally define such data. Volume refers to the
huge amount of data that are being generated everyday:
whereas velocity is the rate of growth and hew fast the
data are gathered for being analysis. Varigty provides
information about the types of data such as Structured,
unstructured, semi structured etc. The fourth V which
also defines it refers to veracity that includes availability
and accountability. The prime objective of big data
analysis is to process data of high volume, velocity,
variety, and veracity using various traditional and
computational intelligent techniques [1]. Much data
today is not natively in structured format; for example,
tweets and blogs are weakly structured pieces of text,
while images and video are structured for storage and
display, but not for semantic content and search:
transforming such content into a structured format for
later analysis is a major challenge.

Big data is a robust fortitude to the next generation of
information technology industries [2]. Many IT
industries referring to big data, cloud computing, internet
of things, and social can solve many deliberate issues.
Though data warehouse are used to manage datasets, it is
a very tedious process of extracting knowledge data from
the available bigdata .Data mining cannot handle large
datasets. The key problem in the analysis of big data is
the lack of coordination between database systems as
well as with analysis tools such as data mining and

statistical analysis. Knowledge discovery stands as a
challenge in such situations. Representation of data for
practical applications is also a major ultimatum. There is
a need for epistemological implications in describing
data revelution [3] Additionally, the study on complexity
theory ‘6f big data will help understand essential
characteristics and formation of complex patterns in big
data, simplify its representation, gets better knowledge
ahstraction, and guide the design of computing models
and algorithms on big data. However, it is to be noted
that all data available in the form of big data are not
useful for analysis or decision making process. Industry
and academia are interested in disseminating the findings
of big data. This paper focuses on challenges in big data
and its available techniques. Additionally, we state open
research issues in big data. So, to elaborate this, the
paper deals with challenges that arise during fine tuning
of big data, furnishing the open research issues that will
help us to process big data and extract useful knowledge
from it and also provides an insight to big data tools and
techniques. Conclusion remarks are provided in last
section to summarize outcomes.

2. CHALLENGES IN BIG DATA ANALYTICS

Big data is not associated with any single domain.
Boundaries are not limited to health care, public
administration,  retail,  biochemistry, and other
interdisciplinary scientific researches. Social computing,
internet text and documents, and internet, search
indexing are the main source of bigdata.Social
computing includes social network analysis, online
communities, recommender systems, reputation systems,
and prediction markets where as internet search indexing
includes ISI, IEEE Xplorer, Scopus, Thomson Reuters
etc. Considering this advantages of big data it provides a
new opportunities in the knowledge processing tasks for
the upcoming researchers. Various challenges that the
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health sector is a main domain for researchers.[4] [5]
However opportunities always follow some challenges.

Big Data: The four Vs

Volume, Yeloctty, Vanety and Value

VOLUME VELOCITY VARIETY

Large amounts Need to be Different types Extracting
of data analysed quickly of unstructured business insights
and structured and revenug
data from data

Meeting the challenges presented by big data will be
difficult. The volume of data is already enormous and
increasing every day. The velocity of its generation and
growth is increasing, driven in part by the proliferation of
internet connected devices. Furthermore, the variety of
data being generated is also expanding, and
organization’s capability to capture and process this data
is limited. Current technology, architecture, management
and analysis approaches are unable to cope with the
flood of data, and organizations will need to change the
way they think about, plan, govern, manage, process and
report on data to realize the potential of big data.

2.1. Data Storage and Analysis
2.2.Knowledge discovery and
Complexity

2.3. Scalability and Visualization of data
2.4 Information Security

Computational

2.1. Data Storage and Analysis:

The size of the data is increasing very rapidly by various
means such as mobile devices, aerial sensory
technologies, remote sensing etc.Some useful data may
be deleted as there is no space to store such heavy data.
Therefore, the first challenge for big data analysis is
storage mediums and higher input/output speed. In such
cases, the data accessibility must be on the top priority
for the knowledge discovery and representation. The
prime reason is being that, it must be accessed easily and
promptly for further analysis. In past decades, analyst use
hard disk drives to store data but, it slower random
input/output performance than sequential input/output.
To overcome this limitation, the concept of solid state
drive (SSD) and phrase change memory (PCM) was
introduced. However the available storage technologies
cannot possess the required performance for processing
big data.
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With the ever growing of datasets, data mining tasks has
significantly increased. This is another big challenge for
big data. While dealing with large datasets, data
reduction, data selection, and feature selection are used.
This presents an unprecedented challenge for
researchers. Existing algorithms may not always respond
in an adequate time when dealing with these high
dimensional data. Automation of this process and
developing new machine learning algorithms to ensure
consistency is a major challenge in recent years. In
addition to all these Clustering of large datasets that help
in analyzing the big data is of prime concern [6]. Hadoop
and MapReduce make it possible to collect large amount
of semi structured and unstructured data in a reasonable
amount of time. The key engineering challenge is how to
effectively analyze these data for obtaining better
knowledge. A standard process to this end is to transform
the semi structured or unstructured data into structured
data, and then apply data mining algorithms to extract
knowledge. A framework to analyze data was discussed
by Das and Kumar[7] . Similarly detail explanation of
data analysis for public tweets was also discussed by Das
et al in their paper [8]. The major challenge in this case is
to“pay mereyattention for designing storage systems and
tonelevate’efficient data analysis tool that provide
guarantees on the output when the data comes from
different sources. Furthermore, design of machine
learning algorithms to analyze data is essential for
improving efficiency and scalability.

2.2.Computational Complexities and Knowledge
Discovery:

Knowledge discovery and representation is a prime issue
in big data. It includes a number of sub fields such as
authentication, archiving, management, preservation,
information retrieval, and representation. There are
several tools for knowledge discovery and representation
such as fuzzy set [9], rough set [10], soft set [11], near
set [12], formal concept analysis [13], principal
component analysis [14] etc., to name a few. Some of
these techniques may not be suitable for large datasets in
a sequential computer. At the same time some of the
techniques has good characteristics of scalability over
parallel computer. Since the size of big data keeps
increasing exponentially, the available tools may not be
efficient to process these data for obtaining meaningful
information. The most popular approach in case of large
dataset management is data warehouses and data marts.
Data warehouse is mainly responsible to store data that
are sourced from operational systems whereas data mart
is based on a data warehouse and facilitates analysis.
Analysis of large dataset requires more computational
complexities. The major issue is to handle
inconsistencies and uncertainty present in the datasets. In
general, systematic modeling of the computational
complexity is used. It may be difficult to establish a
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comprehensive mathematical system that is broadly
applicable to Big Data. But a domain specific data
analytics can be done easily by understanding the
particular complexities. A series of such development
could simulate big data analytics for different areas.
Much research and survey has been carried out in this
direction using machine learning techniques with the
least memory requirements. The basic objective in this
research is to minimize computational cost processing
and complexities [15], [16], [17].

2.3. Scalability and Visualization of Data:

One of the most important challenges for big data
analysis techniques is its scalability and security. In the
last decades researchers have paid attentions to accelerate
data analysis and its speed up processors followed by
Moore’s Law. For the former, it is necessary to develop
sampling, on-line, and multi resolution analysis
techniques. Incremental techniques have good scalability
property in the aspect of big data analysis. As the data
size is scaling much faster than CPU speeds, there is a
natural dramatic shift in processor technology being
embedded with increasing number of cores. This shift in
processors leads to the development of parallel
computing. Real time applications like navigation, social
networks, finance, internet search, timeliness etc.
requires parallel computing. The objective of visualizing
data is to present them more adequately using some
techniques of graph theory. Graphical visualization
provides the link between data with proper interpretationy
However, online marketplace like flipkart, amazon,e-bay
have millions of users and billions of goods,to Seld each
month. This generates a lot of data. To this“end, some
company uses a tool Tableau for big data visualization. It
has capability to transform large and complex data into
intuitive pictures. This help employees of a company to
visualize search relevance, monitor latest customer
feedback, and their sentiment analysis. However, current
big data visualization tools mostly have poor
performances in functionalities, scalability, and response
in time. We can observe that big data have produced
many challenges for the developments of the hardware
and software which leads to parallel computing, cloud
computing, distributed computing, visualization process,
scalability. To overcome this issue, we need to correlate
more mathematical models to computer science.

2.4. Information Security:

In big data analysis massive amount of data are
correlated, analyzed, and mined for meaningful patterns.
All organizations have different policies to safe guard
their  sensitive information. Preserving sensitive
information is a major issue in big data analysis. There is
a huge security risk associated with big data. Therefore,
information security is becoming a big data analytics
problem. Security of big data can be enhanced by using
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the techniques of authentication, authorization, and
encryption. Various security measures that big data
applications phase are scale of network, variety of
different devices, real time security monitoring, and lack
of intrusion system. The security challenge caused by big
data has attracted the attention of information security.
Therefore, attention has to be given to develop a multi-
level security policy model and prevention system.

3. RESEARCH AREAS IN BIG DATA
ANALYTICS

There is no doubt that whatever we do with big data has
the potential to become a very significant driving force
for innovation and value creation. The challenges
associated with big data can be grouped in to three
dimensions: Data, Process and Management.

3.1. Data Challenges

Volume: The main challenge is how to handle huge
amounts of information.

Variety: The challenge is how to handle multiplicity of
data types, sources and formats.

* Velocity: One of the key challenges is how to react to
the “flood™of, information in the time required by the
application-

Veracity: It includes data quality and data availability.

How can we cope with uncertainty, imprecision, missing
values, missing statements or untruths? How good is the
Data? How broad is the coverage? How fine is the
sampling resolution? How timely are the readings? How
well understood are the sampling biases? Is there data
available, at all?

* Data discovery: This is a huge challenge: how to find
high-quality data from the vast collections of data that
are out there on the Web?

* Quality and relevance: The challenge is determining the
quality of data sets and relevance to particular issues
(i.e.is the data set making some underlying assumption
that renders it biased or not informative for a particular
question).

Data comprehensiveness: These are the areas without
coverage? What are the implications?

Personally identifiable information: Can we extract
enough information to help people without extracting so
much as to compromise their privacy?

3.2. Process Challenges

The major challenge is how to process the huge amounts
of data to extract the significant information. The process
challenges includes

Collecting the data.

Align the data collected from different sources.
Transforming the data in to required format for analysis.
Modelling the collected data.
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Understanding the output, visualizing and sharing the
results.

3.3. Management challenges

The main management challenges are data privacy,
security and governance. The main challenge is to ensure
that data is used correctly. Data stored in data warehouse
contain sensitive data such as personal data. There are
legal issues in accessing such data. So it is necessary for
the organizations to make sure that the big data
technologies are used in a secure way.

4. SUGGESTIONS FOR FUTURE WORK

The amount of data collected from various applications
all over the world across a wide variety of fields today is
expected to double every two years. It has no utility
unless these are analyzed to get useful information. This
necessitates the development of techniques which can be
used to facilitate big data analysis. The development of
powerful computers is a boon to implement these
techniques leading to automated systems. The
transformation of data into knowledge is by no means an
easy task for high performance large-scale data
processing, including exploiting parallelism of current
and upcoming computer architectures for data mining.
Moreover, these data may involve uncertainty in many
different forms. Many different models like fuzzy sets,
rough sets, soft sets, neural networks, their
generalizations and hybrid models obtained by
combining two or more of these models have been found
to be fruitful in representing data. These models are also
very much fruitful for analysis. More oftefitthannot, big
data are reduced to include only the “impoktant
characteristics necessary from a particular study point of
view or depending upon the application area. So,
reduction techniques have been developed. Often the
data collected have missing values. These values need to
be generated or the tuples having these missing values
are eliminated from the data set before analysis. More
importantly, these new challenges may comprise,
sometimes even deteriorate, the performance, efficiency
and scalability of the dedicated data intensive computing
systems. The later approach sometimes leads to loss of
information and hence not preferred. This brings up
many research issues in the industry and research
community in forms of capturing and accessing data
effectively. In addition, fast processing while achieving
high performance and high throughput, and storing it
efficiently for future use is another issue. Further,
programming for big data analysis is an important
challenging issue. Expressing data access requirements
of applications and designing programming language
abstractions to exploit parallelism are an immediate need
Additionally, machine learning concepts and tools are
gaining popularity among researchers to facilitate
meaningful results from these concepts. Research in the
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area of machine learning for big data has focused on data
processing, algorithm implementation, and optimization.
Many of the machine learning tools for big data are
started recently needs drastic change to adopt it. We
argue that while each of the tools has their advantages
and limitations, more efficient tools can be developed for
dealing with problems inherent to big data. The efficient
tools to be developed must have provision to handle
noisy and imbalance data, uncertainty and inconsistency,
and missing values.

5. CONCLUSION

In recent years data are generated at a dramatic pace.
Analyzing these data is challenging for a general man.
To this end in this paper, we survey the various research
issues, challenges, and tools used to analyze these big
data. From this survey, it is understood that every big
data platform has its individual focus. Some of them are
designed for batch processing whereas some are good at
real-time analytic. Each big data platform also has
specific functionality. Different techniques used for the
analysis include statistical analysis, machine learning,
data mining, intelligent analysis, cloud computing,
quantum®€omputing, and data stream processing. We
believe'that in future researchers will pay more attention
to sthese techniques to solve problems of big data
effectively and efficiently.
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