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ABSTRACT 2. MEMORY ORGANIZATION

The paper focuses on what buffer overflow attack
is, implementation of a buffer overflow attack, In Lower Mﬁmﬁf}’ Address Text
order to get the remote root privileges, the effects
of a buffer overflow attack, and ways to prevent
buffer overflow attacks. Real world buffer
overflow attack cases are presented. Data
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1. INTRODUCTION Sk

Higher Memory Address

A buffer overflow, also known as a buffer overrun,
isdefined in the NIST Glossary of Key Information
Security Terms as follows: “A condition at an
interface under which more input can be placed
into a buffer or data holding area than the capacity
allocated, overwriting other information. Attackers
exploit such a condition to crash a system or to
insert specially crafted code that allows them to Lower Memory Address Local Variables
gain control of the system.” It uses input to a
poorly implemented, but (in intention) completely
harmless application, typicaly with root /
administrator privileges. A buffer overflow attack Old Base Pointer
is an exploit that takes advantage of a program that
iswaiting on a user's input. The input that is placed
in the buffer is beyond the buffer’s allocated size.
This causes information to be overwritten, which Return Address
can lead to a system crashing or an attacker
implementing damaging code. Buffer overflows are
one of the most common forms of software security
vulnerability. The buffer overflow attack results Arguments

from input that is longer than the implementer I-]igherMemory Address
intended. To

Fig 1. Process memory layout

understand its inner workings, we need to know a )
little bit about how computers use memory. Fig 2: Stack layout
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General idea of Buffer Overflow Attack
Target of Buffer Overflow Attacks Subvert the
usual execution flow of a program by redirecting it
to an Injected (malicious) code. The attack consists
of:

1 Injecting new (malicious) code into some
writable memory area,

2 Changing a code pointer (usually the return
address) in such a way that it points to the injected
malicious code.

The operating principle of a buffer overflow is
closely related to the architecture of the processor
on which the vulnerable application is executed.
Data entered in an application are stored in random
access memory in a region caled a buffer. A
correctly designed program should stipulate a
maximum size for input data and make sure the
input data do not exceed this vaue. The
instructions and data of a running program are
temporarily stored adjacently in memory in a
region called a stack). The data located after the
buffer contain a return address (called an
instruction pointer) that lets the program continue
its run-time. If the size of the data is greater than
the size of the buffer, the return address is
overwritten and the program will read an invalid
memory address generating a segmentation fault in
the application. A hacker with strong technical
knowledge can make sure the overwritten memory.
address corresponds to an actual address, far
example located in the buffer itself. As such,“by
writing instructions in the buffer (arbitraryscode), it
is easy for him to execute it. It is therefore possible
to include instructions in the buffer thatYepen a
command interpreter (a shell) and make it possible
for the hacker to take control of the system. This
arbitrary code that makes it possible to execute the
shell is called a shellcode. Buffer overflow is the
root cause for most of the cyber-attacks like
worms, zombies, botnets and server breaking.
Worms - Self-replicating maware computer
program which uses a computer network to send
copies of itself to other nodes and it may do so
without any user intervention.

Zombies - a computer connected to the Internet
that has been compromised by a computer virus or
cracker and can be used to perform malicious tasks
even in remote directions.

Botnets - a large number of compromised
computers that are used to create and send viruses
or flood a network with messages as a denia of
service attack.

Return to libc attacks — a computer security
attack usually starting with a buffer overflow in
which the return address on the stack is replaced by
the address of another instruction. This alows
attackers to call malicious code without the need to
inject malicious code into a program.
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Code Injection Code can be injected by
overflowing a local buffer allocated on the stack.
The target of the injected code is usualy to launch
a shell to the adversary Therefore the injected code
is often referred to as shell code.

Shell code A common element in al buffer
overflow exploits is the shell code. Shell code is
the attacker’s code which is triggered by a
exploiting a vulnerability. It is typically planted in
an input buffer of a vulnerable program which is
then tricked into running it. Shell code has to be
compiled and assembled before it can be planted.
Often, it is also necessary to character encode it.
For example, when the target program expects
character input from the user, the user would
supply characters whose binary encodings (in
ASCII) represent the shell code. This presents its
own problems since the code must not use certain
bytes. For example, end-of-file (*"D) or newline
characters which would terminate the input. The
shell code usually contains instructions to launch a
shell or a remote xterm. If the target program is a
server daemon running as root then the shell will
run as root too. Through a root shell the attacker
has unrestricted access to the target machine. These
days shell-code is much more than that and what it
can do is only limited by a hacker’s creativity.
Because of this, some experts in the field have
suggested the name shell-code is insufficient. As it
is It is common practice to write shell-code in
assembly and use an assembler such as NASM
http://www.nasm.us/  which converts assembly
instructions to OPCODESs and does some low level
memory management, such as creation of stack
frames (unless the user opts to do that themselves).
This OPCODE is then modified to run as shell
code. Note that the shell-code used in this paper
was written by Steve Hanna.

Current generation Buffer Overflow

Attack Format String Attacks Format
string vulnerabilities occur due to sloppy coding by
software engineers. A variety of C language
functions alow printing the characters to files,
buffers, and the screen. These functions not only
place values on the screen, but can format them as
well. The following list contains common ANSI
format functions:

Printf: print formatted output to the standard
output stream.

Woprintf: wide character version of printf

F_printf: print formatted data to a stream usually a
file).

Fwprintf; wide character version of fprintf

Sprintf; writes formatted datato a string.

Swprintf: wide character version of sprint.
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Vprintf: writes formatted output using pointers to
alist of arguments.

Vwprintf: wide character version of vprintf.
Viprintf: writes formatted output to a stream using
pointersto alist of arguments.

Vwfprintf: wide character version of Vfprintf.

3. History of Buffer overflow attack

In November 1988, the famous Internet Worm
managed to bring down an estimated 10 percent of
the Internet. One part of this worm exploited buffer
overflow vulnerability in the TCP finger service
that existed on some VAX computers running
versions 4.2 or 4.3 of BSD UNIX. Finger is a
simple program. It does nothing more than report
information about users on a particular computer,
like their name, office location, or phone number.
The finger program in turn cals the C library
function gets (), a function used to handle string
input data. While gets() had a buffer 512 bytes
long, the Internet Worm passed a string 536 bytes
long to the finger program that was in turn passed
to gets(). This caused the buffer overflow that gave
the Internet Worm access to the target computer.
More recently, buffer overflow vulnerabilities have
been responsible for many high-profile worms,
including the Code Red worm of July 2001, the
Slapper worm of September 2002, and the
Slammer worm of January 2003. The Code Red
worm infected over 359,000 computers in less than
14 hours and caused an estimated $2.6 billion in
damage3 by exploiting buffer  overflow
vulnerability in Microsoft Internet Information
Services (11S). Information about this vulnerability
was first released on June 12 2001. Figure 5 shows
the history of some buffer overflow attacks.

3.1 A simpledemonstration of a buffer
over flow attack

void function(int g, int b, int c){

char buffer1[5];

char buffer2[10];

}

void main({

function(1,2,3);

}
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Local Vanables
Lower Memory Address buffer2
bufferl

Old Base Pointer
address of main()
function’s stack frame

Retum Address
address of the next line
of code in man()

Arguments
a
b
¢

Higher Memory Address

Fig 3. Memory Layout of function (a,b,c)

void function(int a, int b, int ¢) {
char buffer1[5];

char buffer2[10];

int *ret;

reb= blfferl + 12;

(*retht=38;

voidmain() {
intx;

X=0;
function(1,2,3);
x=1;

printf( "%d\n" x);
}

This function jumps over the x=1 assignment
directly to the printf()

and prints the value as 0. The offsets (12, 8 used
above) are

machine-dependent.
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Fig 4. Execution of attack in memory
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Stack frame of vulnerable function

1988 The Morris Internet Worm uses a buffer overflow exploit in "fingerd” as one
of its attack mechanisms.

1995 A buffer overflow in NCSA httpd 1.3 was discovered and published on the
Bugtragq mailing list by Thomas Lopatic.

1996 Aleph One published "Smashing the Stack for Fun and Profit" in Phrack
magazine, giving a step by step introduction to exploiting stack-based buffer
overflow vulnerabilities.

The Code Red worm exploits a buffer overflow in Microsoft IIS 5.0.

The Slammer worm exploits a buffer overflow in Microsoft SQL Server 2000.

The Sasser worm exploits a buffer overflow in Microsoft Windows 2000/XP
Local Security Authority Subsystem Service (LSASS).

Fig 5: A brief histeryaef some buffer overflow attacks

4. Prevention Techniques

4.1 Main problem: strepy(), strcat(), sprintf() have no
range checking. “Safe” versions strncpy(), strncat() are
misleading — strncpy() may leave buffer unterminated. —
strnepy(), strncat() encourage off by 1 bugs.

4.2 Defenses
* Type safe languages (Java, ML). Legacy code?

To M Addr
werSamory e Local Vanables

0Old Base Pointer

CANARY WOED
» Mark stack as non-execute. Random stack location.

« Static source code analysis. * Run time checking: Return Address

StackGuard, Libsafe, SafeC, (Purify).

Higher Memory Address | Arguments
* Black box testing (e.g. eEye Retina, ISIC). ¢h o =

Use of Stack guard: _
Fig 6. Use of STACKGUARD

DETECTING RETURN ADDRESS 5. REFERENCES

CHANGE: CANARY. Place a Canary word before the

return address. When the function returns, it first checks
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