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ABSTRACT

In this paper, the enhancing data techniques are used in
the user database for secure their database from other
unauthorized user. This technique is useful for privacy
preserving; securely share data among N number of
parties. And also apply data mining approach on web
service.
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1. INTRODUCTION

1.1 Background of present work:

Algorithms for assigning anonymous IDs are
examined with respect to threshold between
communication and computational requirements. The new
algorithms are built on top of a secure sum data mining
operation using Newton’s identities and Sturm’s theorem.
An agorithm for distributed solution of certain
polynomials over finite fields enhances the scalability of
the algorithms. Markov chain representations are used to
find statistics on the number of iterations required, and
computer algebra gives closed form results for the
completion rates.

The popularity of internet as a communication
medium whether for personal or business use depends in
part on its support for anonymous communication.
Businesses also have legitimate reasons to engage in
anonymous communication and avoid the consequences
of identity revelation. For example, to alow
dissemination of summary data without revealing the
identity of the entity the underlying data is associated

with, or to protect whistle-blower’s right to be anonymous
and free from political or economic retributions.

Data mining derives its name from the
similarities,between searching for gold in mines. In gold
mineswe'search for very small particles of gold in tons of
soil. JSimilarly in data mining we search for vauable
information from huge amount of data collected in various
ways. Data mining, a synonym to “knowledge discovery
in databases” is a process of analyzing data from different
perspectives and summarizing it into useful information.
It is a process that alows users to understand the
substance of relationships between data. It reveals patterns
and trends that are hidden among the data. It is often
viewed as a process of extracting valid, previousy
unknown, non-trivial and useful information from large
databases. Data mining is becoming increasingly common
in both the private and public sectors. Industries such as
banking, insurance, medicine, and retailing commonly use
data mining to reduce costs, enhance research, and
increase sales .If scope of data mining is applied to all
events logs generated by various networking devices,
system and application servers then efficiency of
enterprise security can be drastically increased.

1.2 Scope of present work:
Each algorithm can be reasonably implemented and each

has its advantages. Our use of the Newton identities
greatly decreases communication overhead. This can
enable the use of a larger number of “slots” with a
consequent reduction in the number of rounds required.
The solution of a polynomia can be avoided at some
expense by using Sturm’s theorem. The development of a
result similar to the Sturm’s method over a finite field is
an enticing possibility.
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1.3 Objective:

1. Shared secured data.

We can easily share private data among the N parties
securely.

2. Preserved privacy.
We can safe privacy of applicant; no one can push the

privacy of applicant. That menace there will be no threat
to applicant privacy.

3. Apply data mining approach on web service.
If we have to work on any web services, for that we use

data mining techniquesin large socia network.

An agorithm for anonymous sharing of private
data among parties is developed. This technique is used
iteratively to assign these nodes ID numbers ranging from
1 to N. This assignment is anonymous in that the
identities received are unknown to the other members of
the group. Resistance to collusion among other members
is verified in an information theoretic sense when private
communication channels are used. This assignment of
serial numbers allows more complex data to be shared and
has applications to other problems in privacy preserving
data mining, collision avoidance in communications and
distributed database access. The required computations
are distributed without using atrusted central authority.

Existing and new algorithms for assigning
anonymous |IDs are examined with respect to trade=offs
between communication and computational requikements.
The new algorithms are built on top of a secure,sumydata
mining operation using Newton’s identities and Sturm’s
theorem. An algorithm for distributed solution of certain
polynomials over finite fields enhances the scalability of
the algorithms.

2. Formulation of Present Work

2.1 Dataflow of proposed work:

In proposed agorithm | have to create account for the
purpose of use this algorithm. We have account for the
authentication from Admin. First of all user create
account, and then he can log in. But since admin does not
authenticate there account till that he can’t sign in his
account.

It is useful for secure data .The admin aso contain the
authenticate ids that’s why he share the secure data to
authenticate user. All these process done on web services.
If admin not authenticate the user then he will goes to
stop.
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User can upload, download, sharing, mailing, and
setting the account information. There are two attackers
that is D.DOS And Man in Mediator. In D.DOS if anyone
make server busy then in D.DOS have one condition that
user can’t send continuously more than 5 file to server. In
second attackers have Source, Mediator, and Destination.
If source send file to destination then mediator can write
something on that message and then he will save it, after

that he would send message to destination.

2.2 Advanced Encryption Standard:

The Advance Encryption Standard or AES is a
symmetric block cipher used by the U.S. government to
protect classified information and is implemented in
software and hardware throughout the world to encrypt
sensitive data.

The origins of AES date back to 1997 when the
Nationa Ingtitute of Standards and Technology (NIST)
announced that it needed a successor to the aging Data
Encryption Standard (DES) which was becoming
vulnerable to brute-force attacks.

This new encryption algorithm would be
unclassified and had to be "capable of protecting sensitive
government information well into the next century." It
was to be easy to implement in hardware and software, as
well asin restricted environments (for example, in a smart
card) and offer good defenses against various attack
techniques.
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Figure 1. AES Algorithm Structure

Fig.2.1.1 AES Algorithm structure
2.3 Choosing AES

The selection process to find this new encryption
algorithm was fully open to public scrutiny and comment;
this ensured a thorough, transparent analysis of the
designs. Fifteen competing designs were subject to
preliminary analysis by the world cryptographic
community, including the National Security Agency
(NSA). In August 1999, NIST selected five algorithms for
more extensive analysis. These were:
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MARS, submitted by a large team from IBM
Research RC6, submitted by RSA Security Rijndael,
submitted by two Belgian cryptographers, Joan Daemen
and Vincent Rijmen Serpent, submitted by Ross
Andersen, Eli Biham and Lars Knudsen ~ Twofish,
submitted by a large team of researchers including
Counterpane's respected cryptographer, Bruce Schneier

Implementations of all of the above were tested
extensively in ANSI, C and Java languages for speed and
reliability in encryption and decryption, key and algorithm
setup time, and resistance to various attacks, both in
hardware- and software-centric systems. Members of the
global cryptographic community conducted detailed
analyses (including some teams that tried to break their
own submissions).

2.4 AES encryption works:

AES comprises three block ciphers, AES-128, AES-
192 and AES-256. Each cipher encrypts and decrypts data
in blocks of 128 bits using cryptographic keys of 128-,
192- and 256-hits, respectively. (Rijndael was designed to
handle additional block sizes and key lengths, but the
functionality was not adopted in AES.) Symmetric or
secret-key ciphers use the same key for encrypting and
decrypting, so both the sender and the receiver must know
and use the same secret key. All key lengths are deemed
sufficient to protect classified information up to the
"Secret" level with "Top Secret" information requiting
either 192- or 256-hit key lengths. There are 10 rounds for
128-bit keys, 12 rounds for 192-bit keys, and'd4 reunds
for 256-bit keys -- a round consists of several processing
steps that include substitution, transposition and mixing of
the input plaintext and transform it into the final output of
cipher text.

Privacy Preserving
Techniques

INPUT QUTPUT

> Data Mining

Techniques

Fig.2.1.2 Input and Output works

25SALIENT FEATURES OF AES:

AES is a block cipher with a block length of 128
bits. AES allows for three different key lengths: 128, 192,
or 256 bits. Encryption consists of 10 rounds of
processing for 128-bit keys, 12 rounds for 192-bit keys,
and 14 rounds for 256-bit keys. Except for the last round
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in each casg, all other rounds are identical.

Each round of processing includes one single-byte
based substitution step, a row wise permutation step, a
column-wise mixing step, and the addition of the round
key. The order in which these four steps are executed is
different for encryption and decryption.

3.Result of Analysis:

Encryption algorithm plays very important role
in communication security. Our research work surveyed
the performance of existing encryption techniques like
AES, DES and RSA agorithms. Based on the text files
used and the experimental result it was concluded that
AES algorithm consumes least encryption and RSA
consume longest encryption time. We also observed that
Decryption of AES Algorithm is better than other
algorithms. From the simulation result, we evaluated that
AES agorithm is much better than DES and RSA
agorithm. Following table shows that how AES algorithm
useful than RSA agorithm.

Algorithm AES

Packet size (kb) 153

Encryption size 16 7.3

Decryption size 1 49

Table 3.1 Comparisons of AES and RSA of
Encryption and Decryption Time

By analyzing table, Time taken by RSA
algorithm for both encryption and decryption process is
much higher compare to the time taken by AES algorithm.
AES have 128.192,256 bit size of key, and it also have
faster hardware and software implementation that’s it
taken less time for encryption and decryption. It have
encryption size 1.6 and RSA have 7.3 that difference
shows the RSA agorithm is not much useful than RSA
agorithm. Their decryption algorithm aso give much
time than AES a gorithm.

Factors AES RSA

Developed 2000 1978

Key size 128.192,256 bits | >1024 hits

Block size 128 bits Min 512 bits

Ciphering Same different
& deciphering key
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Power consumption | Low high

Security Excellent Least secure

Hardware Faster Not efficient
software

implementation

Fig 3.2 Comparison between AES and RSA

Above both table shows that AES agorithm is
more useful than RSA Algorithm by their different factors
like key size , block size, ciphering & deciphering, power
consumption, security. AES algorithm have more efficient
value than RSA algorithm .the AES algorithm give less
time encryption & decryption.

4. Conclusion & Suggested Future Work:

4.1 Conclusion:

In this project, we presented a survey of the
broad areas of privacy-preserving data mining and the
underlying algorithms. Data modification techniques such
as k -Means based techniques. We discussed methods for
privacy-preserving mining. Further, we discussed some
fundamental limitations of the problem of privacy-
preservation in presence of increased amounts of poblic
information and background knowledge. Wepresented a
set of experimental results and also analyzed themfrom
the perspective of data privacy and data utilization. ‘We
have also presented a number of diverse application
domains for which privacy-preserving data mining
methods are useful. Finally, we identified few areas which
require further research efforts in the domain of privacy-
preserving data mining.

4.2 Suggested Further Work:

Sensitive information of privacy preserving data
mining will be present in the forms of anaysis
information similar to Medicine - hospital cost analysis,
prediction hospital cost analysis, drug side effects, and
automotive diagnostic expert systems genetic seguence
analysis. Finance - credit assessment, fraud detection
stock market prediction, Marketing/sales - sales
prediction, product anaysis, target mailing, identifying
unusual behavior, buying patterns, Scientific discovery,
Knowledge Acquisition. In addition to that, privacy
preserving data mining by implicit function theorem kind
of approach will also be used in distributed data mining to
protect information of privacy and applied for business
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data, which can be represented in the form of vet or
valued functions.
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