lJournals: International Journal of Software & Hardware Research in Engineering
ISSN-2347-4890
Volume 3 Issue 11 November, 2015

EFFECTIVE WATERMARKING ALGORITHM TO PROTECT
ELECTRONIC PATIENT RECORD USING DCT

Author: G.Pradeepkumar?; V.Chandra Prasad % G.Rathanasabhapathy®

Affiliation: Assistant Professor, ECE *; Assistant Professor, ECE % Assistant Professor, ECE®

Nandha Engineering College®; KPR Institute of Engineering and Technology % Nandha Engineering
College®

E-mail: pradeepl7ece@gmail.com’; chandraprasad90@gmail.com % rathanamgr s@gmail.com®

ABSTRACT

Due to development of latest technologies in the
areas of communication and networking, the
present businesses are moving to the digital world
for effectiveness, convenience and security.
Medical images require special safety and
confidentiality because critical judgment is done on
the information provided by medical images.
Digital watermarking is an emerging technology to
protect multimedia data for security purpose. This
project suggests a comparative performance of
digital image watermarking scheme using Discrete
Cosine Transform (DCT) and their performance
has been measured by using metrics like PSNR,
Quality Index and Elapsed time. Initially, the
Medical image is decomposed using‘yimage
transforms like DCT . Subsequently, the'Watermark
embedding and extraction process are o he
performed in frequency domain transform along
with LSB substitution algorithm which is of spatial
domain. The performance of the proposed
watermarking method is explained with the aid of
experimental results.

Keywords: Discrete Cosine Transform (DCT),
Elapsed time, Least Significant Bit (LSB),
Medical image, Quality Index, Peak Signal to
Noise Ratio (PSNR).

1. INTRODUCTION

In the recent days, there is a rapid development
of the Internet and multimedia systems in
distributed environments and the transfer of
multimedia and medical documents across the
Internet by the digital data owners has become
simple. Thus, there is a raise in concern over
copyright protection of digital contents [2], [3].
Protection of digital images has gained remarkable
significance with the presence of internet. From the
last two decades use of internet is rapidly increased

in business and medical field towards achievement
of effectiveness, easy accessing and security by
introducing the digitization in their work. The
introduction of image processing tools has
increased the susceptibility for illegal copying,
alteration, and dispersion of digital images. Against
this background, the data hiding technologies for
digitalhdatalike digital watermarking have attracted
engfMmousattention recently [4].

Digital Watermarking is an important tool in
seeuring images, audio, video signals. Various
types of Digital Watermarking techniques are used
for several applications. Watermarking is the
process of embedding a message data (watermark)
such as a secret image, audio or video into another
data (Cover object) which is visible to the public
[6]. In case of Blind Watermarking technique the
secret message image is invisible. If robustness is
increased, then computational complexity is also
increases. At the mean time it has a capability to
embed the bulky data with high imperceptibility
and aso to produce very high robustness.
Watermarking techniques are classified into two
types. Spatial domain techniques [7][8] and
Transform domain techniques [9][10][11].

In gpatial domain technique the MSB of
watermark message is embedded directly into the
LSB of Cover image i.e., watermark information is
embedded directly into images pixels [8].
Considering the Images, Watermarking in the
frequency domain methods are the most successful
ones [10]. The frequency domain approaches are
highly beneficial for Image Watermarking. In
Transform domain technique the original cover
image is transformed into transform coefficients by
using various transforms like DCT, DFT and DWT
etc[12].

In this proposed method, watermarking is to be
done by using Discrete Cosine Transform (DCT)
along with LSB substitution algorithm separately
for various medical images and their performance
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has to be analyzed by using various parameters like
PSNR, Quality Index and Elapsed time.
2. OVERVIEW OF TRANSFORMS
The performance of the proposed scheme has to
be been analyzed by using various parameters like
PSNR, Quality Index and Elapsed time. Quality
index is an metrics which resembles the quality of
an image, an algorithm has to be developed in such
away that it is to be maintained both the PSNR and
Quality index in a good rate. The Mean Square
Error (MSE) and the Pesk Signal to Noise Ratio
(PSNR) are the two error metrics used to compare
image compression quality. The MSE means the
cumulative squared error between the compressed
and the original image, whereas PSNR denotes a
measure of the peak error.

N SE=.1_T:"_1 T"_i[f[._,j) - K[-.,j':l]_

The PSINE. is defined as:

PSNE = 10. log.m[?j

= 20.log,, (251
= 20.log,,(MAX,) — 10.log,,( MSE)

Here, MAXI is the maximum possible pixel
values for the image and the pixels are represented
by using 8 bits per samplei.e., 255.

Elapsed time is the time difference between CPY
time and start time. The elapsed time is given by

Elapsed time = CPU time — Start time

3. PROPOSED METHOD

In the proposed digita image
watermarking scheme the watermark is embedded
using discrete cosine transform. The algorithm is
composed of two processes. They are watermark
embedding process and watermark extraction
process.

3.1.Embedding Processfor DCT

The origina image (medical image) is taken
and is then resized into 1024x1024 pixels.
Similarly, the watermark (EPR Data) is resized into
128x128 pixels. Then, the original resized image is
block-processed into 8x8 blocks so as to
completely embed the 128x128 watermark on
1024x1024 images. After this, 2D- Discrete Cosine
Transform is applied on these 8x8 sub-blocks
individually to convert it from time domain to
frequency domain. The watermark image is
embedded on the 8x8 blocks in the middle
frequency band. For embedding watermark, the
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value of frequency coefficient is changed in-

accordance to watermark data. Reversed 2D-DCT

is performed afterward on the watermark

embedded image to convert from frequency

domain to time domain. The final image which is

obtained is the watermarked image. This process is
showninthe Fig.1.
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3. 2EXtr action Processfor DCT

The watermarked image is resized into
1024x1024 pixels if needed. Then watermarked
image is again block processed into 8x8 pixels.
Then Forward 2D-DCT is applied on the block
processed image to have frequency separation.
After this, Extraction process is done in the same
way as embedding was done in embedding process.
Depending upon the comparison done with
particular pixels on which watermark data was
embedded, decision is make which is stored in
again 128x128 empty arrays. Then this matrix is
the extracted image which was original
watermark image. The watermark extraction
processis shown in the Fig. 2.
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Fig. 2 DCT Watermark Extraction Process
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The efficiency of the Discrete Cosine Transform (DCT)
and Discrete Wavelet Transforms are applied to various
medical images and compares the performance by
measuring the various parameters like PSNR, Quality
Index and Elapsed time.

4. RESULTSAND DISCUSSIONS
Experiment is performed on various medical images to

check the proposed method for imperceptibility and
Ssecurity.

4.1. DCT Transform (Embedding and
Extraction)

The watermark embedding and extraction process for
DCT using Matlab for various medical images are
analyzed. In the embedding process, EPR data is
embedded into medical image and then obtained the
watermarked image. In the extraction process, the
required EPR data is extracted from the medical image.
Fig. 3 shows the extraction of EPR data from medical

Image.
Ovriginal Image Watermark Image
— LTy
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Dt of Wtk 71171900
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Extracted EPR Data
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ROVAIMEDICAL CENTER HOSPITAL

Fig. 3DCT based Embedded and Extraction for
medical image

Table 1.Quality Index for different medical images
using DCT
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Table 2.PSNR Valuesfor different medical images
using DCT

Medical PSNR (dB)
Image

Watermarked Recovered Image

image

55.28

54.94

56.54

55.58

55.94

S. No Medical
Image

QUALITY INDEX for Recovered Image

EPR Data Medical Image

Image 1 0.862 0.869

Image 2 0.846 0.854

Image 3 0.834 0.849

Image 4 0.859 0.865

Image 5 0.849 0.862

5. CONCLUSION

Thesproposed method, watermark data is embedded
into'medica image in the middle frequency band and then
extract watermark (EPR) data from the medical image
using DCT transform. From the table, it is has been
understand that PSNR value for embedded and extracted
image using DCT approaches 55 dB.As Quality Index is
concerned, the above table shows that DCT is more
effective. Thus, the proposed DCT watermarking method
is proven to be effective by providing better PSNR value
without degrading the quality of the image. In future, the
proposed method is subjected to noises to analyze their
robustness.
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