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Abstract—This paper proposes Rijndael encryption and
decryption which runsits symmetric cipher algorithm called
AES. The four stages of AES isdivided to ten pipeline stages
with the modification that the Byte Substitute is operated
after the Shift Row block. This proposed swapping operation
has no effect on the Modified AES encryption algorithm.
This swapping moder nizes the process in parallel manner.
This technique is implemented using composite field
arithmetic byte substitution for S box. The high throughput
can be achieved by inserting some registers in appropriate
points making the delay shortest.The simulation results
show that the proposed AES has higher throughput with a
saving hardware area.
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I. INTRODUCTION

Cryptographic algorithms are utilized for security sexviCes
in various environments in which low cost and 10w, power
consumption are key requirements. The design proposed
in this paper is a new pipeline FPGA implementation of
MAES algorithm that provides high data throughput and
small hardware area. In LUT-based approaches the
unbreakable delay of LUTsis more than the total delay of
remaining transformations in each round unit. But in Non-
LUT-based method, which employ combinational logic
only, so that which avoids the unbreakable delay of
LUTs. The use of such data pathsis the key for the design
of high-speed pipelined AES architectures. Composite
field arithmetic has been employed in to design efficient
data paths. The proposed architecture in this paper is
implemented by a novel approach, which leads to a more
efficient architecture with shorter critical path and smaller
area. The architecture presented in this paper can achieve
higher speed than the prior fastest FPGA implementation
and is 79% more efficient in terms of equivaent
throughput dlice.

II. CRYPTOGRAPHY

Secrecy is at the heart of cryptography. Encryption is a
practical means to achieve information secrecy. Modern
encryption techniques are mathematical transformations
(algorithms) with treat messages as humbers or algebraic
elements in space and transform them between a region of
“ meaning full messages™ and region of unintelligible

messages” A) message in meaning full region and input to
anmencryption agorithm is called clear text and
unintelligible output from the encryption agorithm is
called cipher text. It disregard the intelligible of a
message then a message input to an encryption agorithm
is conventionally called plaintext which may or may not
be inteligible for example, a plain text message can be
random nonce or a cipher text message; seen such case in
some protocols therefore plaintext and cipher text are a
pair of respective notions. the former refer to messages
input to, and the letter, output, an encryption algorithm.

I1l. AESALGORITHM

The Advanced Encryption Standard (AES)
specifies a FIPS-approved cryptographic algorithm that
can be used to protect electronic data. The AES algorithm
is a symmetric block cipher that can encrypt (encipher)
and decrypt (decipher) information. Encryption converts
data to an unintelligible form called cipher text and
decrypting the cipher text converts the data back into its
origina form, called plaintext. A symmetric block cipher
that can process data blocks of 128 hits, using cipher keys
with lengths of 128, 192, and 256 bits. The agorithm may
be used with the three different key lengths and therefore
these different “flavors” may be referred to as “AES-
1287, “AES-192”, and “AES-256". The AES core which
contains four separated blocks, SubBytes, ShiftRows,
MixColumns and AddRoundKey. In which SubBytes is
the only nonlinear transformation in four transformations,
which can be realized by either look up table techniques
or through affine calculation.The affine calculation
requires two steps to realize the SubBytes. First, it needs
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to calculate the multiplicative inverse of the input bytesin
the finite field GF(2%), and the multiplicative inverse of 0
is itself; Then, it needs to process affine transform. The
columns of the state are seen as polynomial in finite field
GF(2% in the process of MixColumns, they multiple a
constant polynomial c(x) = 3*+x*+x+2 with a fixed
polynomial modulo x*+1. AddRoundKey transformation
is an XOR that adds the round key to the new state from
MixColumns. Then the new data is transferred to the next
round function and we can get the cipher data in the last
round function.

IV. ARESEFFICIENT BYTE SUBSTITUTION BYGF((2%)?)

To reduce the complexity of caculation and
computational overhead, we modified the Advanced
Encryption Standard (AES) to reduce the calculation of
agorithm and for improving the encryption performance.
So we develop and implement a Modified AES based
Algorithm for all kind of data. The basic aim to modify
AES isto provide less computation and better security for
data.The modify AES agorithm adjusts to provide better
encryption speed. We assume a key length of 128 bits,
which is most commonly implemented. In Modified-AES
encryption and decryption process resembles to that of
AES, in account of number of rounds, data and key size.
The round function consists of four stages. To achieve
high speed the pipelining is used between the rounds.

MAES proposed in this paper is meant to reaize the
throughput and use hardware resource as less as possible:
To get high speed low area the design of S-Box and
inverse S-Box is one of the most problems,in process,
Most of earlier designs used the byte transformation
using LUT techniques, which stores the transformed data
in memory But the realization of S-box/InvS-box is the
only nonlinear transformation in the four transforms of
MAES arithmetic and is the key point to improve the
throughput of AES cipher core and decrease the resource
used to implement the MAES. But the design of pipelined
MAES needs many S-boxes/InvS-boxes, requiring 200 S-
boxes/InvS-boxes in ten rounds transformation and key
expansion totally. Using look up table techniques not only
use more hardware resource (in terms of memory) but
also limit maximum operable clock frequency to memory
included in FPGA.In this brief, we proposed a new
pipeline FPGA implementation of MAES a gorithm based
on the composite field of GF((2*)%) that provides high
data throughput and small hardware area.construction of
Galois field from lower order to higher order can be
accomplished using the following polynomials:

'GF(2) = GF(2%) X2+x+1
GF(2%) — GF((2%?) 24X+
(GF((2%)7) = GF((2%7F) 3@+x+2A

where the constants and are chosen to keep the function
irreducibility, where we will use = 10and A = 1100
The multiplicative inverse in can be calculated by,
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(bx+¢)~! = b{b?A + (b + ¢))~'x
+e+b)(b*A+eb+¢)) !

Before applying the multiplicative inverse in GF (2%)? the
isomorphic mapping and its inverse must be applied at the
start and the end of the multiplicative inverse calculation.

Fig.1llmplementation of S-BOX in GF (2*)?

I somorphic mapping and its inverse can be obtained using
the following matrices:
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After  multiplicativeinverse is  obtained, affine
transformation is applied using the following matrix:

AT(g)= A*qg+c
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V. ARCHITECTURAL OPTIMIZATION
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Fig.2Pipelined MAES Algorithm.

It is equivdent pipelined AES implementation
architecture, not changing the data stream direetion,but
changing the inner process order in round transformation.
Because only one clock period is used to finish one round
transformation, In this a fully pipelined MAES structure
is used. The Iterative Looping architecture of MAES is
converted into a suitable form for deep pipelining as in
Fig 2. Thisisachieved by removing al the loopsto form a
loopunrolled design, and by replicating the round function
hardware and registering the intermediate data between
rounds, where the data is moved through the round
execution resources and rearranging the ByteSub and
ShiftRow operations based on that, 4-byte instead of 16-
byte are processed in parallel, which provides a small
hardware area.Furthermore, the design is pipelined of 10
stages for one MAES block resulting in 110 pipeline
stages for complete 10 rounds MAES blocks, whichisthe
key advantage for high throughput design. The latency
delay of the proposed equivalent pipelined MAES
processor is 10 clock cycles. After then, we can get 128
bits cipher data per clock cycle.
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TABLE|
COMPARISION BASED ON GF((24)2)

Design Time(ns) | Logic Cells

No pipelining AES | 1,181,344 | 23,517
10 pipelining AES | 117,847.3 | 273,570
Proposed design 98,107 173,992

The comparison analysisshowed that our proposed design
has the advantage ofsaving logic cells of about 36% over
AES with tenpipeline structure, and provides a higher
throughput ofabout 16%. Furthermore, it gives a superior
throughputadvantage over iterative looping AES structure
of aboutl. 6% rate; however, the area is 7.4 times larger
than theiterative looping structure.

V1. CONCLUSION

The proposed MAES agorithm over GF((2?) and
rearranging of ByteSub and ShiftRow which streamlines
the process for saving area and for evaluating four bytes
of data in parallel rather than having 16 bytes in parallel
also by pipelining the AES with mediate buffers provide
high throughput. As a result, our proposed design is the
solution <for applications that starve for increase
ifstruction throughput and small area overhead.
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