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ABSTRACT

Quantum cryptography is the art and science of
exploiting quantum mechanical properties to perform
cryptographic tasks. It is a technology that ensures
ultimate security. Compared to current cryptography
that could be defeated by the development of an ultra
high-speed computer, quantum cryptography ensures
secure communication because it is based on the
fundamental physical laws. It is an emerging
technology in which two parties may simultaneously
generate shared, secret cryptographic key material
using the transmission of quantum states of light.
Quantum cryptography is a new method for secret
communications offering the ultimate security
assurance of the inviolability of a Law of Nature~ghe
gquantum cryptography relies on two ~ Tmpoktant
dements of quantum mechanics-the Heisenberg
Uncertainty principle and the principle of pphaton
polarization.

Keywords. Quantum cryptography, network
security, Quantum key distribution (QK D).

1. INTRODUCTION

In our modern age of telecommunications and the
Internet, information has become a precious
commodity. Sometimes it must therefore be kept safe
from stealing - in this case, loss of private information
to an eavesdropper. In the history of cryptography, It is
a recent technique that can be used to ensure the
confidentiality of information transmitted between two
parties, usually called Alice and Bob, by exploiting the
counterintuitive behaviour of elementary particles such
as photons.

The main aim of cryptography is to protect data
transferred in the likely presence of an enemy. A
cryptographic transformation of data is a procedure by
which plaintext data is encrypted, resulting in a
modified text, called cipher text, that does not expose

the original input. The cipher text can be reverse-altered
by a designated recipient so that the original plaintext
can be recaptured. The techniques of cryptography are
usually categorized as traditional or modern. Traditional
technigues use operations of coding i.e. use of
dternative words or phrases, transposition i.e.
reordering of plaintext, and substitution i.e. alteration of
plaintext characters). Whereas, modern techniques use
computers, and depends upon extremely long keys,
convoluted algorithms, and intractable problems to
achieve assurances of security. There are two main
fields of modern cryptographic techniques: Public key
encryption and Secret key encryption. A public-key
encryption, in which a message is encrypted with a
recipient's public key. The message cannot be decrypted
by anyone who does not possess the matching private
key, who is thus presumed to be the owner of that key
and the person associated with the public key. A secret
key is an encryption key known only to the party or
parties that exchange secret messages. The risk in this
system isthat if either party loses the key or it is stolen,
the system is broken. The development of quantum
cryptography was encouraged by the short-comings of
classical cryptographic methods, which can be divided
as either "public-key" or “secret-key" methods.
Quantum cryptography is an approach to a cryptography
based on the laws of quantum physics.

Quantum cryptography is an attempt to allow two users
to communicate using more secure methods than those
guaranteed by traditional cryptography. Traditionaly,
cryptographic security relied on mathematics and took
into account the limited computation powers that we
have developed. Breaking a cryptographic code would
involve factoring extremely large numbers into two
primes, typically of over 100 digitsin length, which was
assumed to be impossible in a reasonable amount of
time (less than a million years) even if al of the
available computers today worked exclusively on one
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such problem. However, just because there is no
algorithm efficient enough to do the factoring quickly,
does not mean that such an algorithm could not be
found eventualy. Quantum cryptography, which uses
photons and relies on the laws of quantum physics
instead of "extremely large numbers,” is the cutting
edge discovery which seems to guarantee privacy even
when assuming eavesdroppers with  unlimited
computing powers.

2. LITERATURE REVIEW

The first application of quantum information theory
was found by Wiesner in the early 1970s. He proposed
using the spin of particles to make unforgivable bank
notes. Roughly speaking, the spin of a particle obeys
the uncertainty principle: an observer cannot get all the
information about the spin of a single particle; he
would irreversibly destroy some part of the information
when acquiring another part. By encoding
identification information on bank notes in a clever
way using elementary particles, a bank can verify their
authenticity by later checking the consistency of this
identification information. At the atomic scale, the
forger cannot perfectly copy quantum information
stored in the elementary particles; instead, he will
unavoidably make mistakes. Simply stated, copying the
bank note identification information is subject to the
uncertainty principle, and thus a forgery will be
distinguishable from alegitimate bank note.

The plan was issued in 1983 in Sigact News, and at,the
same time two scientists Bennet and Brassard, familiar
with the idea of Weisner, were ready to issue their own
ideas. Then in 1984, they delivered the first quantum
cryptography protocol called the "BB84." The protocol
is provably secure, depending on the quantum property
that information gain is only possible at the expense of
disturbing the signal if the two states we are trying to
distinguish are not orthogonal. The first experimental
prototype based on this was made in 1991. It
functioned over a distance of 32 centimetres. Over
time, the technology has been improved and the
distance extended to kilometres. Later on in June 2004,
The first computer network in which communication is
secured with quantum cryptography is up and running
in Cambridge, Massachusetts. The leader of the
gquantum engineering team at BBN Technologies in
Cambridge, Chip Elliott, transmitted the first packets of
data across the Quantum Net. After that, a team at the
University of Vienna transferred entangled photons
across the river Danube, through free space in June
2003. In April 2004, the first money transfer encrypted
by quantum keys occurred between two Austrian
banks. The two buildings were 500 meters away from
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each other, yet fibre optics was fed through 1.5
kilometres of sewage system to link them together.

3. QUANTUM KEY DISTRIBUTION

As dready mentioned, quantum key distribution
(QKD) is a technique that alows two parties,
conventionally called Alice and Bob, to share a
common secret key for cryptographic purposes. In this
section, | wish to give a general idea of what QKD is
and the techniques it involves. The concepts will be
covered in more details in the subsequent chapters.

To ensure the confidentiality of communications, Alice
and Bob agree on a common, yet secret, piece of
information called a key. Encryption is performed by
combining the message with the key in such a way that
the result isincomprehensible by an observer who does
not know the key. The recipient of the message uses his
copy of the key to decrypt the message.

Let us insist that it is not the purpose of QKD to
encrypt data. Instead, the goal of QKD is to guarantee
the secrecy of a distributed key. In turn, the legitimate
paities._may use this key for encryption. The
canfidentiality of the transmitted data is then ensured
by @a¢han with two links: the quantum-distributed key
and'the encryption algorithm. If one of these two links
is broken, the whole chain is compromised; hence we
have to look at the strengths of both links.

First, how is the confidentiality of the key ensured?
The laws of quantum mechanics have strange
properties, with the nice consequence of making the
eavesdropping detectable. If an eavesdropper,
conventionally called Eve, tries to determine the key,
she will be detected. The legitimate parties will then
discard the key, while no confidential information has
been transmitted yet. If, on the other hand, no tapping
is detected, the secrecy of the distributed key is
guaranteed.

As the second link of the chain, the encryption
algorithm must also have strong properties. As
explained above, the confidentiality of data is
absolutely guaranteed if the encryption key is as long
as the message to transmit and is not reused for
subsequent messages. This is where quantum key
distribution is particularly useful, as it can distribute
long keys as often as needed by Alice and Bob.

Let us detail further how QKD works. Quantum key
distribution requires a transmission channel on which
guantum carriers are transmitted from Alice to Bob. In
theory, any particle obeying the laws of quantum
mechanics can be used. In practice, however, the
guantum carriers are usually photons, the elementary
particle of light, while the channel may be an optical
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fiber (e.g., for telecommunication networks) or the
open air (e.g., for satellite communications).

In the quantum carriers, Alice encodes random pieces
of information that will make up the key. These pieces
of information may be, for instance, random bits or
Gaussian-distributed random numbers, but for
simplicity of the current discussion, let us restrict
ourselves to the case of Alice encoding only zeroes and
ones. Note that what Alice sends to Bob does not have
to — and may not — be meaningful. The whole point is
that an eavesdropper cannot predict any of the
transmitted bits. In particular, she may not use fixed
patterns or pseudo-randomly generated bits, but instead
isrequired to use “truly random” bits.

During the transmission between Alice and Bob, Eve
might listen to the quantum channel and therefore spy
on potential secret key hits. This does not pose a
fundamental problem to the legitimate parties, as the
eavesdropping is detectable by way of transmission
errors.  Furthermore, the secret-key distillation
techniques allow Alice and Bob to recover from such
errors and create a secret key out of the bits that are
unknown to Eve.

After the transmission, Alice and Bob can compare a
fraction of the exchanged key to see if there are any
transmission errors caused by eavesdropping. For this
process, QKD requires the use of a public classica
authenticated channel, as depicted in Fig. 1.1. This
classica channd has two important characteristies,
namely, publicans and authentication. It isnot required
to be public, but if Alice and Bob had aceess%to a
private channel, they would not need to encrypt
messages,; hence the channel is assumed to be public.
As an important consequence, any message exchanged
by Alice and Bob on this channel may be known to
Eve. The authentication feature is necessary so that
Alice and Bob can make sure that they are talking to
each other.

PPublic classical authenticated channel
Quantunf channel A Bob

o Eve

Figure1.1: Quantum key distribution comprises a
gquantum channe and a public classical
authenticated channel. As a universal convention in
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quantum cryptography, Alice sends quantum states
to Bob through a quantum channel. Eve is suspected
of eavesdropping on theline.

3.1 Encoding random bits using qubits

Any message can, at some point, be converted into
zeroes and ones. In classical information theory, the
unit of information is therefore the bit, that is, the set
{0,1}. The quantum carriers of BB84, however, cannot
be described in classical terms, so we have to adapt our
language to this new setting.

There is a correspondence between the quantum state
of some physical system and the information it carries.
Quantum states are usually written using Dirac's
notation, that is, with a symbol enclosed between a
vertical bar and an angle bracket, as in |y) , [1) or [X) ;
quantum pieces of information follow the same
notation.

In quantum information theory, the unit of information
is the qubit, the quantum equivalent of a bit. Examples
of physical systems corresponding to a qubit are the
spin of an electron or the polarization of a photon.
Mare precisely, a qubit is described by two complex
numbersand belongs to the set

{aj0O)+BI1) :|aj2+|B]2=1,0,8€ C}, (1.1)

with [0) and |1) two reference qubits, corresponding
to two orthogonal states in a quantum system. The
qubits |0) (o=1,8=0) and [1) (0=0,=1) may be
thought of as the quantum equivalent of the bits 0 and
1, respectively. For other values of a and B, we say that
the qubit contains a superposition of |0) and |1) . For
instance, the qubits 2-1/2|0) +2-1/2[1) and
sinit/6|0) +i cosm/6|1) are both superposition’s of |0)
and |1) , albeit different ones.

In BB84, Alice encodes random (classical) bits, called
key elements, using a set of four different qubits. The
bit 0 can be encoded with either |0) or [+) =2-
1/2|0y +2-1/2[1) . The bit 1 can be encoded with either
[1) or |-) =2-1/2|0) -2-1/2[]1) - note the difference in
sign. In both cases, Alice chooses either encoding rule
at random equally likely. Then, she sends a photon
carrying the chosen qubit to Bob.

When the photon arrives at Bob's station, he would like
to decode what Alice sent. For this, he needs to
perform a measurement. However, the laws of quantum
mechanics prohibit Bob from determining the qubit
completely. In particular, it is impossible to determine
accurately the coefficients a and B of the received qubit
al0) +B|1) . Instead, Bob must choose a par of
orthogonal qubits and perform a measurement that
distinguishes only among them. We say that two
qubits, |¢) =aj0) +B[1) and |y) =a’|0) +B1) , are
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sifting, which isillustrated in Fig. 1.3.

> PEK

orthogonal iff ao/*+Bp"*=0.

Let us take for instance the qubits |0) and |1) , which
are orthogonal. So, Bob can make a measurement that
distinguishes whether Alice sends |0) or |[1) . But what
happens if she sends |[+) or |-) ? Actualy, Bob will
obtain a result at random! More generaly, if Bob
receives |@) =al0) +B|1) he will measure [0) with
probability |a2 and |[l) with probability B2 —
remember that |a2+|B|2=1. In the particular case of |+)

and |-) , Bob will get either [0) or |1) , each with
probability 1/2. Consequently, Bob is not able to
distinguish between |+) and |-} in thiscase and gets a
bit value uncorrelated from what Alice sent.

So, what is so special about the qubits [0) and [1) ?
Nothing! Bob can as well try to distinguish any pair of
orthogonal states, for instance |[+) and |-) . Note that
[0y and [1) can be equivalently written as |0) =2-
V21) +2-1/2}) and [1) =2-1/2]+) -2-1/2]-) . Hence,
in this case, Bob will perfectly decode Alice's key
element when she sends |+) and |-) , but he will not be
able to distinguish |0) and |1) . An example of
transmission is depicted in Fig. 1.2.

Key element
Alice
Encoding

Measurement - [0) /11 [0) /11
Bob Result 0 1

Key element 0
Time

Figurel.2: Example of transmission using BB84.
The first two rows show what Alice sends. The
bottom rows show the measurement chosen by Bob
and a possibleresult of this measur ement.

In the BB84 protocol, Bob randomly chooses to do
either measurement. About half of the time, he chooses
to distinguish [0) and |1) ; the rest of the time, he
distinguishes [+) and |-) . At this point, Alice does not
reveal which encoding rule she used. Therefore, Bob
measures correctly only half of the bits Alice sent him,
not knowing which ones are wrong. After sending a
long stream of key elements, however, Alice tells Bob
which encoding rule she chose for each key element,
and Bob is then able to discard all the wrong
measurements; this part of the protocol is caled the

Key element
Alice
Encoding

Measurement  [0) (11} ¢ [0} /110 ¢ =) /B = AR (0) D

Bob Result 0

1 . - 1!
Key element 0 >< 1 >< ><

EE——
Time

Figure1.3: Sifting of the transmission of Fig. 1.2.
The key elements for which Bob's measurement
does not match Alice'sencoding rule are discar ded.

To summarize so far, | have described a way for Alice
to send random bits to Bob. Alice chooses among four
different qubits for the encoding (two possible qubits
per bit value), while Bob chooses between two possible
measurement procedures for the decoding. Bob is not
always able to determine what Alice sent, but after
sifting, ‘Alice and Bob keep a subset of bits for which
thewtransmission was successful. This transmission
scheme allows Alice and Bob to detect eavesdropping,
and this aspect is described next.

3.2 Detecting eavesdropping

The key feature for detecting eavesdropping is that the
information is encoded in non-orthogona qubits. Eve
can, of course, intercept the quantum carriers and try to
measure them. However, like Bob, she does not know
in advance which set of carriers Alice chose for each
key element. Like Bob, she may unsuccessfully
distinguish between |0) and [1) when Alice encodes a
bitas|+) or]-) , orviceversa

In guantum mechanics, measurement is destructive.
Once measured, the particle takes the result of the
measurement as a state. More precisely, assume that an
observer measures a qubit [p) SO as to distinguish
between |0) and |1) . After the measurement, the qubit
will become either |@) —|0') =[0) or |o) —|o") =|1) ,
depending on the measurement result, no matter what
|p) was! In general, the qubit after measurement |@’)
is not equal to the qubit before measurement |¢) ,
except if the qubit is one of those that the observer
wantsto distinguish (i.e., [0) or |[1) inthisexample).
Every time Eve intercepts a photon, measures it and
sends it to Bob, she has a probability 1/4 of introducing
an error between Alice's and Baob's bits. Let us break
this down. Eve has a probability 1/2 of measuring in
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the right set. When she does, she does not disturb the
state and goes unnoticed. But she is not always lucky.
When she measures in the wrong set, however, she
sends the wrong state to Bob (e.g., |+) or |-) instead
of [0y or |1) ). This situation is depicted in Fig. 1.4.
With the wrong state, Bob will basically measure a
random bit, which has a probability 1/2 of matching
Alice's bit and a probability 1/2 of being wrong.

0/ 10

+)
Bob

R
0)
Eve

0}/ 1)

)

Figure 1.4: Possible events when Eve usesthe wrong
measur ement for eavesdropping.

So, when Eve tries to eavesdrop, she will get irrelevant
results about half of the time and disturb the state. She
might decide not to send Bob the states for which she
gets irrelevant results, but it is impossible for her to
make such a distinction, as she does not know 4q
advance which encoding is used. Discarding a key
element is useless for Eve since this samplg willnotbe
used by Alice and Bob to make the key. However, if
she does retransmit the state (even though it is"'wrong
half of the time), Alice and Bob will detect her
presence by an unusualy high number of errors
between their key elements.

Both Bob and Eve have the same difficulties in
determining what Alice sent, since they do not know
which encoding is used. But the situation is not
symmetric in Bob and Eve: al the communications
reguired to do the sifting are made over the classical
authenticated channel. This alows Alice to make sure
sheistaking to Bob and not to Eve. So, the legitimate
parties can guarantee that the sifting process is not
influenced by Eve. Owing to this, Alice and Bob can
select only the key elements which are correctly
measured.

To detect the presence of an eavesdropper, Alice and
Bob must be able to detect transmission errors. For
this, an option is to disclose a part of the sifted key. A
given protocol might specify that after a transmission
of |+n key elements (e.g., [+n=100 000), numbered
from 0 to I+n-1, Alice randomly chooses n indexes
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(e.g., n=1000) and communicates them to Bob. Alice
and Bob then reveal the corresponding n key elements
to one another so as to count the number of errors. Any
error means there was some eavesdropping. The
absence of error gives some statistical confidence on
the fact that there was no eavesdropping — Eve might
just have been lucky, guessing right the encoding sets
or making errors only on the other | key elements. Of
course, only the remaining | key elements will then be
used to produce a secret key.

3.3 Distilling a secret key

In the case where errors are detected, Alice and Bob
may decide to abort the protocol, as errors may be
caused by eavesdropping. At least, this prevents the
creation of a key that can be known to the adversary.
This kind of decision, however, may be a little
stringent. In practice, the physical implementation is
not perfect and errors may occur for many reasons
other than eavesdropping, such as noise or losses in the
quantum channel, imperfect generation of quantum
states or imperfect detectors. Also, Eve may just
eavesdrepra small fraction of the sifted key, making the
remaning’key elements available for creating a secret
Key. j¥here should thus be a way to make a QKD
protocol more robust against noise.

Alice and Bob count the number of errors in the
disclosed key elements and divide this number by n to
obtain an estimate of the expected fraction e of
transmission errors in the whole set of key elements; e
is called the bit error rate. They can then deduce the
amount of information Eve knows about the key
elements. For instance, they can dtatisticaly estimate
that Eve knows no more than, say, |E bits on the | key
elements. This is the estimation part of the protocol.
The formula giving the quantity IE is not described
here; it results from an anadysis of what an
eavesdropper may do given the laws of quantum
mechanics. Also, the quantity |E does not precisely tell
Alice and Bob what Eve knows about the key elements.
She may know the exact value of IE key elements or
merely the result of some arbitrary function of the | key
elements, which gives her |E bits of information in the
Shannon sense.

At this point, Alice and Bob know that the |
undisclosed key elements have some error rate e and
that a potential eavesdropper acquired up to |E bits of
information on them. Using the public classical
authenticated channel, Alice and Bob can till try to
make a fully secret key; this part is called secret-key
digtillation.

Secret-key distillation usually comprises a step called
reconciliation, whose purpose is to correct the
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transmission errors, and a step caled privacy
amplification, which wipes out Eve's information &t the
cost of a reduced key length. | shall briefly describe
these two processes.

In the case of BB84, the reconciliation usually takes the
form of an interactive error correction protocol. Alice
and Bob alternatively disclose parities of subsets of
their key elements. When they encounter a diverging
parity, it means that there is an odd number of errorsin
the corresponding subset, hence at least one. Using a
dichotomy, they can narrow down the error location
and correct it. They repeat this process a sufficient
number of times and the result is that Alice and Bob
now share equal bits.

For secret-key distillation, all the communications are
made over the public authenticated classical channel.
Remember that Eve cannot intervene in the process but
she may listen to exchanged messages, which in this
case contain the exchanged parity bits. Therefore, the
knowledge of Eve is now composed of IE+|M| bits,
with [M| the number of parity bits disclosed during the
reconciliation.

To make the key secret, the idea behind privacy
amplification is to exploit what Eve does not know
about the key. Alice and Bob can calculate a function f
of their key elements so as to spread Eve's partial
ignorance over the entire result. Such a function (e.g.,
like a hashing function in classica cryptography) 4s
chosen so that each of its output bits depends on gmest
of, if not al, the input bits. An examplg of\sueh_a
function consists of calculating the parity of, random
subsets of bits. Assume, for instance, that Eve perfectly
knows the bit x1 but does not know anything about the
vaue of the bit x2. If the function f outputs
x1+x2mod2, Eve has no clue on this output value since
the two  possibilities  x1+x2=0(mod2) and
x1+x2=1(mod2) are equally likely no matter what the
valueof x1is.

The price to pay for privacy amplification to work is
that the output (secret) key must be smaller than the
input (partially secret) key. The reduction in size is
roughly equal to the number of bits known to Eve, and
the resulting key sizeisthus|-1E-|M| bits. To maximize
the key length and perhaps to avoid Eve knowing
everything about the key (eg., I-IE-[M|=0), it is
important that the reconciliation discloses as little
information as possible, just enough to make Alice and
Baob ableto correct al their errors.

Notice that errors on the quantum transmission are paid
twice, roughly speaking, on the amount of produced
secret key bits. First, errors should be attributed to
eavesdropping and are counted towards IE. Second,

| SSN-2347-4890
Volume 3 Issue 11 November, 2015
errors must be corrected, for which parity bits must be
publicly disclosed and are counted towards M.
Finally, the secret key obtained after privacy
amplification can be used by Alice and Bob for
cryptographic purposes. In particular, they can use it to
encrypt messages and thus create a secret channel.

3.4 Example

Sending

1. Alice determines the polarization (horizontal,
vertical, left-circular or right-circular) of each burst of
photons which she's going to send to Bob. Since a lot
of this information will later be discarded, this can
probably be done randomly. The goal is not to transfer
a specific key, but to agree on a key that is common to
both parties.

2. A light source from a light-emitting diode (LED) or
from a laser isfiltered to produce the desired polarized
photons. Ideally, each pulse consists of a single photon.
However, in red life it actually has to be a beam of
light with very low intensity. If the intensity istoo low,
a pulse may be undetectable for the receiver, yet if it's
tooyhighgsthen the polarization of the photons can be
detected discreetly (i.e. a photon from the beam can be
meastired by the eavesdropper with respect to both
bases without any noticeable difference to the beam).
Both cases are undesirable to say the least, so the
intensity has to be regulated very carefully. (6)
Receiving and converting

3. Bob randomly generates a sequence of bases
(rectilinear or circular), and measures the polarization
of each photon with respect to one of them.

4. Bob tells Alice which sequence of bases he used,
without worrying about other people hearing this
information.

5. Alice publicly responds with which bases were
chosen correctly.

6. Alice and Bob discard all observations except for
those with the correctly-chosen bases.

7. The remaining observations are converted on to
binary code (left-circular or horizontal is 0, and right-
circular or vertical is1).

Correctingerrors—step 1

8. Alice and Baob agree on random permutations of bits
in the resulting string, to randomize the positions of
errors. Two errors next to each other are very hard to
detect, yet it is likely that an error with the instruments
or because of random noise would alter a sequence of
bits one after the other. Randomization helps account
for that.

9. The strings are partitioned into blocks of size k, with
k ideally chosen to make the probability of multiple
errors per block very small. Note that if Alice's string
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contains 101100 and Baob's contains 101111, the parity
is the same, 1, even though there are two mistakes in
the block. Making k small is one of the steps taken to
minimize the chance of this happening, since the
chances of having two errors in a block of size 50 is
much less than in a block of 500, especially after the
errors are randomized.

10. Alice and Bob compute and exchange parities for
each block. This information can be made public, but,
to ensure security, the last bit of each block is then
discarded, making the information useless for Eve.

11. Any block with different reported is broken down
further and a binary search is used to locate and correct
the error. Alternatively, if the length of the key is
aready sufficiently large, those blocks could even be
discarded.

12. Steps 9-12 are then repeated with increasing block
size, k, in an attempt to discover multiple errors that
could've gone undetected within original blocks.
Correctingerrors- step 2

13. Finally, to determine if additional errors remain,
Alice and Bob do another randomized check. They
publicly agree on a random assortment of half the bit
positions in their string, and compare parities, followed
discarding the last digit, as always.

14. If the strings are different, then there is probability
of a disagreement of parities. Then a binary search is
used to find and eliminate error, as described above.

15. After r repetitions of step 13, without
disagreements, Alice and Bob can conclude that their
strings disagree with probability (1/2)r, whichycan
obviously be made arbitrarily small by increasing’r.

4. APPLICATION OF QUANTUM
CRYPTOGRAPHY

The most infamous and developed application of
quantum cryptography is quantum key distribution
(QKD). Quantum key distribution [6] is a method used
in the framework of quantum cryptography in order to
produce a perfectly random key which is shared by a
sender and a receiver while making sure that nobody
else has a chance to learn about the key, eg. by
capturing the communication channel used during the
process. The best known and popular scheme of
quantum key distribution is based on the Bennet-
Brassard protocol (i.e. BB84), which was invented in
1984 [7]. It depends on the no-cloning theorem for
non-orthogonal quantum states. Briefly, the Bennet-
Brassard protocol works as follows:

* The sender (usually called Alice) sends out a series of
single photons. For each photon, it arbitrarily selects
one of two possible base states, with one of them
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having the possible polarization directions up/down
and left/right, and the other one polarization directions
which are angled by 45°. In each case, the actual
polarization direction is also arbitrarily selects.
* The receiver (called Bob) detects the polarizations of
the incoming photons, also randomly selecting the base
states.
This means that on average half of the photons will be
determined with the "wrong" base states, i.e. with states
not corresponding to those of the sender.
» Later, Alice and Bob use a public communication
channel to talk about the states used for each photon
(but not on the chosen polarization directions). In this
way, they can find out which of the photons were by
chance preserved with the same base states on both
Sides.
* Then they reject all photons with a "wrong" basis, and
the others signify a sequence of bits which should be
identical for Alice and Bob and should be known only
to them, provided that the transmission has not been
influenced by anybody. Whether or not this happened
they can test by comparing some number of the
obtained=hits via the public information channel. If
these hits'agree, they know that the other ones are also
correct and can finaly be used for the actua data
transmission.

5. PROSPECTS

Clearly, quantum cryptography is still along way from
being common in information transfer, because the real
world is still a long way from theoretical perfection.
However, it's important to keep in mind that the basic
foundation for this great technique has been laid, and
so how it only needs to be refined.

5.1 Futuredirection

For now, non-quantum cryptography is still very safe,
because it relies on algorithms that can't be cracked in
less than the lifetime of the universe by all the currently
existing computers. So in theory, there is not much
need for quantum cryptography yet; however, we never
know when technology will take a leap forward and
guantum techniques will become necessary to protect
our information. When gquantum computers will come
into play, the computational speeds will increase
dramatically, so the mathematical complexity of
algorithms will become less of a challenge. It is still
debatable whether or not it will be possible to simply
increase the numbers use in the algorithms and thus
increase the complexity enough to outrun even
quantum computer.

Yet there is no debate about the fact that quantum
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cryptography is a true breakthrough in the field. It is
still being refined and developed further. However,
aready it is clear that even with its current
imperfections, it is many steps above everything that
was developed before it. All we need is some years, or
maybe decades or even centuries, to refine the
technique and make it practical in the rea world.

5.2 Current limitations

For now, computers capable to transmitting
information using quantum cryptography are very
large, custom-made and, thus, expensive. A couple of
banks have aready taken advantage of this security
method, but few other organizations would be able to
afford it in the foreseeable future.

With regards to entangled photons, which seem to be
absolutely safe, there is also a serious practical problem
not only with the cost, but also with keeping them
entangled long enough to meet the needs of the real
world. While the system is perfect in theory, it is going
to be very hard to implement it in practice.

Another problem is that for distances beyond 50
kilometres or so, the noise becomes so great that error
rates skyrocket. This not only leaves the channel very
vulnerable for eavesdroppers, but aso makes it
virtually impossible to send information. However, it is
potentially possible for quantum keys to be exchanged
through the air in the future. Tiny telescopes would
then have to be aligned to detect the signaly, Some
calculations even suggest that photons ‘ecouldy, be
detected by a saellite, which would 7 alow
communication between continents!

6. CONCLUSION

We presented an aspect of the workings of quantum
cryptography and quantum key distribution technology.
This technology is basically depends upon the
polarization of photons, which is not a well regulated
quantity over long distances and in multi-channel
networks. Quantum cryptography could be the first
attention of quantum mechanics at the single quanta
level. Quantum cryptography promises to reform
secure communication by providing security based on
the elementary laws of physics, instead of the current
state of mathematical algorithms or computing
technology. The devices for implementing such
methods exist and the performance of demonstration
systems is being continuously improved. Within the
next few years, such systems could start encrypting
some of the most valuable and important secrets of
government and industry.
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