1Journals: International Journal of Software & Hardware Research in Engineering

ISSN-2347-9698
Volume 8 Issue 4 April 2020

Sustaining Practices for On Demand &
Deterministic Data Publishing using Privacy
Preservation

Shubham Vishnudev Joshi'; Radhakrishna Rambola?
Assistant Professor'; Associate Professor?
Computer Engineering™?

SVKM’s NMIMS University, MPSTME Shirpur Campus™?
DOI< 10.26821/1JSHRE.8.4.2020.8407>

Abstract- The time has changed on behalf of modular
intervention of data and users. The data categories can
be significantly determined. Once the category of
published data can be interrogated the contextual
determination becomes vital. In today’s age of hand
held devices, smart phones, the data is just seat back in
cloud and as per the use called on demand. Thus
deterministic & collaborative data publishing must be
addressed to promote the sustainable privacy metrics at
peers. The healthcare data is the constraint
collaborative data on which privacy of patient, hospital
resources and vivid data analytical intervention can“be
applicable. If this leaks or untrue its privacy {metrics
before or after publishing, the trust\, among
communicating parties can be challengedy, Se by
enabling this privacy preserving methodologies for the
critical data suite, the scope of this work become
sensible.
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l. INTRODUCTION

The pattern of data collection, conception and
validation is smartly changed. The hand held devices
are now becomes filter and stakeholder of the
organizations, whose data can be channelized using in
demand resources. The BIG units (business, industry
and governments) are seeking playful efforts on this
sensible data which going to be published on the go
which can be collaborative data. The determination can
be acute on behalf of good quality research and
analysis. As original data contains sensitive
information of individual so directly releasing such for

discussed purposes may breach the privacy of
individual. So anonymization techniques are used
before releasing the data and this procedure is called as
privacy preserving data publishing. For this attributes
of data is categorized as identifier, Quasi Identifier (QI)
and SenSitive Aftributes (SA).ldentifier is the key
attribute which” uniquely identifies a person such as
SSN, namerand this attribute is removed from data
record, before publishing. Qls are part of information
which is well correlated with an entity and can create a
unique identifier when combined with other QlI, e.g.
birth date, gender, zip code.SA includes sensitive
information of an individual which may breach
individual privacy if published, e.g. diseases and salary
details. Goal is secure individual’s sensitive data from
malicious users/attackers and preserving the privacy of
individuals by using different techniques.

1. LITERATURE SURVEY

In current years privacy preserving data study and
shared data publishing has emerged as a promising
approach which helps to preserve privacy of
individuals. B.C.M. Fung et al [2] has given a survey
on privacy preserving data publishing which gives
different technique and tools for publishing the data
while preserving the privacy of data. He has described
different linking attacks where attacker is able to link a
record owner to a record in a published data table, to a
sensitive attribute in a published data table, or to the
published data table itself. These are called record
linkage, attribute linkage, and table linkage,
respectively. 3-Presence protects the system from table
linkage. K-anonymity prevents record linkage and it
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says that if any record in table has some value gid then
at least k-1 record should also have the same value gid.
L-diversity prevents attribute linkage and according to
this concept each QI group should include at least |
well represented SAs.

N. Mohammed et al [3] proposed a model for high
dimensional relational data for healthcare system,
called LKC privacy model. Model gives improved
outcomes than conventional k anonymization model.
This privacy model considers only relational data and
data of healthcare is relatively complex, it can be the
combination of relational data, transaction data and
textual data. Privacy model works for centralized
anonymization (anonymize and aggregate) and
distributed anonymization (Aggregate and anonymize).

Alberto et al [4] has given the concept of privacy
preserving updates to anonymous and confidential
databases and developed a system to check whether the
database inserted with record is still k-anonymous,
without letting owner know, the contents of record and
the database, respectively. This paper proposes two
protocols solving this problem on suppression-based
and generalization-based k-anonymous and
confidential databases.

Tristan Allard et al [5], safe realization \of the
generalization privacy mechanism. The emphasis~0f
this paper is to understanding the collectiony and
determination of organizational pattern.  The
annonimization phase at the data source while
compromising neither privacy nor data utility
compared to a trusted central server approach. The
problem is difficult due to three assumptions: (1) the
data publisher and the data recipients are untrusted, (2)
the SPTs are trusted but there is no direct
communication between them and (3) there is no
certainty about the connection frequency and duration
of each SPT connection. Given system focused
precisely addresses this issue and proposes to adapt the
traditional Generalization privacy mechanism to an
environment composed of a large set of tamper-
resistant smart portable tokens seldom connected to a
highly available but untrusted infrastructure. This
conjunction of hypothesis makes the problem
fundamentally different from any previously studied

privacy-preserving data publishing problem we are
aware of.

Tiancheng Li et al [6] has given a new approach for
privacy preserving data publishing called Slicing which
partitions the data both horizontally and vertically.
This approach shows that slicing preserves better data
utility than generalization and can be used for
membership disclosure protection and it can handle
high-dimensional data. The fundamental scheme of
slicing is to break the association cross columns, and
reserve the association within each column. This
minimizes the dimensionality of the data and reserves
better utility than generalization and bucketization.
Slicing, groups highly correlated attributes together,
that’s why preserves utility and preserves the
correlations between such attributes. Slicing protects
privacy because it breaks the associations between
uncorrelated zattributes, which are infrequent and thus
identifying.

When\more ‘sdmber of similar attribute value and the
sensitive value are present in the different tuples at that
time=islicing can give the original record while
perferming the random permutation. To overcome the
drawback of slicing S. Kiruthika et al [8] has given
enhanced slicing model. In this model suppression
slicing is done by suppressing any one of the attribute
value in the record and then perform the slicing. Thus
utility is maintained with minimum loss by suppressing
only very few values and privacy is maintained by
random permutation. The next model is Mondrian
slicing in this the random permutation is done with all
the buckets not within the single bucket. Thus same
utility of the original dataset is maintained.

The concept of SMC began in 1982 when Yao
proposed and gave solution to his millionaire’s
problem in which two millionaires wanted to know
who was richer without disclosing individual wealth to
each other [9]. It comprises of a dual party (more than
one) computation protocol for partial honest parties
which involved in the protocol and also attempts to
know more than the obtained result. The crux of this
concept extended to multiparty computation in which it
used circuit evaluation protocols for secure
computation. A detailed review of SMC research is
feasible where a framework on unsolved inventory of
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privacy correlates with SMC problem. At large
Anonymity enabled SMC [10] found with relevance of
the parties, where the nodes are ambiguous but capable
to achive privacy determination for collaborative data
publishing and their sustainable practices.

B. C. M. Fung et al. [10] has proposed an approach for
handling ‘insider attack’. In this attack data providers Comprehensive Data Meodeling using
themselves uses their own data to infer the data of peterministic & Collaberative
other data providers. Author has used m-privacy
techniques and heuristic algorithms for overcoming the Figl. Block Diagram of the Implemented system
same. P3 P

P1 P2
2 = = =
1. PROBLEM DEFINITION ﬁ

Uncertainty is the biggest threat in the deterministic
and collaborative data publishing needs[1.7]. There are
ample possibilities of the attacks, and these attacks are
categorized into (1) External data recipient
attack(outsider attack), (2) Data provider attack using
intermediate results and( 3) Data provider attack using
anonymized data, background knowledge and
providers own data(insider attack). In anyone leans
about the data then privacy is violated. So main
objective is to publish an anonymized view  0of
integrated data, D* which is resistant to internal“er
external attacks.

Constraints

Aggregation

Authorized User?

Show original data

Point selection for shcing
Partition and permutation
Verification for Constraint C

Anonymization and Verifcation

Skicing Possible?

Y
SYSTEM ARCHITECTURE AND DESIGN

The proposed system provides a competent approach to % Bubiish secure
achieve enhanced privacy for distributed data. It - ommed e
combines slicing techniques with m-privacy techniques
and also overcome the problems of m-privacy and
secrecy approach with new anonymization and slicing
technique. In system data is coming from different V. _METHODOLPGY . .
providers. System performs slicing on input data after The implementation model consists of following
selecting the point for slicing. It then checks the data ~ Methodology:

against privacy constraint C for data privacy and

Fig2: System Architecture [1]

performs partioning and permutation on same. Further e Patient Inventory: In this module operator and
it Checks if slicing is possible and if it is possible then heath care desk feed the patient’s information.
again perform slicing on data. Our final output is However this feeding of data can be uni
anonymized data (D*) which is resistant to internal and directional that means there are mere possibilities

external attacks.
of tempered data entry due to unknown facts

given by attender with the patient.

e k-Anonymizer’s module: With the help of sliicing
algorithm [6] the data feed can be observed.
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Which comprise of certain level. These levels can
further be nailed for the purpose of the modular
data feed and their verification.

e Attribute Partition and Columns: Attribute
Partitioning is done by grouping highly correlated
attributes into a column. Database consists of
several subsets in such a way that each attribute
belongs to exactly one subset. Column is a subset
of attribute. As here we are taking multiple
sensitive attribute as diseases and treatment so
will consider joint distribution of them[10]. One
column will contain sensitive attribute without
loss of generality and that column is called as
sensitive column. Let last column C contain
sensitive attribute and all other columns
{C1,C2,...Cc-1} contain only QI attributes.

Proposed Algorithm:

1 Insertion of values (p, q, r), where P is no. of
participating parties, Q is for secure attributes, R rate of
privacy indexes.

2. Meta-function moduler (F), which can compute the
reflexive index of (Rq)®

3. Integral function Sj: calculating proximity

4. Boundary conditions with Co, Di for Collahorative
and Deterministic data publishing.

5. k, dk, sj, Rsj for the k-secure sum protocol
implementation

V. CONCLUSION AND FUTURE SCOPE

The essence of this work is to induce the possible
rectification of acute techniques which can publish data
in deterministic and collaborative levels. There are
ample restrictions of common data availability and
intruders can perform certain attacks. These attacks can
be restricted further with the novel protocol of k-secure
sum across the communicating parties. Although the
security can be different issue and altogether the
privacy preserving data publishing algorithm, which is
proposed in this paper can enhance the possibility of
risk mitigation. The same approach can be further
extendable for comprehensive data modeling data

publishing can be applied. The use of anonymizers
along with trust based privacy indexes can be utilized
further.
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