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Abstract  

This paper critically examines the rise in police 

arrests for online messages and political protests in 

the United Kingdom, highlighting concerns over 

increased internet policing and the erosion of free 

speech. The surge in arrests, especially during and 

after the COVID-19 pandemic, has sparked debate 

about the balance between maintaining public order 

and preserving civil liberties. The paper explores the 

UK's evolving legal framework, focusing on the 

2023 Online Safety Act, which broadens Ofcom's 

powers to regulate harmful content and 

misinformation. It argues that while these measures 

aim to enhance public safety, they risk infringing on 

democratic principles by criminalizing offensive but 

not illegal speech. The concept of a "police state" is 

analyzed, emphasizing how modern policing in 

democratic societies may reflect authoritarian 

tendencies. The paper also discusses the dual role of 

Social Networking Services (SNS) in fostering 

democratic engagement and challenging state 

control, posing challenges to government efforts to 

maintain stability. Finally, it highlights the 

controversial impact of new legal restrictions on 

protest rights, illustrating a trend toward increased 

surveillance and potential over-policing, raising 

critical questions about the UK's trajectory towards 

illiberal democracy and the implications for 

fundamental freedoms. 
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1. The police state, adapting to our 

modern history  

A "police state" traditionally referred to a 

government ensuring public welfare and 

maintaining order, but the term has evolved to 

describe regimes exercising oppressive control over 

social, economic, and political life, primarily 

through extensive use of police powers. This 

transformation became pronounced in Nazi 

Germany, where police and secret forces maintained 

power, enforced ideological conformity, and 

eliminated opposition. Today, a police state is 

characterized by centralized police services, a 

merger of political and criminal policing powers, 

subjugation of the judiciary, and the establishment 

of a paramilitary force loyal to the regime. This 

reflects a shift from a paternalistic view of 

governance to one aligning with totalitarian 

mechanisms, significantly curtailing personal 

freedoms and the rule of law.2 

The term "police state" evokes fear and dread due to 

concerns over the abuse of police power and the 

potential for police forces to act intimidatingly. 

Modern police states show a shift towards the police 

actively shaping society and enforcing government 

ideologies. This involves maintaining order and 

changing people's behaviors through force or 

surveillance.3 This highlights that while all police 

systems have the potential for abuses, democratic 

regimes usually have enough watchdogs and 

institutional constraints to prevent any abuse. 

The slope toward becoming a police state can also 

start from a democratic regime with strong 

foundations. The concept of “illiberal democracy” 

has emerged in the last decades to define a 

democratic regime that uses democratically 

established institutions and the rule of law to enforce 

non-democratic measures. In this context, illiberal 

democracy can be interpreted as an intermediary 

step toward the emergence of a police state. Relying 

on this continuum, we can posit that if the UK is 

becoming a police state, it would first adopt 

practices of illiberal democracies, i.e. changing the 

current legal framework to fit a freedom-

endangering political agenda. 
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2. SNS, an extension of the 

governments control  

Studies from Hong Kong and France illustrate how 

Social Networking Services (SNS) can enhance 

democratic engagement and threaten state stability 

when used for political mobilization. In Hong Kong, 

SNS have been crucial for political discourse and 

mobilization, allowing alternative voices to 

challenge the state's control over information and 

public opinion. Similarly, the Yellow Jackets 

movement in France further exemplifies the dual 

nature of SNS in political mobilization. Originating 

from protests against fuel tax increases, the 

movement rapidly gained momentum through SNS, 

facilitating mass mobilizations that challenged the 

French government’s policies and highlighted 

broader social grievances.5  

Given these dynamics, a police state or any 

government concerned with maintaining stricter 

control over the political landscape might seek to 

regulate or control SNS. The capacity of SNS to 

rapidly disseminate politically mobilizing content, 

bypass traditional information gatekeepers, and 

organize dissent poses a considerable challenge to 

states prioritizing stability and control.6 From this 

perspective, controlling SNS becomes a strategy to 

prevent their use as tools for oppositional 

mobilization and to manage the political influence 

these platforms can wield. Such control could 

involve monitoring SNS use, restricting access to 

politically sensitive content, or directly influencing 

the flow of information to curb the potential for 

large-scale mobilization that could destabilize the 

political status quo. This approach, while 

controversial in terms of freedom of expression and 

democratic engagement, is often justified by 

governments under the guise of maintaining national 

security and social order. 

 

3. Evolution of the UK legal 

framework  

The United Kingdom already possesses various laws 

against hate crime. In England and Wales, the Crime 

and Disorder Act 1998 and the Criminal Justice Act 

2003 enhance penalties for crimes aggravated by 

racial, religious, sexual orientation, or disability 

bias. These foundational texts emphasize the 

importance of addressing and penalizing hate crimes 

with increased severity. Scotland has developed its 

own comprehensive legislation with the Offences 

(Aggravation by Prejudice) (Scotland) Act 2009 and 

the Hate Crime and Public Order (Scotland) Act 

2021. These laws consolidate previous hate crime 

statutes and add age as a protected characteristic, 

modernizing the legal response to hate crimes. In 

contrast, Northern Ireland does not have specific 

hate crime statutes but relies on the Public Order 

(Northern Ireland) Order 1987 to address hate-

motivated offenses. This order is supplemented by 

policy guidance to ensure effective enforcement of 

laws against hate crimes, highlighting a different 

approach within the UK by utilizing existing legal 

structures to combat hate crimes effectively. 

Overall, these legislative measures across the UK 

underscore a commitment to addressing and 

mitigating hate crimes, emphasizing the importance 

of legal protection against bias-motivated offenses 

to uphold societal values of equality and justice. 

Although laws against hateful speech and 

discrimination already existed, the UK legal 

framework has evolved in the last years toward more 

restrictions, expanding its reach over the internet. 

The 2023 Online Safety Act introduced a 

comprehensive framework to improve online safety 

in the UK, focusing on user-to-user services and 

search services.7 The act places specific obligations 

on these services, including duties related to illegal 

content, transparency, reporting, redress, and 

additional protections, especially concerning 

children and adult users. It categorizes online 

services based on their size and scope, with more 

stringent obligations for larger platforms likely to 

pose higher risks due to their extensive user reach 

and service functionalities. The Office of 

Communications, or Ofcom, oversees and enforces 

these regulations in the whole United Kingdom, 

imposing substantial fines on companies that fail to 

comply.9 

3.1 Regulating harmful content and 

misinformation online  

Ofcom has traditionally focused on overseeing 

television and radio broadcasters and handling 

complaints related to these mediums. However, the 

digital communication landscape has evolved 

rapidly, necessitating a broader regulatory 

framework. This evolution is reflected in the Online 

Safety Act of 2023, which significantly expanded 

Ofcom's responsibilities to encompass social media 

companies and other online services. This Act marks 

a critical shift in the regulatory landscape, tasking 

Ofcom with ensuring that online platforms protect 

users from harmful and illegal content. 

The Online Safety Act outlines stringent new 

responsibilities for Ofcom, particularly in 

addressing issues related to disinformation and 

misinformation. According to Article 152 of the Act, 

Ofcom must establish and maintain the Advisory 

Committee on Disinformation and Misinformation, 

to advise on how regulated services should manage 

disinformation and misinformation.10 Looking 

ahead, Ofcom’s role in online safety will likely 

continue to expand as new digital threats emerge. 

The regulator is expected to launch a campaign 
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targeting new voters aged 18-24, aimed at enhancing 

their ability to identify disinformation and develop 

critical thinking skills.11 Its approach will involve 

setting standards and enforcing compliance through 

fines and other sanctions for non-compliant 

companies. 

Ofcom's transformation from a traditional media 

regulator to a comprehensive overseer of online 

safety marks a significant step in protecting the 

public from digital content risks. The Online Safety 

Act empowers Ofcom to enforce stringent measures 

against harmful content, particularly for vulnerable 

groups like children. However, Ofcom's expanded 

powers and scope are concerning, as they can be 

influenced by particular political agendas. 

Maintaining public trust and ensuring unbiased 

regulation will be crucial. 

 

3.2 Restraining the right to protest  

Recent legal changes have imposed significant 

restrictions on freedom of speech, particularly 

targeting political activism. Section 7 of the Public 

Order Act 2023 is a critical piece of legislation in 

this context.12 This section establishes the statutory 

offense of "public nuisance," criminalizing acts that 

interfere with the operation of essential 

infrastructure such as harbors, airports, railways, or 

roads. The application of this law was notably 

tested when climate activists from Just Stop Oil 

were convicted for interfering with key national 

infrastructure by blocking a road in West London, 

causing significant traffic disruptions.13 Such laws 

provide authorities with excessive discretionary 

power to suppress protests, potentially 

criminalizing legitimate forms of political 

expression. 

A high-profile example highlighting the 

contentious nature of these laws is the recent arrest 

of a man in London for a social media post 

criticizing Palestinian flags. Arrested under a 

racially aggravated public order offense, this case 

exemplifies how speech perceived as hate speech 

can lead to severe legal consequences. The 

incident, which went viral, drew criticism for 

perceived overreach, with commentators pointing 

out the disparity between police responses to 

different forms of public disorder.14 Home 

Secretary Suella Braverman's directive to police to 

use the "full force of the law" against pro-Hamas 

symbols and anti-Israel slogans underscores the 

government's stance on curbing expressions 

deemed supportive of terrorism or threatening to 

community harmony.15 

Moreover, initiatives like Project Alpha that started 

in 2019, which monitors and removes gang-related 

content from social media, underscore the 

controversial use of digital surveillance. Project 

Alpha, funded by the Home Office and operated by 

the Met Police, uses advanced technology to 

monitor social media platforms for gang-related 

content. While aimed at preventing violence, such 

measures often lead to racial profiling and unjust 

criminalization of young people, particularly in 

Black communities. This initiative has faced 

criticism for its lack of transparency and the 

potential for abuse, as the criteria for monitoring 

and the methods used are not publicly disclosed.16 

The increasing reliance on digital evidence to 

prosecute individuals for perceived threats rather 

than concrete actions poses significant ethical and 

legal challenges.17 Such surveillance measures can 

lead to a chilling effect on free speech, with 

individuals censoring themselves out of fear of 

being monitored and misinterpreted. 

The evolution of policing and surveillance in the 

UK highlights a growing tension between 

maintaining public order and preserving individual 

rights to free expression. The recent legal changes 

and surveillance initiatives reflect a broader trend 

of increasing police actions against speech-related 

offenses, raising critical questions about the 

balance between security and civil liberties in a 

democratic society. 

 

3.3 Conclusion  
The concept of a police state, once associated with 

oppressive regimes, is increasingly relevant in 

discussions about the extensive use of police powers in 

democratic societies. SNS are also impacted since they 

have emerged as powerful tools for both political 

engagement and mobilization, thus posing a significant 

challenge to states prioritizing stability and control. The 

regulation and monitoring of SNS usage highlight the 

ongoing struggle to balance national security with the 

rights to free expression and political participation. The 

enforcement of stronger laws in the United Kingdom, 

now encroaching on the internet, led to an increasing 

number of arrests criticized as a means to tackle political 

dissent. Concerns about the country adopting 

authoritarian measures are now more relevant than ever. 

 

While intended to decrease hate speech and protect 

vulnerable groups, these measures raise concerns about 
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over-policing and the erosion of civil liberties. As the 

UK government and society navigate these complex 

issues, it is imperative to find a balance that safeguards 

both public safety and the fundamental rights enshrined 

in democratic principles. The increase in police arrests 

for offensive online messages, including high-profile 

cases like the dare of arrest of J.K. Rowling for alleged 

hate speech, serves as a stark reminder of the delicate 

line between protecting society and preserving the 

freedoms that form the bedrock of democratic 

expression.

4. REFERENCES 

[1]. Siân Berry, “News from Siân Berry: After 

long delay, Met publishes 2020 protest arrest 

figures,” press release, March 21, 2021, 

https://www.london.gov.uk/press-

releases/assembly/sian-berry/met-publishes-2020-

protest-arrest-figures. 

[2]. C. N. Trueman, "The Nazi Police State," 

History Learning Site, March 9, 2015, 

https://www.historylearningsite.co.uk/nazi-

germany/the-nazi-police-state/. 

[3]. Nick Osbaldiston, "Political Sociology: 

The State, Ideology, and Power," in Exploring 

Sociology in the Antipodes: Introduction to 

Sociology – 1st Australian Edition, OER Collective, 

accessed June 

23,2024,https://oercollective.caul.edu.au/explorings

ociology/chapter/political-sociology-the-state-

ideology-and-power/. 

[4]. Fareed Zakaria, "The Rise of Illiberal 

Democracy," Foreign Affairs, November 1997, 

accessed June 1,2024, 

https://web.archive.org/web/20051015040527/http:

//fareedzakaria.com/articles/other/democracy.html 

[5]. Glyn Brennan, “How Digital Media 

Reshapes Political Activism: Mass Protests, Social 

Mobilization, And Civic Engagement,” Geopolitics, 

History, and International Relations 10, no. 2 

(2018): 76–81. 

[6]. Young Min Baek, “Political mobilization 

through social network sites: The mobilizing power 

of political messages received from SNS friends,” 

Computers in Human Behavior 44 (March 2015): 

12-19. 

[7]. Gary Tang, "Social Media and Social 

Mobilization," in Routledge Handbook of 

Contemporary Hong Kong, edited by Tai-lok Lui, 

Stephen W.K. Chiu, and Ray Yep (London: 

Routledge, 2018), 185-198. 

[8]. Chai Shee Kuan, Mohd Salman, and 

Mohamad Kamal A. Rahim, "Effect of Polystyrene 

Aggregate Size on Strength and Modulus of 

Elasticity of Lightweight Concrete," Journal of 

Building Engineering 8 (2016): 122-128. 

[9]. Harriet Moynihan, "New UK Bill Can 

Fight Fresh Wave of Online Racist Abuse," 

Chatham House, July 21, 2021, 

https://www.chathamhouse.org/2021/07/new-uk-

bill-can-fight-fresh-wave-online-racist-abuse. 

 

[10]. United Kingdom Parliament, Online Safety 

Act 2023. UK Public General Acts, chapter 50, 

adopted 26th October 2023, 

https://www.legislation.gov.uk/ukpga/2023/50/enac

ted. 

[11]. oKurt Robson, "Ofcom Cracks Down on 

Social Media in Online Safety Act Guidance," 

Verdict, November 10, 2023, 

https://www.verdict.co.uk/ofcom-cracks-down-on-

social-media-in-online-safety-act-guideance/. 

[12]. Kate Goold, "Public Order Act 2023," 

Bindmans, accessed June 23, 2024, 

https://www.bindmans.com/knowledge-hub/public-

order-act-2023/. 

[13]. Euronews Green, "Just Stop Oil Protesters 

Arrested After 10 Minutes Under UK’s ‘Repressive’ 

New Anti-Protest Laws," Euronews, October 31, 

2023, 

https://www.euronews.com/green/2023/10/31/just-

stop-oil-protesters-arrested-after-10-minutes-under-

uks-repressive-new-anti-protest-l. 

[14]. Amora Evans, "Human Rights Experts 

Warn Against European Crackdown on Climate 

Protesters," JURIST, October 14, 

2023,https://jurist.org/news/2023/10/human-rights-

experts-warn-against-european-crackdown-on-

climate-protesters/. 

[15]. Clare Evans, "The Public Order Act 2023: 

Has Our Right to Protest Been Restricted?" 

Saunders Law, July 18, 2023, 

https://www.saunders.co.uk/news/the-public-order-

act-2023-has-our-right-to-protest-been-restricted/. 

[16]. Wil Crisp, "Tracking Without 

Transparency: Met Police Expands Social Media 

Surveillance Operations," Byline Times, October 

https://www.london.gov.uk/press-releases/assembly/sian-berry/met-publishes-2020-protest-arrest-figures
https://www.london.gov.uk/press-releases/assembly/sian-berry/met-publishes-2020-protest-arrest-figures
https://www.london.gov.uk/press-releases/assembly/sian-berry/met-publishes-2020-protest-arrest-figures
https://www.london.gov.uk/press-releases/assembly/sian-berry/met-publishes-2020-protest-arrest-figures
https://www.london.gov.uk/press-releases/assembly/sian-berry/met-publishes-2020-protest-arrest-figures
https://www.historylearningsite.co.uk/nazi-germany/the-nazi-police-state/
https://www.historylearningsite.co.uk/nazi-germany/the-nazi-police-state/
https://www.historylearningsite.co.uk/nazi-germany/the-nazi-police-state/
https://www.historylearningsite.co.uk/nazi-germany/the-nazi-police-state/
https://oercollective.caul.edu.au/exploringsociology/chapter/political-sociology-the-state-ideology-and-power/
https://oercollective.caul.edu.au/exploringsociology/chapter/political-sociology-the-state-ideology-and-power/
https://oercollective.caul.edu.au/exploringsociology/chapter/political-sociology-the-state-ideology-and-power/
https://web.archive.org/web/20051015040527/http:/fareedzakaria.com/articles/other/democracy.html
https://web.archive.org/web/20051015040527/http:/fareedzakaria.com/articles/other/democracy.html
https://web.archive.org/web/20051015040527/http:/fareedzakaria.com/articles/other/democracy.html
https://www.chathamhouse.org/2021/07/new-uk-bill-can-fight-fresh-wave-online-racist-abuse
https://www.chathamhouse.org/2021/07/new-uk-bill-can-fight-fresh-wave-online-racist-abuse
https://www.chathamhouse.org/2021/07/new-uk-bill-can-fight-fresh-wave-online-racist-abuse
https://www.legislation.gov.uk/ukpga/2023/50/enacted
https://www.legislation.gov.uk/ukpga/2023/50/enacted
https://www.legislation.gov.uk/ukpga/2023/50/enacted
https://www.verdict.co.uk/ofcom-cracks-down-on-social-media-in-online-safety-act-guideance/
https://www.verdict.co.uk/ofcom-cracks-down-on-social-media-in-online-safety-act-guideance/
https://www.verdict.co.uk/ofcom-cracks-down-on-social-media-in-online-safety-act-guideance/
https://www.bindmans.com/knowledge-hub/public-order-act-2023/
https://www.bindmans.com/knowledge-hub/public-order-act-2023/
https://www.bindmans.com/knowledge-hub/public-order-act-2023/
https://www.euronews.com/green/2023/10/31/just-stop-oil-protesters-arrested-after-10-minutes-under-uks-repressive-new-anti-protest-l
https://www.euronews.com/green/2023/10/31/just-stop-oil-protesters-arrested-after-10-minutes-under-uks-repressive-new-anti-protest-l
https://www.euronews.com/green/2023/10/31/just-stop-oil-protesters-arrested-after-10-minutes-under-uks-repressive-new-anti-protest-l
https://www.euronews.com/green/2023/10/31/just-stop-oil-protesters-arrested-after-10-minutes-under-uks-repressive-new-anti-protest-l
https://jurist.org/news/2023/10/human-rights-experts-warn-against-european-crackdown-on-climate-protesters/
https://jurist.org/news/2023/10/human-rights-experts-warn-against-european-crackdown-on-climate-protesters/
https://jurist.org/news/2023/10/human-rights-experts-warn-against-european-crackdown-on-climate-protesters/
https://www.saunders.co.uk/news/the-public-order-act-2023-has-our-right-to-protest-been-restricted/
https://www.saunders.co.uk/news/the-public-order-act-2023-has-our-right-to-protest-been-restricted/
https://www.saunders.co.uk/news/the-public-order-act-2023-has-our-right-to-protest-been-restricted/


iJournals: International Journal of Social Relevance & Concern (IJSRC) 

ISSN:2347-9698, ijournals.in/ijsrc 

Volume 12 Issue 8, August 2024 

©iJournals Publications 2024 | 31 

25, 2021, 

https://bylinetimes.com/2021/10/25/tracking-

without-transparency-met-police-expands-social-

media-surveillance-operations/. 

[17]. Institute of Race Relations, "Criminal 

Justice System Statistics," Institute of Race 

Relations, last modified May 4, 2024, 

https://irr.org.uk/research/statistics/criminal-

justice/. 

[18]. Libby Brooks, “JK Rowling will not be 

arrested under new Scottish hate law, say police,” 

The Guardian, April 2, 2024. 

 

 

https://bylinetimes.com/2021/10/25/tracking-without-transparency-met-police-expands-social-media-surveillance-operations/
https://bylinetimes.com/2021/10/25/tracking-without-transparency-met-police-expands-social-media-surveillance-operations/
https://bylinetimes.com/2021/10/25/tracking-without-transparency-met-police-expands-social-media-surveillance-operations/
https://bylinetimes.com/2021/10/25/tracking-without-transparency-met-police-expands-social-media-surveillance-operations/
https://irr.org.uk/research/statistics/criminal-justice/
https://irr.org.uk/research/statistics/criminal-justice/
https://irr.org.uk/research/statistics/criminal-justice/

